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Abstract: In this paper present a symmetric key protocol for spontaneous wireless ad hoc network creation which uses a hybrid symmetric scheme. In
our proposal is a complete independent self configured network creation there is no need any fixed infrastructure as well as no need any central
administrator to handle the services and share the secure data and no need any external support for handling the functionalities of the network. A
spontaneous ad hoc network is complete self configured secure protocol which is able to create the independent network and share the secure services
without any setup and offer the new services among users are present in the secure environment. This protocol contains all function required to operate
without any external support. Design of a protocol make available the creation and management of a spontaneous wireless ad hoc network.
————————————————————

1. INTODUCTION:
A set of mobile terminals that are placed in a close location
communicate with each other, share the resources and
services or computing time during a limited period of time
and a limited space forms Spontaneous ad hoc networks.
These types of networks usually have independent
centralized administration. They can be wired or wireless by
making Spontaneous network a Special case of ad hoc
network. Spontaneous ad hoc networks need well defined,
effective and user-friendly security mechanisms. Tasks to
be performed in this type of network include: Identity of
User, their authorization, Address to be assigned, service
name, safety and operation. The Significant dependency of
Configuration services in spontaneous networks is on the
size of the network or nature of participates Of Nodes and
running applications. Intentional interactions among users
who have preferred to Collaborate for some purpose is
reflected by spontaneous network. It can be leveraged in
order to create an ordered method for modifying the
network configuration. In this type of network have limited
scope in time and space. They include powerful host
machines, such as laptop computers or developing highend personal digital assistants (PDAs) and cellular phones.
The features of spontaneous networks are mentioned
below:1. The network boundaries are poorly defined.
2. The network is not properly planned.
3. The hosts are not preconfigured.
4. There are not any central servers or administrator.
5. Users are not expertise.

A spontaneous network enables the group of devices to
work together and share data while they are located very
close to each other with a minimum interaction. It can used
to share resources and many internet services. But, we
should take into account the limitation of the resources in
the devices. Only once of the nodes are connected to
Internet to share the connection and its resources to the all
network. The caching technique is used to avoid the
overload of the nodes. Moreover, configuration with a
minimal interaction from the users and security over the
communication should be formed. There are more
application areas for ad hoc spontaneous networks:
industrial (communication between sensor nodes, robotics,
and digital networks), businesses (meeting, stock control,
etc.), military (hard and hostile environments), and
teaching. The range of environment in which those
networks can be applied is wide and may conference
services and other "ubiquitous computing" applications at
home , office and etc. This paper also shows the design
and simulation of a Model that lets optimal spontaneous
network access by using the caching mechanism. We
present the procedures of the nodes involve in the system,
the some security algorithms implementation, and the
design of the messages. Moreover, we can also include the
analytical proposal and its comparison with the most similar
protocols in the survey. The validation of the secure
protocol is carried out through several simulations and
compare with regular architectures. This proposal has been
develop with the main objective of improve the
communication and integration between different study
centers of low-resources communities. We are use by
applying asymmetric cryptography, where each device have
a public key and private key, key pair for device
identification and symmetric cryptography is used to share
session keys between nodes. There are unidentified users
because validity and privacy are based on user
identification.
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The related literature survey shows several security
methods such as redistribution key algorithm, symmetric
and asymmetric algorithm, and intermediate node based
methods but these types of methods are not suitable for the
spontaneous network creation because they need a
network configuration or external authorities. Existing
methods propose a secure spontaneous network protocol
based on the users trust which provides node authenticity
integrity checking, confidentiality. We present a basic setup
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of the symmetric key protocol to handle the security issues;
we can use the authentication stages and trust stages. In
this paper also include the intrusion detection scheme for
joining the new member in the network while that node are
authenticate or not.

2.1 Spontaneous network:
2.1.1 Network Overview:
Our protocol which allows creating the independent and
decentralized spontaneous networks. The network member
services vary because the members at any time join or
leave the network. Spontaneous network should complete
the following steps to create the network.
2.1.1.1 Step 1: Joining Procedure:
The system is based on the identity card and user’s
certifiacate.The identity card which may contain the publicprivate components. The public component can contain the
logical identity (LID).This logical identity is unique for each
user and allows node to identify it. In this contain the
information about the users such a as name, address,
photograph etc. and the private For management of the
security in the network is based on public key infrastructure
and symmetric key encryption scheme. The public key is
used as a session key to encrypt the confidential message
between trust nodes.
2.1.1.2 Step 2: Service Discovery:
We can create the spontaneous ad hoc network there is no
need any central server. In that nodes can discover the
available services of the other nodes.
2.1.1.3 Step 3:
Establishing trusted chain and changing trust level: In this
step we can create the trusted chain for example: if X trusts
Z and Z trusts Y then X may trusts Y. The following steps
are used when the device joins the network.
(1) Integrated the Device into the Network.
a) To agree the transmission protocol and speed.
b) To configure node addresses, routing information
and another resources.
(2) To discovery of the Services and Resources Offer
by the Devices.
a) To discover the services and different resources
shared in the network.
b) We have a list of services and resources available
in the network they can update.
(3)To access the services offered by the Devices.
a) To manage the automatic integration tasks and the
use, for example, agent service.
b) Manage access security to the services.
c) To manage join and leave the nodes in the
network.
(4) The collaborative task.
a) Only within the intranet, among the various
members.
b) On the internet, with the other communication.
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2.2 Network Model:
The first node is responsible for set up the spontaneous
network. However each node configure their own data i.e.
IP port and user data. Devices must be aware of all
different tasks needed to communicate with each other and
the configuration of logical and physical parameters when
they join network. Users save their resources to the system.
The connection can be shared and that device will provide
the access to the WWW, if one of the users of the
spontaneous network have the Internet connection. Internet
access in the spontaneous network could be more than one
and each one of them can share different services they are
available. Components contains the private key. when a
user join the spontaneous network that are following ways:
(1) Node identifies.
(2) Identification between the nodes.
(3) Address assignment of the nodes.
(4) To join services in the network.
2.3 Security in spontaneous network:
Portable nodes that need to communicate to reduce time
slot for the creation of spontaneous ad hoc networks. The
problems of ad hoc network are similar to these networks,
but they increased because they are temporal networks
form in a given that moment by a group of nodes that often
users don’t know each other. However, they can work
together for the proper process of the network. Safe
communication must be guarantee with the help of
cryptographic techniques. However, many of the outlined
protocols assume that every node know the session key,
When we talk about the use of cryptography of private key
as well as the cryptography of public key. Methods to
establish a secure and authentic communication channel is
provided by these networks, assuming that the participants
know the node which they are speaking with them and
share the data. A fundamental topic in the security of the
spontaneous networks creation, when the nodes do not
know each other and also the phase of connection
establishes and initial exchange of keys. Security
requirements in spontaneous networks and traditional
networks are same: privacy, integrity, Verification, no
repudiation, and availability, confidentiality. Both data as
well as routing information must be safe. The structures of
ad hoc networks make these necessities much more
difficult: dynamic topology, limited bandwidth, different
capacity links and high error rates, energy and processing
capacity Limitations, no central server, and often no prior
information in the nodes to build the network. These
limitations have to be covered by organization mechanisms
and by the support among the nodes to maintain service
quality, security, and almost inventions and access to the
Services and share data. Like human relationships in the
society, this Behavior is also similar to them. Everyone
must cooperate to preserve a secure world, to improve our
quality of life, and have updated news. We know that the
data should be correct when they come from a person that
we trust. In this society the trust is very important. Our goal
to develop technique in order to enable the creation of
small-medium-scale ad hoc networks based on the
spontaneity of both. On the grounds of physical proximity,
wireless connectivity is based; it reflects the ways of the
human beings interact. People who are near each other can
link, share things with the each other, and ask people to
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relay information to other users. That is all done with an
appropriate Level of security. To get an appropriate level of
security we establish numerous protection mechanisms as
follows.
i.
ii.
iii.

Identity of the Nodes
Prevention of Proud Behaviour
The Security in Routing Protocols
Manipulations.

against

Also by providing the intrusion detection scheme that
provides more security of joining the new node in the
network.

3. Conclusion:
In this paper provide complete self-configured secure
protocol which is described gives more trusted way to
spontaneous ad hoc network with every node maintain the
network, improves the services offered, and provide
information to other network node for the Formation
Spontaneous ad hoc networks. The protocol allows secure
communication between end users includes the security
schemes, with the help of intrusion detection provide more
security and share the data.
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