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Abstract: Cloud computing is one of the technological developments that create tremendous opportunities in the field of e-learning, which have become 
essential. E-learning relies mainly on technology; it requires the use of learning management systems that can be hosted through the cloud computing 
platforms to provide alternative solutions to the weak infrastructure in higher education institutions in developing countries. Cloud computing could 
provide a solution that saves higher education institutions from the challenges of disrupting higher education as a result of the Covid-19 pandemic. The 
study aimed to suggest suitable cloud architecture for higher education institutions in developing countries and the type of deployment of cloud 
computing, and to propose an implementation strategy. The research discusses the use of cloud computing in higher education, describes its structure 
and potential for use in a distance learning model, and proposes a model for using cloud computing in learning management systems to build an 
educational environment based on cloud computing. In this paper, it was proposed to host learning management systems through the cloud, to adopt a 
hybrid cloud type as a solution for higher education institutions in developing countries that suffer from weak technological infrastructure. The analysis 
indicates that the use of hybrid cloud is the most appropriate type of cloud computing for higher education purposes. 

 
Index Terms: E- Learning, Learning management systems, Moodle, Cloud computing, Hybrid cloud, IT Scalability, Higher education, Developing 
Countries. 

——————————      —————————— 

1 INTRODUCTION                                                                     

nce the threat of COVID-19 emerged, many governments 
committed people to isolation and social distancing, which 
had social and economic impacts around the world. Millions 
have stayed home to prevent the spread of the pandemic [5]. 
Social distancing has become an urgent necessity, as it has 
resulted in several things, including preventing students from 
going to educational institutions. Technological progress has 
contributed to the development of the traditional learning 
process, as e-learning allowed the continuation of the 
education process despite the closure due to the Corona 
pandemic [37], as a result, educational institutions began to 
adopt the use of e-learning as tools to continue the 
educational process. Specialized international organizations 
have played their role in this context to facilitate student 
learning and create interaction between learners and 
teachers during the closure of educational institutions. 
UNESCO mentioned a set of learning solutions that can be 
used to achieve effective learning during the pandemic 
period [32]. Many innovative solutions such as free e-
learning tools, open educational platforms are receiving 
worldwide support, as they allow the creation of an e-
learning environment by providing virtual lessons and other 
activities for distance learning [24]. Many higher education 
institutions around the world have begun to adopt e-learning 
solutions, developing countries have suffered from poor 
infrastructure, the solutions began by uploading some 
educational material in PDF format, then uploading 
educational videos, then using virtual classes such as Zoom, 
However, it is just a diligent attempt that varies from one 
university to another without providing integrated e-learning 
solutions. These diligent attempts are a step on the road to 
the transition towards e-learning, but it is a step that faces 
many obstacles, as higher education institutions in 
developing countries suffer from real problems in providing 
e-learning as a result of the lack of readiness of the 
technological infrastructure for this type, in addition to the 
problems of the Internet and weak bandwidth, which led to 
low quality of virtual classes and online lectures. E-learning 
can use learning management systems based on cloud 
computing as a magic solution for millions of students 

around the world by leveraging assets that belong to the 
world of information technology, and leveraging the sharing 
of the same infrastructure and assets. It is important to use 
learning management systems through integrated solutions 
through which academic activities can be managed in a 
manner consistent with the capabilities available to 
developing countries on the ground [13]. This paper 
discusses the concept of cloud computing, cloud service 
models and cloud deployment models, the possibilities of 
using cloud computing to provide distance learning, and 
proposes a hybrid cloud-based model that suits the 
capabilities of higher education institutions in developing 
countries. 
 

2 LITERATURE REVIEW 
Detailed In this section we present the most prominent studies 
that dealt with the use of cloud computing in education. There 
have been many studies in this field, some of which dealt with 
blended learning through cloud computing, some touched on 
collaborative learning using cloud computing, some papers 
have also examined the use of cloud-based learning 
management systems, and other different areas of interest. 
Ramesh et al.'s study [27] addressed the technological 
situation of educational institutions in India, their lack of 
modern data centers, and the inability to implement e-learning 
programs without developing the infrastructure, and suggested 
using the private cloud and Aneka Grid platform to enable e-
learning. Chillakanti and Gattaz's paper [9] discussed 
components of technology architecture and cloud-based 
learning solutions, suggested the use of the SaaS cloud 
services platform for educational purposes, and concluded 
that it provided a framework for collaborative learning. Zhong 
and Shouhong's study [36] discussed blended learning course 
design, including the redesign of learning content that is 
deployed through cloud computing in the Active Learning 
Cloud program at South Dakota State University. A case study 
of a mechanical engineering course was conducted, and the 
study concluded that a blended learning model through cloud 
computing achieves learning effectiveness. Magyar et al.'s 
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study [21] introduced a cloud-based web application for 
educational purposes through the Google Cloud Platform. The 
app used the NAO robot through cloud computing to create an 
environment that improves the speed and efficiency of e-
learning. Alrasheed et al.'s [3] paper presented the 
architecture of a cloud-based knowledge management system 
that provides a suitable platform for e-learning in a university 
environment. The study found that a knowledge management 
system based on cloud computing provides a suitable 
environment for learning via the web, reduces the cost burden 
on universities, and increases learning efficiency. Li's study 
[34] addressed the development of a system that targets 
dynamic course management and extends to testing using a 
cloud-based computing architecture and cloud storage 
development. The study indicated that the system contributes 
to managing databases across the web and intranet, and 
manages questions and test papers dynamically. The paper 
indicated that the results are positive and enhance the 
development of learning models. Lukaric and Korin-Lustig [35] 
presented through a pilot study of the "Computer Software" 
course through a blended learning model at the College of 
Civil Engineering in Rijeka. The study found that this approach 
improves group activities through the use of cloud computing 
and real-time collaboration. The study concluded that cloud-
based learning could have promising success in the future. 
Denton's [11] proposed a set of strategies for integrating 
applications based on cloud computing techniques, and 
conducted a case study involving a group of graduate 
students. The study confirmed the potential of cloud-based 
approach to improve collaborative learning methods. Gomes 
and Costa [14] provided a study  based on the models of IOPT 
Petri networks and inclusion in the course. The paper 
concluded that the IOPT-Tools framework has been 
successfully used for the current cloud-based development. 
As is evident from the previous presentation of the related 
literature, the studies covered various aspects of the use of 
cloud computing in education, those studies dealt with 
development under consistent and stable conditions, however, 
COVID-19 pandemic suddenly changed learning patterns and 
called for an urgent shift towards distance learning until the 
end of the pandemic. This shift surprised all education officials 
in the world, including higher education institutions in 
developing countries, many of which suffer from the readiness 
of their infrastructure to provide e- learning models. This paper 
differs from previous research in presenting a cloud-based 
model that focuses on developing country conditions and 
available capabilities, which have not been examined by 
previous studies. 

 

3 CLOUD COMPUTING TECHNOLOGY 
Through cloud computing, organizations can access 
applications from anywhere using intent. Cloud computing 
also enables a virtual service network that includes devices, 
a user interface, and a database [6]. Therefore, cloud 
computing offers promising opportunities for IT organization 
and business execution in various fields [17]. A cloud is a 
huge collection of servers and computers that are connected 
to each other via the Internet [30], It enables data entry, 
processing, storage, and retrieval over the Internet, thus it 
connects users to the resources and services available via 
the cloud. It is one of the effective technological tools 
suitable for users who have an Internet connection [12]. The 
cloud computing platform contributes to the ability of 

enterprises to start businesses with the least investment in 
technological infrastructure, as the use of cloud computing 
services saves spending on hardware or software, in 
addition to saving the costs of operating and maintaining the 
infrastructure [16] . The main advantages of using cloud 
computing based learning management systems in 
education can be explained as follows: [20].  
 
Cost saving: 
Cloud-based learning reduces the financial burden on 
universities because it eliminates capital expenditures in local 
data center. This also includes reducing data center 
maintenance costs, lowering university data storage costs, 
and reducing the cost of replacing outdated technical 
hardware assets [31]. These cost savings are noteworthy in 
developing countries, many of which have weak higher 
education budgets.  
 
Improving the quality of learning 
The cloud-based learning improves the efficiency of distance 
learning through the virtual classroom, overcoming obstacles 
of potential weak internet and bandwidth that appear in 
alternative methods. 

 
Access to learning resources 
The cloud-based learning platform improves access to 
educational resources. Students can quickly access learning 
resources, whatever computers or smart phones they own, 
and what kind of internet browser they use. 

 
Scalability 
Scaling across local data centers is very costly. The use of 
cloud-based learning reduces expansion costs and thus 
increases expansion potential regardless of increase in 
student numbers. 

 
Improving learning environments 
Cloud-based learning improves the performance of higher 
education institutions, which will positively impact a higher 
level of learning [24]. 

 
Data migration & Replication 
Some cloud-based learning allows secure and fast file 
transfers between different source and target formats. Storage 
administrators get a backup through cross-platform data 
replication.  

 
Data protection 
Cloud-based learning uses technology to protect data by 
creating instant copies of file systems, where a large number 
of snapshots are created for each volume while affecting 
performance and operation. With regard to cloud computing 
technology, it has provided a set of models for cloud services, 
which we will review in the next section. 
 

4 CLOUD SERVICE MODELS 
The computing created a sensation as it changed the look and 
feel of online applications. This virtual environment interacts 
with users and connects them with multiple services such as 
data and application storage. [16] Cloud computing can be 
used to implement complex systems across the web through a 
variety of application scenarios. It consists of three layers, as 
shown in the following figure: 
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Fig. 1, Cloud Computing Layers 

 
As shown in Figure 1, cloud computing has a set of layers, 
namely IaaS, PaaS and SaaS, which can be illustrated as 
follows:  

 
Infrastructure as a service (IaaS) 
Infrastructure as a service model (IaaS) provides the 
infrastructure, including virtual machines, networks, operating 
systems, and storage space.  IaaS is ready to host the 
enterprise software on which the various applications and 
supporting structures run. Infrastructure as a service model is 
suitable for startups that use big data and cannot afford to 
build the infrastructure [33]. 
The following figure illustrates the structure of IaaS model: 

 
Fig. 2, The Architecture Of IaaS Model 

 
Infrastructure as a service model (IaaS) examples include: 
Google Cloud Platform, Microsoft Azure, Amazon Elastic 
Compute Cloud, and Google Compute. 

 

Platform as a service (PaaS) 
According to platform as a service (PaaS) model, cloud 
computing provider has the server operating system, and the 
enterprises can control the various applications. When using 
PaaS, organizations have a virtual environment that they use 
to create, run, and manage applications. They can also fully 
manage and control their data, without having to spend on the 
infrastructure needed to develop software [21]. The following 
figure shows the structure of PaaS model: 

 
Fig. 3, The Architecture Of PaaS Model  

  
Platform as a service model (PaaS) examples include: Google 
App Engine, Windows Azure, and Apprenda.  

 

Software as a service (SaaS) 
According to software as a service model (SaaS), all system 
settings are managed by the cloud computing service 
provider, and enterprises can access the application via the 
Internet. SaaS is a cloud-based ready-to-use virtual 
environment with an easy-to-use user interface, software 
solutions through SaaS include the product or content 
provided over the web, a traditional cloud-like application 
solution that can be easily accessed via browsers [17]. 

The following figure shows the structure of SaaS model: 
[26] 

 
Fig. 4, The Architecture Of SaaS Model  

  
Software as a service model (SaaS) examples include: Google 
Docs, Cisco WebEx, Google Apps, and Salesforce.[9] 
 
The following figure summarizes the uses of the three cloud 
computing service models 

 
Fig. 5, The Uses Of Cloud Service Models 

 
After a previous review of Cloud Computing models, the main 
features of the three models can be summarized in the 
following figure: 
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Fig. 6, A Comparison Of Cloud Architecture Models 

 
As shown in figure 6, the right column (On-Premises) stands 
for operations. It includes Application, Security, Databases, 
Operating Systems, Virtualization, Servers, Storage, 
Networking, and Data centers. What organizations want to 
host via the cloud is a benchmark for comparison between the 
three cloud architecture models.[12],[33]. Just as the service 
models differ in cloud computing, so are the deployment types 
of cloud, as we'll explore them in the next section. 
 

5 CLOUD DEPLOYMENT TYPES 
The use of cloud computing in higher education institutions 
provides flexible and scalable virtual computing resources 
suitable for expanding e-learning models. The rapid 
development of cloud computing has led to the emergence of 
multiple types of cloud computing, the technologies used in 
them are the same [14]. Determining the appropriate type of 
cloud computing varies according to the nature of the need, 
affordability, future scalability, expected level of performance, 
and the level of privacy required. The most common types of 
cloud computing are the four types, which include public cloud, 
private cloud, community cloud, and hybrid cloud. In this 
section, we review the different types of cloud deployment to 
determine what best suits the needs of higher education 
institutions. 
 

Public Cloud 
The most popular type of cloud computing is the public cloud, 
and as its name indicates, the public cloud is available to all 
users. This type of cloud service is provided on a network for 
public use, where data is entered and stored on the servers of 
service providers. The service providers have the servers‘ 
infrastructure and all the hardware needed to run the public 
cloud, and they manage the resources in giant data centers, 
so the user cannot control the location of the infrastructure. 
Cloud providers enable resources as an online service, so 
organizations participating in the public cloud can scale 
resources as needed [12]. The public cloud is based on a 
common cost model for all users and thus its cost is limited. 
Despite the aforementioned advantages over public clouds, 
one of their drawbacks is a lack of reliability. The public cloud 
does not allow enterprise users to know where data is stored, 
or to ensure that others cannot access it. Although data is 
easily accessible, data privacy and security remain a concern. 

 
Private Cloud  
Unlike public cloud which is available to everyone, private 
cloud is owned by a specific organization. In this model, the 
organization maintains devices in the enterprise's local data 
center, and is managed by an internal team. The organization 

is the sole owner of the private cloud and thus controls 
everything related to information technology within the 
organization [27]. The great advantage of the private cloud is 
to achieve data privacy, so the data can only be accessed by 
the employees who are allowed in the organization, and thus it 
is suitable for organizations that have sensitive data. Despite 
the aforementioned advantages of private cloud, the main 
disadvantage is the significant increase in cost as a result of 
the huge investment in hardware and software, in addition to 
the operating and maintenance costs. 

 
Community Cloud 
Community cloud allows access to a specific group of 
organizations that belong to a specific community and have 
common interests, as the organizations participating in the 
community cloud are similar in application types, privacy 
states, performance, and security policies. Community cloud 
hosting and management may be on-premises at the partner 
organization, or externally at a cloud service provider.[12] One 
of the advantages of community cloud is to enhance 
collaboration between organizations and thus increase 
efficiency. Despite the many advantages of community cloud, 
one of its drawbacks is bandwidth sharing and storage 
sharing, so its limitations may cause relative bottlenecks. Also, 
the cost is higher compared to a public cloud. Also, community 
cloud is not very popular to use due to its recent use and thus 
suitability for various purposes has not been confirmed. 

 
Hybrid Cloud 
Hybrid Cloud combines the benefits of a public, private, and 
community cloud. It has all the benefits of all cloud computing 
deployment types [22]. This type of cloud computing allows 
organizations to integrate the previous types in a way that 
suits their needs. It also enables protection and control of 
critical data, with cost-effectiveness and resource 
management, permissible data can be moved easily [27]. A 
hybrid cloud features privacy protection and data security like 
a private cloud, by sharing resources like a community cloud, 
and cost savings like a public cloud, while keeping separate 
entities when needed. Hybrid cloud features flexibility, high 
levels of security, and scalability. 

 
Fig. 7, Typical Hybrid Cloud 

 
Hybrid cloud has no practical meaning unless enterprise data 
can be broken down into confidential or critical data and other 
data that can be stored externally. The next figure shows the 
different capabilities of the cloud deployment types. 
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Fig. 8, Cloud Deployment Types 

 
Organizations feel the importance of moving to cloud 
computing, a recent cloud market study by Management 
Insight Technologies indicated that organizations surveyed 
had migrated 57 percent of their applications to the cloud. 
(Management Insight 2020) [22] 

 
Fig. 9, Organizations moving toward cloud computing [21] 

 
The study concluded that the most important benefits of 
migrating to the cloud are support for updating applications, 
reducing investment costs in data centers and infrastructure 
by 24% [22]. From the above, it is evident that there are huge 
capabilities of cloud computing, many service models, and 
many deployment types, making it a promising area that 
higher institutions in the developing countries can benefit from. 
Therefore, in the next section, we will discuss cloud-based 
learning management systems. 
 

6 CLOUD-BASED LEARNING MANAGEMENT SYSTEMS 
Cloud-based learning systems require high-speed and reliable 
internet access to support LMS  [1],[7], and where many 
higher education institutions suffer from poor infrastructure 
available to provide e-learning, one solution is the use of 
learning management systems such as Moodle and 
Blackboard that can be directed to cloud computing [31]. 
Higher education institutions can extend the use of the e-
learning model to undergraduate programs, postgraduate 
programs, and continuing learning using cloud computing. 
 
Several learning management systems support hosting 
via cloud computing, the most popular of which are the 
following: 

 Moodle Cloud 

 Adobe Captivate Prime LMS 

 Talent LMS 

 Docebo 

 SAP Litmos 

 Learn Upon LMS 

 Stream LXP from Learning Pool 

 Looop 

 Unlock: Learn 

 Fuse 

 Brightspace 
The appropriate cloud-based learning management system 
may vary from university to university. 
Identifying the appropriate LMS requires identifying the needs, 
defining the basic requirements of the system, the capabilities 
offered by each system, asking for a use case demonstration, 
and then prioritizing the features according to the needs of 
each university. [20] 
 
Advantages of Cloud Computing for Learning 
Management Systems: 
Applying learning management systems with cloud computing 
has many advantages for higher education institutions, the 
most important of which are the following: [2] 

 Cloud computing saves the costs of the infrastructure, 
hardware, and servers needed to host Learning 
Management Systems within the university. 

 Instant update of applications. 

 Reduced need for an internal IT system, as it is limited to 
basic data like students‘ records and students‘ grades. 

 Attending lectures in virtual classes with high quality as a 
result of eliminating bandwidth problems. 

 Submit homework or assignments and projects online. 

 The possibility of students interacting with teachers. 

 Communication between students through forums. 

 Seamless handling of content management. 
  
After reviewing cloud computing and its various models and 
cloud-based learning management systems, in the next 
section, we present the proposed model for higher education 
institutions in developing countries. 

 
7 PROPOSED MODEL FOR HIGHER EDUCATION 

INSTITUTIONS IN DEVELOPING COUNTRIES 
To present the proposed model, we organize this section as 
follows: 

 The current situation 

 The ideal requirements for offering e- learning 

 The proposed model 
 
7.1 The Current Situation  
Recently, higher education institutions have turned towards e-
learning. The transformation experience has been more 
difficult for developing countries, many of which suffer from 
poor infrastructure and limited resources to spend on higher 
education. E-learning solutions started by uploading some 
educational materials in pdf format, then uploading tutorial 
videos, then using virtual lessons like Zoom, Webex, etc. 
Professors and students alike have suffered from the sudden 
transition from to distance learning. The transition to distance 
learning faced a number of issues, which made the results 
extremely unsatisfactory. 
 
The current situation can be assessed as follows: 
1. The lack of qualified infrastructure, the information 

infrastructure is still not ready for technological 
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transformation. 
2. the lack of robust servers for hosting integrated e-learning 

solutions 
3. The absence of virtual laboratories. 
4. The lack of readiness of the e-learning environment and 

its basic tools. 
5. E-Courses are not prepared yet 
6. Learning Management Systems. 
7. Slow Internet Connection and weak bandwidth. 
8. Poor quality of virtual classes and online lectures. 
9. The lack of a clear mechanism for distance learning 
10. The lack of integrated solutions for distance learning. 

This resulted in a dramatic decline in the quality of the 
educational outputs of the distance learning, a recent statistic 
also indicated that the percentage of satisfaction with the 
quality of distance education regarding educational outcomes 
reached 17.21% [23]. 

 
The wheel of time does not stop, solving such challenges 
requires providing financial resources to prepare the 
infrastructure and e-learning environment, and it also requires 
a lot of money. Therefore, one of the best solutions for 
developing countries is to rely on cloud computing that can 
host learning management systems for different universities, 
making the learning journey continue with acceptable quality. 
In the next section, we review the ideal requirements for a 
university offering distance learning 
 
7.2 The ideal requirements for offering e- learning 
Classical Universities used to provide face-to-face educational 
services to the students.  Due to Covid-19 pandemic, the need 
to provide complete on-line educational services to all the 
members of education matrix has significantly increased.  
Educational services include the following: 

 Learning Management System (LMS) 

 Assessment and Question Bank System 

 Student Information Systems (SIS) 

 Virtual Classroom Systems 

 Project Management System (PMS) 

 University Management System (UMS).  
 

 However, other professional services should be provided 
to the members including Email, Storage space, Video on 
Demand for lectures, and many others.  Members have 
different views depend on the role. Those views include: 
Admin, Staff, Student, Employee, Extranet Resources, and 
other customized views.  

Different delivery channels can be used by end users 
such as mobile phones, laptops, and desktops.  

The ideal requirements for a university providing distance 
learning services and the required subsystems can be 
visualized in the following figure: 

 
Fig. 10, University Subsystems 

 
Several factors affect the ability of the University to offer 
complete end-to-end on-line services to its members, 
among them: 

 Existing Data Center Infrastructure 

 Granted Bandwidth to the services 

 Deployed High-availability scenarios  

 Implemented Security Policy 
 
University policy provides the framework that prioritizes the 
services and its delivery model.   
 
7.3 The Proposed Model 
The lack of readiness of the infrastructure in many developing 
countries and the lack of financial capabilities have led to the 
necessity for higher education institutions in those countries to 
use cloud computing technology in providing e-learning 
services. The use of the public cloud exposes the university's 
sensitive systems to multiple risks, so the sensitive systems 
can be implemented on the private cloud of the University at 
its data center.  Consequently, the need to have a mix of on-
premises (private) and public cloud services has arisen. 
Hybrid cloud is IT infrastructure that connects at least one 
public cloud and at least one private cloud, and provides 
orchestration, management and application portability 
between them to create a single, flexible, optimal cloud 
infrastructure for running a University‘s computing workloads. 
Since the proposed model is based on cloud computing, we 
present in the following figure linking the university's services 
and systems to different cloud services models. 

 
Fig. 11, University Uses of the Different Cloud Service Models 

 
As shown in Figure 11, it is proposed to link the university's 
services and systems to the various cloud services models. 
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Services such as Virtual Classroom, Video On Demand, LMS, 
and Mailing System are based on the SaaS cloud model, 
applications are based on the PaaS cloud model, and devices 
and operating systems are based on the IaaS cloud model. 
After reviewing the different types of cloud computing 
deployment, and the advantages and disadvantages of each 
type, it was found that hybrid cloud is best suited for university 
use, because it is a flexible pattern that combines the 
advantages of public and private clouds. In this section, we 
proposed a model that serves as an architectural scenario for 
the use of cloud computing for the distance learning service 
offered by higher education institutions in developing 
countries. 

 
Fig. 12, The Proposed Model  

 
According to this model, as shown in figure 12, the university's 
systems, applications, and activities have been divided on the 
hybrid cloud into two parts: 

 
Section One: (Private Cloud) 
A private cloud is a secure cloud with on-premises servers. 
According to the proposed model, the private cloud includes 
the following: 

 Student Information Systems (SIS) 

 Assessment and Question Bank System 

 Project Management System (PMS) 

 University Management System (UMS). 
 

Accordingly, sensitive university data, question banks, exams, 
assessments, health data related to students, data relating to 
students, counseling or disciplinary actions, and other data 
requiring security can be protected under the university's full 
control. This is in line with Weber‘s study[33]. 
 
Section Two: (Public Cloud) 
The less sensitive data is hosted in the public cloud. According 
to the proposed model, the public cloud includes the following: 

 Learning Management System (LMS) 

 Video On Demand 

 Virtual Classrooms (VCR) 

 University Mailing System. 
 
The most important features of the proposed model 
include: 
1. The proposed model takes advantage of hybrid cloud to 

achieve speed, availability, and security. 
2. The proposed model enables students to access Learning 

Management Systems and e- content anytime, anywhere 
using any internet-connected technology such as smart 
phones to access cloud-based LMS. 

3. The proposed model reduces the burden of technological 
support for e- learning models, as it reduces the burden 
on IT departments by moving some applications to the 
public cloud. 

4. The proposed model helps to achieve a balance between 
the capital and operating expenditures of higher education 
institutions, which mainly suffer from underfunding in 
developing countries, and helps achieve cost-
effectiveness. 

5. The proposed model enables securing of the sensitive 
data, as the systems containing sensitive data remains 
behind the university's firewall under its full control. 

6. The proposed model is flexible as it allows educational 
systems to balance internal and external burdens 
according to technical requirements or organizational 
needs. 

7. The proposed model is scalable as it allows for easy 
expansion with the increase in student numbers. 

8. The model allows universities the flexibility to transfer 
some applications and systems between the public and 
private cloud as needed. For example, a disaster backup 
can be created on the public cloud. During the peak time 
for online registration, the registration can be enabled 
from the public cloud. 

 

8 CONCLUSION AND FUTURE WORKS 
The use of e-learning is increasing at a rapid pace recently, as 
higher education institutions are exploring e- learning models 
as an alternative to traditional learning as a result of the Covid-
19 pandemic. The needs of higher education institutions in 
developing countries to implement e-learning models are 
increasing despite the weakness of their infrastructure and the 
scarcity of resources available to them, which creates a gap 
between needs and capabilities that can lead to poor quality of 
learning service. However, cloud computing can contribute to 
bridging the gap by hosting Learning Management Systems 
and other universities services. Cloud-based learning 
management systems provide a stable and effective learning 
environment in which an outstanding learning service can be 
provided. In this paper, we discussed the use of cloud 
computing in higher education institutions to provide e-learning 
services in developing countries. The paper proposes a hybrid 
cloud computing model in which the university's services and 
systems are distributed between the private cloud on-premises 
and the public cloud according to an architectural scenario that 
takes into account the constraints of needs and resources. 
The proposed model works to achieve better efficiency and 
stability of the system, and also greatly reduces the number of 
physical services managed by the university itself, allowing 
more time to pay attention to the quality of learning. For future 
work, research may assess the actual use of hybrid cloud in 
providing distance learning services and investigate the 
possibility of integrating other services into the public cloud to 
control costs.   
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