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Abstract: The smart IoT flood monitoring system shows significant parts all through the flooding in the extraordinary real time method that will support 
supervision and people to accomplish condition of flood losses proficiently and therefore, decrease the consequences due to  tragedy. Using IoT 
surveillance, dynamic systems can be analyzed and developed thousands of measures and warnings. IoT monitoring also allows bridging the interval 
between procedures and commercial by gathering and examining miscellaneous IoT statistics through multimedia real-time attached devices, 
consumers and, requests. Positioning and deploying of Bulk number of Ultrasonic sensors on coastal and river-side platforms will make a possibility to 
get a tsunami, monitor flooding and, tropical storm surge warning data. In addition to that, the state-of-the-art flood warning system can also be set up to 
observe flooding on the urban way. The design of IoT - enabled weather systems is to gather records from different road transportations wirelessly and 
transfer the weather and road condition data that includes air temperature, barometric pressure, visibility or light, motion and, so on. The development of 
real- time monitoring system is to observe the variations of water level and guide a vigilant to customers by means of a Global System for Mobile 
Communication cellular network instantaneously every time a system distinguishes watchful complaint happens. Subsequently, the measure of records 
composed in IoT is therefore enormous, cloud-based real-time and consignment data analysis outlines have been used for data analysis. With all the 
above issues in mind, this paper would analyze the insight of the IoT- based sensors for flood monitoring techniques. Furthermore, the various 
techniques related to flood monitoring using IoT will be focused on in terms of accuracy, efficiency and, Quality.. 
 
Index Terms: IoT, surveillance, Flood monitoring, Sensors, Wireless Sensor Nodes, interoperability, Security, Privacy.   
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1 INTRODUCTION                                                                     

Flood warnings are distributed if extensive flooding is 
predictable and the warning signs in general contain strong 
rainfall, water storage dams failure as well as other junctures 
such as slow-moving tropical storms add to flooding , Sensors 
are utilized to device the IoT Process for intellecting  and 
observing  the temperature, humidity, temperature, daylight 
intensity, rain- sensing, As far as water level sensor 
technologies are concerned the first challenge is to choose 
which sensor technology creates the most intelligence to 
observe water for a specified geospatial application. The Joint 
level sensor technologies comprise ultrasonic, guided wave 
radar, and pressure transducers and, the selection of such 
sensor types are to be based on geography measurements. 
The deployment of Industrial IoT systems appropriately, a 
need to check out the battery health along with IoT cloud 
software is a key thing to look after. Wireless internet 
connectivity approaches a lot of flavors for keeping an eye on 
IoT applications by measuring sensor data to get uploaded 
into cloud databases through standard Wi-Fi. The speed of the 
transaction increases in the environment where the sensor- 
based monitoring nodes deployed among the cellular networks 
GSM, 3G/4G, and LTE. As the area of deployment wraps, 
there have been positive and negative things to all alternatives 
for wireless equipment. In some cases, the organizations will 
have to construct the conclusion for power sources and 
internet connectivity for each monitoring system based on 
factors such as size, cost, maintenance, weather conditions, 
ease of use, workers, and moment in time. The challenges of 
IoT sensors, in general, are choosing a range of sensors and 
chipsets, discovering the most favorable location to position 
sensors assessing sensor performance concerns and, 

Network substantiation for connectivity SLAs. This paper 
focuses its contents to partition into four sections namely 
literature survey, IoT communication models, security, privacy, 
interoperability and, development issues of IoT. 
 

2 LITERATURE REVIEW 
This section illustrates the previous papers on IoT sensor 
deployment models, issues and, challenges in information 
sharing over flood monitoring environments. 
Alisson Silva Souza et al (2017) developed a flood warning 
system to decrease the effect originated by flood in urban 
places. Their system supervises the water level of a landing 
strip or waterway and generates urgent situation alerts to the 
rescuers through messages after the data acquires from the 
cloud storage in real-time manner. Azimah Abdul Ghaparet al 
(2018) provided an assessment on the utilization of IoT for 
managing the flood data through execution of IoT 
communications that gathers, conveys and, administer. 
Arshadet al (2019) presented a methodical evaluation of IoT-
based sensor applications in flood observation and mapping 
by featuring the primary PC vision procedures for real-time 
monitoring. Massimo Ancona et al (2015) revamped prior 
occurrences based on intelligent WSN using IoT to develop 
consistency, effectiveness and, scalability. Mr. Ajim I. Pathan 
et al (2020) provided flood detection using IoT and AI-based 
rescue process during the scheme to present a consistent 
answer using Arduino Uno microcontroller for an increase of 
water level, dampness, air pressing factor and, temperature 
estimated by means of sensor. Raspberry Pi used in their 
proposed system is holding the responsibility for completing 
robot based salvage activities. Shahirah Binti Zahir et al 
(2019) proposed a cost-effective flood monitoring system for 
the people who reside in the areas who have an internet 
contact can observe what is occurrence and forecast if there is 
any imminent flood on the internet -server. Their system also 
has the capability of updating the water level of the specific 
region for the follow-up actions in terms of rescue operations. 
Li-Chiu Chang1 et al (2020) proposed a flood real-time 
monitoring AI model cum IoT-based using the flood profundity 
records which can add to the value-added function of 
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expanded disaster avoidance system. By their on-line 
correction algorithm, the accuracy of flood forecasting has 
been improved with the association of continuously learning 
and accurate model parameters. Garima Singh et al (2020) 
represented the expansion plans of IoT- supported flood 
monitoring and aware scheme with weather conditions using 
an open- source electronic platform. Bhushan Moundekar et al 
(2020) described the general idea of a real- time wireless flood 
monitoring system by using the perception of the ultrasonic 
sensors, which can instantly sense the level in the water 
bodies and send these standards to the control room in the 
course of the WiFi. Neha Suresh et al (2020) predicted the 
possibility of flooding based on historic data stored in the cloud 
and with Machine learning algorithms prediction is found. Dolly 
Kumaria et al (2020) proposed a method to remove the 
negative impacts of the flood by using a variety of expected 
factors to become aware of the flood. As the system 
comprises Wi-Fi and IoT connectivity, it is possible to send the 
collected data among devices. Wahidah Md. Shah et al (2018) 
proposed a method to become aware of the level and speed of 
water to alert people. In their work, gathering statistics from 
the water sensor and exceed on the information  to the Global 
system for monitoring part for passing on an observant via 
Short message service using Raspberry Pi. K. Vinothini et al 
(2019) aimed to watch the flooded state and propel alert at a 
happening of threat during IOT to become aware of the flood 
by means of temperature, humidity and, water height sensors 
at each phase. The perceived sensor standards are 
progressed by PIC Microcontroller to transmit to the IOT 
through the Wi-Fi module. Jagadeesh Babu Mallisetty et al 
(2018) planned a framework to examine the water level 
difference in rivers, barriers, lakes and, the checked standards 
frequently accumulated in the web server for giving flood alerts 
to related authorities. This investigation also looked into the 
utilization of WSN for keeping an eye on real-time river and 
flood surroundings. Mohamad Syafiq Mohd Sabre et al (2019) 
developed an instantaneous flood surveillance system using 
WSNs at a lofty horizontal region of the flood to helping the 
fatalities by detecting the water intensity and rain. Herman 
Yuliandoko et al (2012) proposed a speedy flood caution 
system that can attain with the wide-area internet by using IoT 
to decrease the impact of tragedy followed by the effective 
monitoring and controlling the early revealing method. Dedi 
Satria et al (2017) developed a sample of the information 
arrangement of the flood monitoring IoT in assisting users 
during assessments of flood levels. D. S. Rani et al (2020) 
included the efficient technique to notice the flood by using 
machine learning for accurate decisions on flood issues. Priya 
S Patel et al (2019) proposed the IoT- based flood surveillance 
and vigilant system by using Arduino mega board with water 
and flow- level sensors to determine water intensity and 
forecast flood as well as further follow- up things. In addition to 
this, calculation of water speed from every bank to find the 
arrival moment of flood so that alertness or evacuation of 
residents near to the water bodies can be given to reduce the 
fatalities. From the preliminary studies, it is learned that many 
IoT-based flood monitoring systems are existing and each one 
has its own advantages and disadvantages in terms of 
accuracy, reliability and consistency. Hence, there is a high 
need to go for a study for comparing and, analyzing the 
general IoT- based flood monitoring systems.   . 

 
3 IOT BASED SENSOR COMMUNICATION MODELS FOR 

FLOOD MONITORING 
From an equipped standpoint, it is practical to imagine 
concerning how IoT- based flood surveillance devices fix and 
converse in terms of their scientific communication models 
using a framework IoT devices. The elaboration underneath 
the framework enlightens the main uniqueness of every model 
in the framework. 

 
Fig.  1. Device to Device Communication 

 
3.1 Devices-To-Device Communications 
It involves a minimum of two devices that uncomplicatedly 
interface and communicate with each other, without the 
intervention of an arbitrator application hand. These devices 
communicate over several types of association, through IP 
addresses. Normally, these devices use wireless protocols 
such as Bluetooth and ZigBee etc. to construct straight device-
to-device interactions, as illustrated in Figure 1. These devices 
allow devices to communicate messages to accomplish their 
competence in applications like home automation frameworks 
employing small information packages. The devices like 
electric bulbs, tube lights and, fans consume fewer data to be 
needed to manage them in- house automation by holding 
interoperability challenges. The challenging thing for the users 
is to look after the hidden devices to share their 
communication among them by assuming the devices like 
Automobiles, Laptop, mobile and home irrespective of its 
functional operation. 
 
3.2 Devices-To-Cloud Communications 
In this flood surveillance model, the association of IoT devices 
with an Internet cloud management similar to an application 
expert association to deal information and manage 
communication to make use of obtainable infrastructure 
components like wired Ethernet or wireless fidelity   
associations as explained in Figure 2.  
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Fig.  2. Device to Cloud Communication 
 
This framework is exploited by IoT devices, where the device 
sends information to a cloud data set to break down energy 
utilization of the home. Further, this cloud association gives 
power to the client to acquire far off access to their indoor 
controller using Web interface and programming updates. 
Through the cloud server, the control over the temperature, 
pressure and, humidity can be done effectively via proper 
programming. 

 
3.3 Device to Gateway Model 
In this model, the IoT- based flood surveillance device 
interfaces through Gateway supervision to turn up at cloud 
management by a neighborhood gateway device, which set off 
about as a delegate as illustrated in Figure 3. 

 
Fig.  3. Device to Gateway Model 

 
In buyer devices, the nearby gateway device using cell phone 
managing a function to speak with a tool and convey the data 
to a cloud administration. But these devices are not having the 
limited facility to interface simply to cloud management and 
are dependent on an application programming to fill up using 
hand over the gateway to associate the device to the cloud. In 

other cases, the “smart things center point” is an independent 
gateway device use wireless protocols like Bluetooth and 
Zigbee. This model has a demerit of complexity and 
expenditure to the general framework. 
 
3.4 Back End Data Sharing Model 
In this representation, the IoT -based flood communication 
device interfaces through a Gateway administration as a 
channel to arrive at cloud management as shown in Figure 4. 

 

 
 

Fig.  4. Device to Gateway Model 
 
In purchaser devices, the nearby gateway apparatus is a 
sophisticated cell that runs an application to converse with a 
tool and convey the data to a cloud administration. These 
devices are also not having the limited capacity to interface 
easily to a cloud administration employing an advanced mobile 
phone application programming to fill in as a middle-person 
gateway. This representation is frequently utilized to 
coordinate novel elegant procedure into an inheritance 
framework with plans that are not nearby interoperable with 
them. A disadvantage of this method is so as to the vital 
upgrading of the application-layer gateway programming and 
framework adds complexity and cost to the general structure.  
The scheme overview of IoT- based sensor communication 
models for flood monitoring is shown in figure 5. 
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Fig.  5: IoT based sensor communication models for flood 
monitoring 

 

4 ISSUES OF IOT OVER FLOOD MONITORING 

ENVIRONMENT 
While security thoughts are not new with respect to information 
development, the credits of various IoT executions present 
new and uncommon security challenges. Figure 6 illustrates 
the Issues of IoT over flood monitoring environment in the real 
world.  

- IoT in security cum privacy: Security and privacy are 
the paramount things to be considered in IoT- based 
flood surveillance communication effectively. Clients 
must have a belief that IoT devices and associated 
information organizations are secure as their usage 
level is enormous. IoT devices and administrations 
can fill in as impending part centers for digital attack 
and open client information to stealing by exit 
information streams defectively guaranteed. The 
designers and clients of IoT devices and frameworks 
have a total commitment to guarantee they are not 
having bare clients and the real Internet to possible 
damage to be away from lack of security and privacy. 
The maximum capacity of the Internet of Things relies 
upon techniques that imply that security rights for 
client protection assumptions are essential to 
guaranteeing client, associated devices trust and, 
Internet trust.  

 
Fig.  6: Issues of IoT over flood monitoring environment 

 
-  IoT in interoperability: The typical challenge is to 

make effective and reliable communication among 
flood environment devices which are in a 
heterogeneous environment. Since the devices might 
have different properties in terms of functional 
operation and characteristics. In addition to that, the 
devices may belong to electrical or mechanical 
dependent that the nature of working those devices 
are completely different but needs to share 
information to get controlled. In such cases, the 
devices are all to be connected without wires but the 
commonality needs to be the same under the IoT 
environment 

- IoT in Development: The extensive amount of IoT- 
based flood monitoring complexity is including basic 
training, market and speculation drive, focused facility 
fundamentals, and policy possessions. The 
development of IoT is the procedure of increasing 
IoT applications and products that are to be controlled 
distantly. They are useful to supervise the associated 
product's state or surroundings via sensors and 
external data sources to look after the specific 
requirements of a business. 
 

5 DISCUSSION AND SUMMARY 
The flood communication models can be used to authorize IoT 
devices to communicate among nodes. Besides some specific 
deliberations, these models are usually impacted by the open 
restrictive nature of the IoT devices being arranged. 
Furthermore, on account of the device-to gateway model, its 
essential element is its capacity to beat exclusive device 
limitations in interfacing IoT devices which imply that device 
interoperability is the major observation in the preparation and 
advancement of IoT frameworks. From the overall client’s 
viewpoint, these communication models assist in representing 
the capacity of given devices to boost up the value of the end 
clients. By empowering the client to accomplish better 
admittance to an IoT device and its information, the general 
estimation of the device is intensified. As such, powerful 
communication designs are a significant driver of major worth 
to the end client by opening prospects of utilizing data freshly. 
From the security and privacy observations, it is understood 
that the amalgamation of characteristics of IoT devices under 
a flood environment must be put a high level of authentication 
and authorization while sharing information using the cloud as 
the environment is wire -free. 

 
6 CONCLUSION 
This paper analyzed the insight of IoT-based sensors for flood 
monitoring techniques. Furthermore, the various techniques 
related to flood monitoring using IoT in terms of accuracy, 
efficiency and, Quality have been discussed. IoT 
communication models and security, privacy, interoperability 
and, development issues of IoT have been elaborately 
envisaged and analyzed. Security, privacy, interoperability, 
development were taken for elaborate evaluation on one side 
and on the other hand device to device, device and cloud and 
gateway for making better communication models. From the 
studies, it is learned that the use of IoT monitoring systems in 
flood monitoring of proper communication model in-built with 
smartness could save time, money, and safety effectively 
during difficult times. 
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