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Abstract:  Storing and exchange of data in cloud computing has become the necessity of modern working pattern in IT industry. Several applications 
are developed and hosted in cloud platform nowadays. The increased use of the cloud technology also increases the concern for security for cloud 
storage and communication. A cryptographic cloud is proposed for implementation and design to secure the storage of the cloud server. Cryptographic 
cloud provides secure client-server communication for data exchange and a secure technique for sharing and transfer of file between users. In most of 
the cryptographic techniques either the time and space complexity are much higher, or they are much frequently used and utilized from the classical 
security point of view. Thus, in the proposed method, DNA cryptography is used for cloud data security. This method is less computational cost effective 
and efficient. The security is improved by using digital signature for data authentication. A trusted third-party auditor is used to maintain data authenticity 
and invigilation of the entire communication. 
 
Keywords :  DNA Cryptography, Trusted third party, Digital signature 

———————————————————— 

 

I. INTRODUCTION 
Cloud computing is an answer to computer and storage 
requirements of current generation. It has become the new 
generation buzz in Information Technology industry. It has 
become an alternative to the traditional client-server model-
based industry. Nowadays, every application is designed in 
such manner by which more and more traffic is collected 
using the applications. Now in these days, various 
applications are being developed using the cloud platform. 
With increased use, security in cloud computing and 
storage has become an essential concern. Most cloud 
service provides use various security techniques to secure 
information during the data exchange in order to provide 
security. Among them are the widely accepted technique of 
cryptography. Its simplicity and low-price implementation 
are the main reason why the cryptographic technology is 
used for data security. In this paper, a new cryptographic 
technique is used for cloud data security that is DNA 
cryptography. The technique is based on substitution, which 
transforms the entire plain text in an AGTC encoding. This 
algorithm promises to improve security by reducing 
consumption of resources. The DNA cryptographic 
algorithm is therefore implemented in the cloud service in 
order to improve communication security. 
 

II. LITERATURE SURVEY 
Shruti Goyal and Sourabh Jain (2016) proposed a method 
to provide security of data in cloud storage and secure 
communication of data using DNA cryptographic technique. 
The DNA based cryptographic technique is implemented 
using the substitution and other basic operator to make it 
less computational, cost effective and efficient. [8] A. 
Murugan (2017) proposed an encoding scheme to increase 
security and confidentiality of data in cloud using DNA 
sequences with Morse code and zigzag pattern. Morse 
code and Zigzag pattern is used to make the attacker 
difficult to steal the original data. [18]  
 
 
 
 
 
 
 

 
N. Hitaswi (2017) suggested amalgamation of genetic 
algorithm and attribute-based encryption to increase the 
security of data in cloud storage. The properties of attribute-
based encryption are used in the proposed model for the 
key generation. [1] Harish Kumar N (2017) provided a novel 
approach for providing data security in IoT cloud using keys 
generated by Huffman coding and DNA cryptography. In 
the proposed method, Huffman coding algorithm is used for 
key generation and DNA cryptography is used for data 
security as a two-level security for the data. [4] S Selvi 
(2018) recommended proposed a method to mix the hyper 
Elliptical curve points with DNA cryptographic calculations 
to enhance the hardness of security methodology used by 
DNA based cryptography. It guarantees secure information 
stockpiling on Multi-Clouds. [25] Sheryl Mathew (2017) 
developed an advanced security system using integrated 
digital signature and DNA cryptography. The digital 
signature is formed using multi-feature biometric traits 
which includes both fingerprints as well as iris image. The 
security is further increased using DNA cryptography which 
is embedded on a smart card. [11] In order to secure 
lightweight wearable medical instruments, Mohammed 
Aledhari (2017) designed and implemented a hybrid real-
time cryptography algorithm.  The system is based on an 
innovative new technology between genomic encryptions 
and the method of deterministic chaos to provide a fast and 
secure cryptography algorithm for the monitoring of health 
in real-time that can address threats to patient 
confidentiality. [2] Sharon A. Zachariah (2017) suggested a 
way for a person to sign a document at a place via the 
Internet of Things (IoT) and have this reflected in real time 
in a similar document elsewhere. The digital pen also 
records the fingerprint of the user for subsequent 
verification while the paper is signed. The information 
collected is converted to binary bits and encrypted with 
DNA encryption. The signature is therefore transferred 
securely from one paper to another. [28] A novel symmetric 
algorithm was presented by Bonny B. Raj (2016) in the area 
of DNA cryptography. This method generates initial cipher 
using a secured symmetric key generation process. Using 
random key generated DNA sequences, the initial cipher is 
then converted into final cipher, to increase the security. 
[31] Sreeja C.S. (2017) proposed a method to generate a 
bio-hash of signature DNA for positive identification of the 
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user. Authentication, Integrity and Non-repudiation is 
achieved in the proposed technique with zero knowledge 
scenario to the verifier. [15] Fasila K.A. (2017) generated an 
encryption algorithm based on DNA cryptography by using 
cellular automata-based computing. Based on the principles 
of DNA cryptography and cellular automata, cipher colours 
are generated by encrypting the encoded message in 
binary format with the help of a simple algorithm [16] To 
provide security to the data, Shipra Jain (2014) proposes a 
method to represent data in form of DNA sequence. Two-
level security is provided in the proposed method using 
spiral transposition and DNA sequence dictionary table. [6] 
Based on the Pseudo DNA Cryptography and Central 
dogma of molecular biology, Sreeja C.S (2014) presented a 
DNA symmetric algorithm. Splicing and padding techniques 
are used in the algorithm with complementary rules to 
increase the security of the algorithm. [21] Vishal Bhatnagar 
(2014) presented a new method to use DNA sequence as a 
key and complementary rule pairs to provide security of the 
data. This method can encrypt any data whether it is image, 
audio, video or text file. In this proposed system, the actual 
data is never transmitted that improves the level of data 
security. [17] Deepak Singh Chouhan (2014) proposed an 
architectural framework for encryption & Generation of 
digital signature using DNA Cryptography. The size of the 
plaintext and the key; along with the encryption and 
decryption time are examined to analyse the performance. 
To test the robustness of the proposed method, the 
plaintext is tested with different contents.[12] Smita Patil 
(2017) proposed a scheme to use Third-Party Auditor (TPA) 
to provide public auditing. Two TPAs gives efficiency more 
than the single TPA as single TPA may degrade the system 
performance when it goes offline sometimes. The scheme 
supports for dynamic auditing of data as well a dynamic 
operation on data. [13] Syed Rizvi (201) developed an 
encryption scheme that combines both symmetric and 
asymmetric cryptographic algorithms to secure user data 
from both insider and outsider threats. It provides strong 
data confidentiality that conserves secret key encryption 
functionalities. [9] A Trust Enhanced Third Party Auditor 
(TETPA) is implemented by Songzhu Mei (2014) that is a 
trusted auditor for securing cloud data storage. The Cloud 
Service Providers'(CSP) responsibility is ensured by TETPA 
and the Cloud users' benefits is protected. Users are 
protected from data losses with the help of TETPA [35] M. 
Thamizhselvan (2015) introduced a novel model that 
diminishes the dread of loss of data confidentiality in the 
side of Cloud Service Provider (CSP). This model has third 
party security vendor that takes care of encryption and 
decryption of the data based on the preference of the cloud 
user. So, data can reside safely on the side of Cloud 
Service Provider (CSP). [7] A public auditing mechanism is 
presented by Dnyanada Dongare (2017) for ensuring data 
integrity with effective user revocation within the cloud. The 
cloud will re-sign a block on behalf of existing user with the 
help of proxy re-signature. So, the existing user does not 
need to download and re-sign blocks by themselves. This 
audits the data integrity without accessing entire data from 
the cloud.[30] 
 
 

 

III. BACKGROUND STUDY 
Cloud computing offers many cloud services for individual 
users and many small and large companies. Cloud services 
are used by users in many forms, such as software, 
platform and infrastructure. The vital issue of cloud 
computing is data security in cloud storage. We are using 
digital signature and DNA Cryptography along with Trusted 
Third-Party auditing for securing the data in cloud. A. Digital 
SignatureA digital signature is used to verify the authenticity 
of messages or files. A valid digital signature gives the 
receiver reason to believe that the message was generated 
by a known sender (authentication), that the sender cannot 
deny having sent the message (non-repudiation), and that 
the message was not modified during data transfer 
(integrity).  
 
Digital Signature generation consist of 3 phases: 
1. Key Generation  
2. Signature Generation 
3. Signature Verification  
 
The sender uses a signing algorithm to sign the message. 
The message and the signature are sent to the receiver. 
The receiver receives the message and the signature and 
applies the verifying algorithm to the combination. If the 
result is true, the message is accepted; otherwise, it is 
rejected. 
 
1. Key Generation 
a) A prime p between 512 and 1024 bits in length is 

chosen. The number of bits in p must be a multiple of 
64. 

b) A prime q of 160 bit is chosen such that it divides (p-1). 
c) A primitive element in Zp is chosen and e1 = e0

(p-1)/q 
mod 

p is calculated. 
d) d is chosen as private key and e2 = e1

d 
is calculated. 

Public key – (e1, e2, p, q)  
Private key – d 
 
2. Signing 
1. A random number r is chosen such that (1 <= r <=q). 
New r needs to be chosen each time to sign a new 
message. 
2. The first signature S1 = (e1

r
 mod p) mod q. The value of 

first signature does not depend on M. 
3. The second signature S2 = (M +dS1) r

-1
 mod q. 

 
3. Verifying 
1. 0 < S1 < q is checked. 
2. 0 < S2 < q is checked. 
3. V = [(e1

h(M)S2-1
 e2

S1S2-1
) mod p]mod q 

4. If S1 is congruent to V, message is accepted otherwise 
rejected. 

 
B. DNA CRYPTOGRAPHY 
DNA cryptography is one of the fastest growing technology 
that works on DNA computation concepts. For storing and 
transmitting data, DNA can be used. The long polymers of 
DNA beaches are millions of nucleotides associated with it. 
The nucleotides are composed of four base nitrogen, 5-
carbon sugar and a group of phosphates.  These polymers 
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are named after their base of nitrogen, Adenine (A), 
Cytosine (C), Guanine (G) and Thymine (T).  
 
The advantages of DNA computing are as follows:  
Speed – Conventional computers are capable of handling 
around 100 MIPS (millions per second of instructions). 
Combining DNA strands can make computations equal to 
or better than 10 ^ 9, perhaps more than 100 times faster 
than the fastest computer. Minimal Storage Requirements – 
DNA stores memory at a density of about 1 bit per cubic 
nanometre where traditional storage media needs 10 ^ 12 
cubic nanometres to store 1 bit. Minimal Power 
Requirements – DNA computing does not require power 
during the computation. The chemical bonds that form the 
components of DNA occur without any external source of 
power. The power requirements of traditional computers 
need not be compared 
 
 

.  
 

Fig.1: Encryption Process 

 
C. TRUSTED THIRD PARTY  
Trusted Third Party services are employed in the cloud to 
develop the required trust level and to ensure that data and 
communications are secure, integral and authentic. When 
two parties want to communicate with each other in 
cryptography, and if security is their main concern, they can 
both can rely on this third party and trust it. A TTP's scope 
within an information system is to provide scalable, 
standard-based, end-to-end security services that are 
useful across different domains, geographic areas, and 
sectors of specialization. Specific acceptance, techniques 
and mechanisms shall lead to the establishment and 
assurance of a trust relationship between two transacting 
parties. Based on the ease of creating scam digital content, 
the third party reviews all key transaction communications 
amongst parties.  By introducing trusted third parties, the 
loss of the conventional security limit can be specifically 
addressed by generating trusted security domains. It is 
required for a good organization that the cloud employs a 

third party that investigates and audits the outsource data to 
ensure data security save the user’s computation and data 
storage. Public auditing services for cloud data storage are 
very important, so that an independent third party is trusted 
by the user. On behalf of the users The Trusted Third Party 
(TTP) checks for the integrity of cloud data and provides the 
user with a reasonable way to check the validity of cloud 
data. Overall, public auditing services are vital to the 
development of the cloud economy, where users are 
required to evaluate the risks and to gain trust in the cloud. 
In addition to the user, public audits provide the third party 
with the aim of ensuring that the stored data is correct 
against external attacks. 

 
 

IV. PROPOSED ARCHITECTURE 
 
A. SYSTEM ARCHITECTURE 
Three entities are created in the system –  

 Cloud User 

 Cloud Service Provider/Admin 

 TTPA 

 
Fig.2: System Architecture 

 
User: User is an entity, which depends on the cloud for data 
storage for storing data files in the cloud. Trusted Third 
Party Auditor (TTPA): TTPA is a secure and reliable entity 
who is trusted to assess the cloud storage. Cloud Service 
Provider (CSP): CSP is an entity that is responsible for data 
storage. The user stores the data on cloud storage after 
encrypting the data. Cloud users upload the data or files on 
server and view their uploaded files. The cloud server 
stores the uploaded files in secure manner. The user sends 
request to TTPA to audit their files. TTPA verifies users file.   
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B. SYSTEM FLOW CHART: 

 
                        

Fig.3: System Flowchart 
 
User registers and logs in to the system by username and 
password that is verified by the server. User uploads the 
file. The user chooses a private key to sign the file. The file 
is signed by using digital signature and then encrypted with 
the help of the DNA cryptography. It is then stored in the 
cloud server. Then requests are sent by the user to the 
TTPA for auditing their files. TTPA sends OTP to user. 
TTPA then verifies the OTP. The message and the 
signature are decrypted. The signature is verified. After 
verification file is successfully downloaded. 
 
C. ALGORITHM 
Upload 
INPUT: File 
OUTPUT: Encrypted File with signature 
1. Signature generation 
2. DNA Encryption (File) 
3. DNA Encryption (Signature)  
4. Stored in cloud 
 
Download 
INPUT: Encrypted File with signature  
OUTPUT: File 
1. TTPA auditing 
1. DNA Decryption (File) 
2. DNA Decryption (Signature)  
3. Signature verification 
4. Download File 

 
V. IMPLEMENTATION 
 
A. Cloud environment 
Google Cloud Storage is used to store the user files. It is a 
cloud storage platform designed to store large, unstructured 
data sets. The app is deployed in Google App Engine. It is 

a platform-as - a-service (PaaS) offering that provides 
access to Google's scalable hosting for software 
developers. A software developer kit (SDK) can also be 
used by developers to develop software products running 
on App Engine.   
 
B. Trusted third party Auditor 
A webpage is created where TTPA gets request from the 
user for auditing their files. TTPA is used as an OTP 
generator and verifier. 

 

VI. SCREENSHOTS 

 
Fig.4: Signup Page 

 

 
Fig.5: Login Page 
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Fig.6: Upload Page 

 
Fig.7: Download Page 

 

 

VII. CONCLUSION 
In this paper, Trusted Third Party Auditor (TTPA) is used to 
provide security in the cloud. TTPA increases the security 
that is gained by using DNA cryptography and Digital 
Signature. Cloud user and cloud service provider gain 
confidence that their data is safe with the help of TTPA. 
Data Confidentiality is ensured by DNA Cryptography, Data 
Integrity by Digital Signature and TTPA ensures data 
authenticity.  
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