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SPAM Users On Social Networks 

 
Gaurav Kumar, Dr. Vinay Rishiwal 

 
Abstract: The use of social networking is very much prevalent now a days as a part of an individual for interaction with friends and family. The reason of 
such development is the limited time and greater geographical distances between the net users. Further it provide the easy mean for interacting. But at 
the same time the social interaction platforms are very much at the target of spammers and content polluters. In this regards it is very high time for 
researchers to explore and provide the necessary framework for monitoring and identifying such individuals and bots which are based on machine 
learning approach. A manual way of identifications using human intervention is definitely a very time consuming and rigorous process. In this paper a 
provisioning of machine learning based approach based on artificial neural networks usage in determined for identifications of such bots or individuals.  
Various types of neural networks and tier relative outcomes are compared and evaluated for spam identification in this paper.  
 
Index Terms: SPAM, Machine Learning, ANN, Social Networks, BOTS, .   
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1. INTRODUCTION 
The use of social media is one of most common way for 
millions of user to share the information and get the updates 
associated with their friends and known persons. C. P.-Y. Chin, 
N. Evans, and K.-K. R. Choo have explored the various factors 
influencing the social network firms that reflected online social 
networks (OSNs), the most popular one are Twitter, Facebook, 
considered as enterprise systems [1], with popularity growth 
and number of users grown exponentially. Due to lack to 
personal interaction with reason being different geographical 
locations and timings individuals spends social interaction time 
in OSNs for information sharing on birthday and other social 
political issues through text, images, emozies and videos.  H. 
Tsukayama  given the over view of twitter fro the beginning. 
Twitter, started in 2006, can be considered as one of the most 
popular micro blogging site which has vast base in terms of 
users and most of the time users share their views on the 
political and global issues as favor or against. An estimated 
figure of 200 million Twitter users provide 400 million new 
tweets every day [2]. The spam associated with is referred as 
unsolicited or non-required tweets those may contain 
malicious links that directs legitimate users  to vulnerable sites 
containing phishing, drugs, sex rackets, honeypots, etc. given 
by F. Benevenuto, G. Magno et. al [3], the result is overall 
reputation of platform got tarnished and at the same time 
effects legitimate users. On 11 June, 2019 Mr. Amitabh 
Bacchant tweeter's account got hacked by Turkish hackers as 
they put face of Pakistan prime minister. Many of its followers 
received direct spam messages which contained malicious 
links. The similar example is referred with respected to 
electoral commission of Australia twitter account hacked cited 
by author [4]. Therefore it is the need of the hour to find out 
various approaches with ability to sort out useful information is 
critical for both academia and industry to discover hidden 
insights and predict trends on Twitter. Because spam are a 
sort of pollution on tweeter [5]. Identification of such tweeter 
accounts is very much needed and suspension mechanism 
should be automatically incorporated in such scenario.  If a 

friend request so very frequently raised by an account and 
duplicate contents are transferred then such type of content 
may be spam. And may be suspended by tweeter [6]. Another 
option is official@spamaccount can be reported by twitter 
users for spammer. To automatically detect spam, machine 
learning algorithms have been applied by researchers to make 
spam detection as a classification problem [3], [7],[23]. Most of 
these works classify a user is spammer or not by relying on 
the features which need historical information of the user or 
the exiting social graph. For example, the feature, ―the fraction 
of tweets of the user containing URL‖ used in [3], must be 
retrieved from the users’ tweets list; features such as, 
―average neighbors’ tweets‖ in [13] and ―distance‖ in [17] 
cannot be extracted without the built social graph. According to 
A. Bifet and E. Frank However, Twitter data are in the form of 
stream, and tweets arrive at very high speed [24]. Despite that 
these methods are effective in detecting Twitter spam, they are 
not applicable in detecting streaming spam tweets as each 
streaming tweet does not contain the historical information or 
social graph that are needed in detection. 
 
The contents provided on the OSN sites by legitimate users is 
very much there as daily routine but at the same time the 
misuse of these sites by the spam senders and chat bots is 
very much trending as a vulnerable side by spammers or 
malicious users too. The spammers tries to send the content 
as legitimate users and may consider their spoofed presence 
with very much relevant content. The paper gives an overview 
of various basic algorithms of machine learning to classify the 
contents on tweeter or Facebook as spam or non span. One of 
the key highlights of these frameworks is their dependence on 
clients as essential donors of substance and as annotators 
and raters of other’s substance. This dependence on clients 
can lead to numerous positive impacts, counting large-scale 
development within the size and substance within the 
community, bottom-up revelation of ―citizen-experts‖, fortunate 
disclosure of modern assets past the scope of the framework 
originators, and modern social-based data look and recovery 
calculations. Spammers. In specific, social spammers are 
progressively focusing on these frameworks as portion of 
phishing assaults [14], to spread malware [5] and commercial 
spam messages [7], [26], and to advance affiliate websites 
[17]. Within the past year alone, more than 80% of social 
organizing clients have ―received undesirable companion 
demands, messages, or postings on the online posts. 
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2 PROBLEM STATEMENT AND FRAMEWORK 
 

2.1 Problem Statement 
Fig1. Provide an overview and steps pictorial representation 
where we have already available data set which is required to 
be On the social interaction platform such as tweeter or 
facebook there we can consider the set of m users N={n1,n2, 
n3, n4,…..nk}Each user tries to send some message that 
comprise some words. Those words can be considered as bag 
of words for identification of spam and non spam users as per 
the labeled data available on the plat form available by the 
legitimate users. Let the profile of user nk is vkThe objective of 
the problem is to classify the user nk is spammer or malicious 
or not. Mathematically the set can be defined as  
S:nk {malicious user(spammer), legitimate user(non 
spammer} (1) 
To identify the user as spammer first step is to identify the 
features of the tweeted text which contains certain words 
which can  help in the identification of spam content. These 
contents can be further segregated in the words those can be 
termed as features for the data segregation.  Thereby to build 
the given set the features can be given for identification of 
malicious user and non-malicious users as W={w1,w2,w3,…… 
wm} from S for profile vk. The given accounts if identified as 
malicious on the basis of contents, and those can be blocked 
to stop their malefic intentions. A classifier can give the real 
time analysis of live streaming of messages and give a relative 
outcome on the basis of method chosen for classification.  
 
2.2 Approach for Solving the Problem 
The problem can be solved by considering the textual 
information of the tweet as main source for the feature 
extraction. The features can be part of the tweet text which 
can be disintegrate in the different words associated. On the 
basis of pre-labeled approach we can have groups of data 
which is labeled either SPAM or malicious and other type can 
be considered as legitimate text message from the legitimate 
user or non-spam user. The given labeled data can be used 
for the machine learning part where some data can be used 
for training and part of the data can be used for testing the 
particular algorithm of machine learning. 

 

As per the classification algorithms available following are the 
major algorithms available for binary classification which were 
considered in this paper. 

 
a. Multinomial Naïve Bayes considers a vector of features 

and classify the given data on the bases of linear 
approach when expressed with the log space. The 
problem starts with the events set (e1, e2, e3, e4…en) 
with existence probabilities associated with them (p1, 
p2, p3….pn). The likelihood prediction of class ck for 
the given by the following expression 

 

  (2) 

   
b. The multinomial Naïve bays classification can be 

applied on bag of words and works quite efficiently in 
binary classification where text based bag of words and 
vectors containing tf-idf can take entire tweet text with 
the applied label   

 
c. Bernoulli Naïve Bayes Classifier. It is good in case if 

large dataset is there for the purpose of classification 
 

                (3) 
 

d. Support Vector Machine is a discriminative classifier 
based upon the concept of hyper plane that use to 
separate the two classes. The equation of hyperplane 
in as given 
               Wx+b=0 (4) 

 
3 EXPERIMENT AND OUTCOMES 
On the basis of algorithms discussed in the last section. A data 
set of Tweets containing the text messages and their 
categorization labeling was taken with total 6000 tweets text 
which are already labelled as spam or malicious and ham or 
non-malicious. The following steps carried out for the 
experimenting with given data set with python 3.7 
environment. 

 
3.1The Dataset segregation into Spam(Malicious) and Non 
Spam  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 1. Framework and steps for the classification algorithm training and identification of spam users through the pre-trained dataset and 
algorithm. 
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The given Dataset is taken into individual words and the 
converted all the words into lowercase. A removal process of 
stop words is considered further which does not effect the 
overall evaluation process of the message which is tokenized 
in words. Non English words left with no any specific 
emphasis. The data is further vectorized to count occurrence 
with TF-IDF. 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The occurrence weight of the words then can be 
diagrammatically represented as word clouds for malicious 
and non-malicious words. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The spam or malicious word cloud for the same data is 
represented as in fig3. The data which is already labelled and 
split in to two sets with 80% for training and 20% for testing 

 
3.2 Implementation of data mining algorithms discussed  
Various algorithm trained for the purpose of analysis of data. 
The training and testing outcome for various algorithms after 
evaluation on the data for the which was segregated in two 
parts is given in the Fig. 4 

 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3.3 Performance Evaluation Metrics 
The main performance evaluation metrics used by most of the 
researchers to evaluate the working of the classification 
algorithm considers the following. 

a) Positives and Negatives: True Positive (TP) is a type 
of estimation where the spam which is considered to 
belonged to spam class also evaluated as spam by 
the classification algorithm. True Negative (TN) is a 
type of estimation that checks whether the non spam 
tweet which was to be estimated by classifier is 
evaluated as non-spam. The same thing is applicable 
to the non spam labelled tweets which are further 
categorized as spam (FP) by the algorithm and FN 
alternatively for spam which are classified as non 
spam. Table 1 represents the positive and negative 
performance Evaluation Matrix 

 
Table 1 

Performance Evaluation Metrics 

A
c
tu

a
l 

L
a
b
e
lle

d
 

Prediction by Algorithm 
Spam or 
Malicious 

Non Spam 
or Non 
Malicious 

True Spam or                        
Malicious  

        TP FN 

False      Non spam          FP TN 

 
The results of the given data after processing for the above 
specified table 1 are as given. 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig. 2. Represent the non spam text word cloud after processing 
the data. 

 

 

 

Fig. 3. Represent the spam or malicious text word cloud after 
processing the data. 

 

 

 

Fig. 4.  Shows comparative outcome for accuracy of the various 
classification methods (Multinomial Naïve Bayes, Bernoulli 

Naïve Bayes, Support Vector Machine (SVM) and 
Complementary Naive Bayes) 
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Fig. 6. Bernoulli Naïve Bayes confusion matrix with 20 % 
data test  

 

 

 

Fig. 7. Complement Naïve Bayes confusion matrix with 20 % 
data test 

 

 

Fig. 8. Support Vector Machine confusion matrix with 20 % data 
test 

 

 

Fig 5 is for the Multinomial Naïve Bayes confusion Matrix  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 6  shows the confusion matrix of Bernoulli Naïve Bayes 
comparison outcome 

 
Fig 7  shows the confusion matrix of Complement Naïve 
Bayes comparison outcome 

Fig 8  shows the confusion matrix of Support Vector Machine 
comparison outcome 

 
 
 

b) TPR Rate : The true positive rate is defined as ration 
of TP to total numbers of predicted as spam(TP+FN) 

 
   
  

 
 
 

c) FPR Rate:  It is ratio of non-malicious or non-spam 
tweets wrongly classified put in the category of  spam 
class S to the sum of all spam tweets. 
 

 
 

d) Precision and Recall 
The Precision in the factor which required to calculate 

the which calculates the ratio of TP to sum of spam 
tweets(TP+FP) 

 
 
 
Recall is given as ratio to the true positive spam 

classification to the  total number of users in the given 
class or category 

 
 

 
 

 
e) F-Measure: A relation between recall and precision 

and mostly used for the pre-class evaluation 
 
 

 
 

 
The experimental outcome for the above specified parameters 
are given with 5572 tweets with labeled spam and non-spam 
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Fig. 5.  Multinomial Naïve Bayes confusion matrix with 20 % 
data test 
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Fig. 9. ROC-AUC curve for the various classifiers discussed in the 
paper are drawn here. 

 

 

classes are already available for the experiment in the given 
data set the initial data processing provide the following 
features calculation, length count, mean, standard deviation 
with the percentage variations as shown in Table 2. The 
bifurcation of all tweets is considered with two sets. One for 
the training with 80% input of existing labeled data set and 
20% with training and comparison with the real outcome and 
as per the classifier expected outcome 

 
Table 2 

 
DATASET GROUPED BY LABEL 

 
Length 
Count 

mean std min 25% 50% 75% Max 

N
S 

4825 70.71 57.7 2 33.0 52.0 91 910 

S 747 138.32 29.0 13 132 149 157 223 

 
The accuracy score of the given data which was already given 
in the Fig. 4. is given in table 5 . 

 
Table 3 

DATASET GROUPED BY LABEL 
 

Classifier  
Accuracy 
Level 

Multinomial Naive Bayes score:  
 

99% 

Bernoulli Naive Bayes score:  
 

98% 

Support vector machine score: 
 

98% 

Complement Naive Bayes machine score:  95% 

 
The most effective and best classification of spam account 
detection is considered with Multiple Naïve Bayes and 
Bernoulli Naïve Bayes classifier and then other outcomes lying 
in the list thereafter. 

 
Table 4 

True Positive and False Positive Outcome of classifiers 
 TN FP TP FN 

Multinomial Naive 
Bayes  

962 5 140 8 

Bernoulli Naive  963 4 130 18 
Complement Naive 
Bayes  

915 52 143 5 

Support vector 
Machine 

967 0 121 27 

 
The other measures TPR, FPR, Precision and Recall on the 
basis of above specified measures are given in table 5. 

 
Table 5 

TPR, FPR and Precision and Recall Values 
 TPR FPR Precision  Recall 

Multinomial 
Naive Bayes  

0.946 0.385 0.995 0.946 

Bernoulli 
Naive  

0.878 0.182 0.996 0.878 

Complement 
Naive Bayes  

0.966 0.912 0.946 0.966 

Support 
vector 
Machine 

0.818 0.000 1.000 0.818 

As per the data given the most optimistic result for the 
calculation of the multinomial naïve bays which predict the 
spam users very correctly but at the same time if SVM result is 
calculated for the false positive metrics is quite encouraging. 
The ROC curve for the above specified algorithms are 
calculated and the following outcome is appearing in the given 
graph. AUC - ROC bend is an exhibition estimation for 
grouping issue at different edges settings. ROC is a likelihood 
bend and AUC speaks to degree or proportion of 
distinguishableness. It tells how much model is fit for 
recognizing classes. Higher the AUC, better the model is at 
foreseeing 0s as 0s and 1s as 1s. By similarity, Higher the 
AUC, better the model is at recognizing spam and non spam 
with more appropriate outcome. An incredible model has AUC 
close to the 1 which implies it has great proportion of 
detachability. A poor model has AUC close to the 0 which 
implies it has most exceedingly awful proportion of 
distinctness. Truth be told it implies it is responding the 
outcome. It is anticipating 0s as 1s and 1s as 0s. Also, when 
AUC is 0.5, it implies model has no class partition limit at all. 
The following figure shows the ROC-AUC outcome of the 
various classification models discussed in the paper for the 
purpose of comparison but at the same time it can be seen 
most of the discussed algorithms have better value of ROC for 
the small data set as per the binary classification  as given in 
Fig.  9.  where as other metrics shows variation in the 
accuracy.   

 
 

4 CONCLUSION 
In this paper, we give an essential assessment of ML 
calculations on the location of spilling spam tweets. So as to 
play out this assessment, we first gathered the data for the 
pre-labeled tweets and that was applied snow bowling 
framework which further calculated the tf-idf feature associated 
with labelled tweets and provided the frequencies of 
occurrence of specific terms in the tweet text and . Besides, 
we utilized cdf figures to delineate the attributes of removed 
highlights. We utilized these highlights to AI based spam 
classification later in our examinations. To examine the 
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capacity of spam identification of various classifiers, we 
inspected four diverse datasets to mimic different situations. In 
our assessment, we found that classifiers' capacity to 
distinguish Twitter spam diminished when in a close to 
genuine situation since the imbalanced information brings 
predisposition. We likewise identified that Feature 
discretization was a significant pre-procedure to ML-based 
spam identification. Second, expanding preparing information 
just can't bring more benefits to recognize Twitter spam after a 
specific number of preparing tests. We should attempt to bring 
progressively discriminative highlights or better model to 
additionally improve spam identification rate. Third, classifiers 
can identify more spam tweets when the tweets were 
examined ceaselessly instead of haphazardly chose tweets. 
From the third point, we completely investigated the motivation 
behind why classifiers' exhibitions diminished when preparing 
and testing information were in various days from three point 
of perspectives. We reason that the presentation diminishes 
because of the way that the appropriation of highlights 
changes of later days' dataset, though the dispersion of 
preparing dataset remains the equivalent. This issue will 
existing spilling spam tweets identification, as the new tweets 
are coming in the types of streams, however the preparation 
dataset isn't refreshed. We will take a shot at this issue later 
on.  
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