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The Book Cipher Optimised Method To Implement
Encryption And Decryption
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Abstract: We plan to re innovate the age old method of Encryption namely The Book Cipher, which can be done by removing the constraints that made
it obsolete in the first place. This can be done by providing a computerized touch to the Book Cipher, reducing the size of the formed Cipher Text after
encoding, and creating an Encrypted Key for this Cipher. This system also provides an Infinite Key Space for the formed encryption. To introduce
another level of security to this Cipher text, we plan to further Hash the encrypted key, and introduce an Auto-Destruct functionality to the Cipher Text.
Index Terms: Book Cipher, Encrypted Key, Infinite Key Space, Hashing, Auto- Destruct.
————————————————————

I) INTRODUCTION
"Encryption is basically an indication of users' distrust of
the security of the system, the owner or operator of the
system, or law enforcement authorities." Encryption
transforms original information, called plaintext or clear text,
into transformed information, called cipher text, code text or
simply cipher, which usually has the appearance of random,
unintelligible data. The transformed information, in its
encrypted form, is called the cryptogram. Cryptography is a
sophisticated, creative and mathematically challenging field
of study. The basis of Cryptography involves receiving
some data that is readily readable and to encrypt this data
into a new format, that is gibberish to all but those for whom
it is intended. This data can be mostly decoded only by
those who contain relevant information needed for the
decryption. The initially received data is referred to as the
Plain Text and the data after the encryption is known as the
Cipher Text. The major basis of different Cryptography
Techniques is divided into two generic types: symmetrickey and public-key. Both of these types have their own
advantages, and are used by the cryptographic community
to exploit the strengths of each. However each of these
techniques have a constraint, that being that the encrypted
key can be breached easily by using an exhaustive key
search. Recent research shows that the keys can be easily
breached within the span of 24 hours. The means to
overcome this constraint would be to increase the
uncertainty factor of the generated key, such that it rivals
that of the plaintext. Although traditional one time pad
method provides infinite key space’ to increase the
uncertainty factor this method has drawback that length of
key should be as long as the plaintext. This problem has
also been overcome by using this novel method of cipher
generation. Our team plans to introduce a modernistic
approach to the Book Cipher encryption method in this
paper.
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This new method also overcomes the above mentioned
drawback of the onetime pad method, because although
the key space is infinite, the key used in this project will be
small compared to the data that it protects. The
organization of information within this paper is as follows: In
the second section, we talk about the history of the Book
Cipher, its current constraints and our plan to overcome
them. The third section contains the basic work through of
the entire project, and how each problem is overcome. This
is followed by the Algorithms of Encryption and Decryption
and the flowchart of the same. Then comes our Case
Studies in the next section followed by the in detail
description of Hashing and the AutoDestruct functions we
shall be implementing in this project.

II) INFRASTRUCTURE
The Book Cipher encryption is done by using a particular
key to encrypt and then later decrypt a particular piece of
information. This particular key can be a book, or any other
piece of text. The basis being that the words present in the
information to be encoded is replaced by the location of the
similar words present in the key. It is essential however,
that the exact same key be present with both the sender
and the receiver. It was used by George Scovell for the
Duke of Wellington's army in some campaigns of the
Peninsular War (A.D. 1807-1814). Even in Cold War, we
can saw it served as a secure communication method. For
instance, in 1970s, Taiwan broadcast book cipher codes via
radio to instruct some of their espionages in mainland
China. The strength of the Book Cipher lies in it being
homophonic in nature, which allows a single word to be
replaced by the locations of an infinite number of the same
word used in another book, project or paper. However this
comes at the expense of a large cipher text expansion. The
main reasons for the decline of usage of the book cipher
encryption was due to the following main reasons:
(1) The reference books had to be digitalized,
uploaded and stored in a database on the
computer, which seemed redundant at the time.
(2) If the hacker knew the language of the reference
book, then it became easier to find the book in
question.
(3) The Cipher Text becomes huge and generally has
a larger size than the actual clear text.
(4) The entire text has to be converted to Upper Case
before it could be encoded.
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The above drawbacks and a few others are overcome by
the novel modernistic approach of the book cipher method.

III) WORKING
The modernistic approach for book cipher takes into
consideration all the constraints of book cipher and
overcomes them. It introduces a novel idea of implementing
age old encryption technique. The reference keys are
easily available online nowadays, as there is an infinite
supply of ebooks and pdf’s available easily. These
references are used as the basis for the encryption of the
clear text that shall be provided as the input. The words
present in the clear text are replaced by the page no, line
no and word no of their respective counterparts present in
the reference key. This process is further explained
thoroughly in the next section. This encryption gives rise to
the cipher text. The cipher text being extremely large in size
is compressed using the data compression algorithm. After
the encoding, the reference key is hashed using hashing
(SHA) to create the hashing signature. Hashing generates a
unique signature for each and every data, which is
extremely difficult and time consuming to break. This helps
give an extra layer of security to the cipher text. Both the
cipher text and the hashing signature are then transmitted
via the internet using an SMTP protocol. Also included with
the cipher text is an Auto-Destruct functionality to prevent
any external party that gains access to the sent files any
time to decode them. This functionality compares the
hashing key present with the cipher text with the hashing
signature used as an attempt through the brute force attack
of an exhaustive key search. If the keys do not match, then
it automatically self- destructs the entire file, to prevent
these tactics from working. These features not only
overcome all the disadvantages previously associated with
the book cipher, but also make it a reliable point to point
means of information transfer. On a successful transfer,
where the hashing signature matches with the receiver’s,
the decryption starts (further explained in the next section).
After decryption is complete, the clear text can be easily
readable by the receiver.

IV) ENCRYPTION
ALGORITHM

AND

c)

d)

e)

addressed as follows. If the word is not present in
the reference, then that particular word is broken
down into its syllables, and those corresponding
syllables are searched. If this search comes up
empty as well the word will be further broken down
into its corresponding alphabets, and these are
then mapped according to alphabet mapping.
Also, if multiple instances of the word exist in the
clear text and reference, and only one instance of
the word is chosen from the reference, then the
code becomes vulnerable due to redundancy. To
overcome this drawback, a randomization function
is used. This function will search for multiple
instances of the same word present in the
reference, and will then randomly select any one of
these instances to replace the word in the clear
text. This method overcomes the drawback of
redundancy.
Due to the above methods, the cipher text size
becomes quite huge. This results In a slow
transmission and more time for third parties to gain
access to the data. To prevent this scenario, we
use a lossless data compression algorithm. This
algorithm is known as the LZF lossless data
algorithm. This gives a 45% compression rate,
which reduces the size of the encrypted text to an
acceptable amount.
After all these processes, the cipher text is ready to
be transmitted.

2) Decryption
a) After the cipher text and the hashing signature
have been successfully transferred to the
receiver’s side, and the hashing signature
matches, then decryption process begins. In this
process, the steps are done in the reverse order of
encryption.
b) Firstly the LZF decompression algorithm is used to
return the code to its original size.
c) Then that code is decoded, by searching for the
corresponding word present in the reference key
and replacing the locator numbers with the
appropriate word.
d) If syllable or character mapping has been done,
then the corresponding words shall be joined via
character foundation and then decoded to get the
original word.
e) After the cipher text has been decoded back to
clear text, it is then shown to the receiver. This
ends the decryption algorithm of the book cipher.

DECRYPTION

The encryption and decryption of this modernistic approach
retains all the advantages of the original book cipher
algorithm and removes almost all of the other constraints, to
introduce a novel algorithm with a high efficiency.

1) Encryption
a) After the clear text to be encoded and the
reference key (.pdf) have been entered into the
system, the encryption process will START. During
this process, each word present in the clear text
shall individually be searched for its corresponding
counterpart, and when found shall be replaced with
its words page number, line number and word
number. Till here falls under the general book
cipher algorithm.
b) However, this still does not address any of the
following constraints: what if the word doesn’t exist
in the reference, the addressing of spaces, the
repetition of words, and the total size of the code
generated being huge. These constraints are
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V) CASE STUDY
To clarify the project and to show the workings of this novel
book cipher clearly, the following case study has been
shown: The Text below is the clear text to be encoded into
cipher text

12
IJSTR©2013
www.ijstr.org

INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 3, ISSUE 1, JANUARY 2014

And the following text is the reference key. For this case
study, we shall be using a single page reference; however,
the project can accept pdfs with pages up to 999.
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understand. Therefore the first reference of these
letters found is applied here.
Q 1,7,5 [2][1]
Where:
1,7,5  Page no, line no, Word no Respectively
[2]  Character no in word
[1] Identification for word
AE Syllable mapping was not found as well. Thus character
mapping of A is as follows:
A 1,1,2 [1][1]
Where
1,1,2  Page no, line no, Word no Respectively
[1]  Character no in word
[1] Identification for word
ED syllable mapping was found. However EDA mapping
was not. Thus we get:
ED 1,6,12 [2-3][1]
Where:
1,6,12  Page no, line no, Word no Respectively
[2-3]  Syllables location in word
[1] Identification for word

Here on encryption start
 Al doesn’t exist in the reference key. Thus we start
with syllable mapping

Similarly A is again replaced by
A 1,1,2 [1][1]
Where:
1,7,5  Page no, line no, Word no Respectively
[2]  Character no in word
[1] Identification for word

Al 

Al is thus found. Now it will be replaced with the
following numbers
1,4 ,8 [0-1]|[0]
Where:
1: Page no
4: Line no
8: Word no (excluding special characters)
[0-1]: The Syllables mapping of the word.
[0]: indicates that this is the solo syllable mapping.
If there are more than 1 required to form the word,
then syllables with the same number in this bracket
will be combined to from the word. Also it is to be
noted that the first 3 numbers are compulsory, and
the other 2 are dependent on the situation.


Qaeda here doesn’t exist in the reference key.
Syllable mapping on ‘QA’ comes up negative.
This leaves us with character mapping.
Thus Q is replaced by
It is to be noticed that the characters can occur
multiple times in the reference. To overcome this, a
randomization function is used. This function Is
shown clearly for words like the to make it easier to

Here on decryption, the [1] is common and unique to these
syllables and characters. The decryption algorithm
recognizes this and thus is able to reform the word. Most of
the words here exist in the reference. For multiple words
like the, there exist multiple locations in the reference
The 1,1,9
1,1,13
1,2,7
.
.
.
.
1,18,10
The randomization function will choose one at random, so
as to prevent redundancy in the code.
The1,5,7
This covers up the entirety of the message, except for the
spaces , numbers and special characters. Those numbers
and special characters if not found in reference, are then
replaced by unique keys present in the application
database.
Eg.
F-32
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Here F is character mapped.
However ‘-32’ is not present in the reference in any
way.
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The Final Output of the Initial Clear Text to Cipher Text is :

This represents the Final Code of our project.

VI) HASHING
Hashing refers to Within this project hashing is done as
stated before for the reference key, to provide a layer of
security during transfer. The hashing used here will be the
SHA512 method. The SHA-512 method is a novel hash
functions computed with 32- and 64-bit words, respectively.
It uses different shift amounts and additive constants, from
other hashing methods, but their structures are otherwise
virtually identical, differing only in the number of rounds.

VI) AUTODESTRUCT
Auto-destructing of the data is a method to vanish or selfdestruct the message immediately after the user has read it
once and it is no longer useful. We plan to use the autodestruct sequence on the encrypted file that will be sent to
the user. Along with the file the reference key hash of the
encrypted text file will be sent. When the message is
received by the client it will generate an automatic search to
try and match the hash. If the user does not have the
matching reference key file then the encrypted message will
be destroyed automatically from user’s system without being
decrypted.

VII)CONCLUSION
This project idea was constructed by keeping in mind a
secure point to point information transfer application. The
major reason for choosing this encryption method is that it
will provide an infinite key space and is a pure stand-alone
method in its field.

14
IJSTR©2013
www.ijstr.org

