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Abstract: Service Computing is a cross-discipline that covers science and technology of bridging the gap between Business Services and IT Services.
Service Computing technology suite includes Web services and Service Oriented Architecture (SOA), cloud computing, business c onsulting
methodology and utilities, business process modeling, transformation and integration. The aim of Services Computing is to empower IT services and
computing technology to perform business services more efficiently and effectively. The Context sensitive applications r equires contextual information
that must be obtained from various sources such as sensors that are embedded in the environment, devices that are carried by end users, repositories
of historical data tracking use of the application, and information contained in user profiles. The rapid proliferation of mobile devices, wireless
technologies and services, and the demand of user location awareness fueled by next generation mobile distributed computing r esearch have ushered
in the area of Context Aware Computing. Light weight portable computers, IP based appliances, and the popularity of Internet is strong forces to the
service providers to support seamless user mobility. Realizing the change environment with new class of applications that are aware of the location in
which they are run remains a research challenge. Although Research and Development on Context Aware Mobile Computing and Applications have
attained a notable success in the past decade they are still in the infancy stage.
.
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1 INTRODUCTION
Mobile web services are the application of web services
technology to the mobile environment. Mobile web services
are defined as web services that are deployed on mobile
devices and are published over the Internet, wireless network
or within the operators’ network. The goal of mobile web
services is to offer new personalized services to consumers on
their mobile devices such as telephones, wireless-LAN
enabled PDAs and laptop computers.
1.1 Context Aware Web Services
Context aware web services refer to an adaptive process of
delivering contextually matched web services to meet service
requesters’ needs at the moment. Context can be defined in
two perspectives such as one from service requesters and the
other from web services. From the former perspective, context
is defined as the surrounding environment affecting
requesters’ service discovery access such as requesters’
preference, location, activities and accessible network
devices. Context aware systems have many components such
as context sensor, context storage, context reasoner, context
consumer.
1.2 Context Aware Mobile Web Services
Context-aware computing is a mobile computing paradigm in
which applications can discover and take advantage of
contextual information such as user location, time of day,
nearby people and devices, and user activity. In the recent
years many researchers have studied and built several
context-aware applications to demonstrate the usefulness of
this new technology. Two technologies allow users to move
about with computing power and network resources at hand
like portable computers and wireless communications. Every
day computers are becoming smaller and smaller to allow
hand-held impressive computing power, whereas the
bandwidth of wireless links keep increasing.

1.4 Security Limitations in Web Services
While providing several benefits, web services technology has
been facing serious threats like Capture and Replay Attacks,
Buffer Overflows, Denial-of-Service Attacks (DoS), Improper
Error Handling, Eavesdropping, prefix hijacking and

interception in the Internet due to a man-in-the-middle attack
Therefore, security has become the key issue in the field of
web services technology. There are many complexities in web
services which complicate their security. Numerous threats
can compromise the integrity, availability or confidentiality of a
web service, that may expose the back-end systems of web
service. Thus, the most important research thrust in web
service technology is web services security. However, Web
service security needs more attention in major security issues
like authentication, authorization, confidentiality, integrity and
non-repudiation.

2 REVIEW OF LITERATURE
Hayashi et al. [HAY, 2013] have Proposed a probabilistic
framework for Context-Aware Scalable Authentication (CASA).
The probabilistic framework is dynamically selecting an active
authentication scheme that satisfies a specified security
requirement given passive factors. The prototypes could select
active authentication factors based on passive factors which
balancing security and usability of user authentication. The
basic idea of CASA is the passive multi-factor data can be
used to modulate the strength of active authentication needed
to achieve a given level of security. Kayes et al. [KAY, 2015]
have presented a framework for Purpose Oriented SituationAware Access Control (PO-SAAC) software services. This
framework specifies purpose oriented situations and it’s
related to situation-specific access control policies. To achieve
context-aware access control, the framework considers the
states of the entities and the states of the relationships
between entities. Kosala Yapa Bandara et al. [KOS, 2013]
have proposed many consumption aspects and techniques to
manage context constraints. It also proposes an ontologybased context model for service provisioning. The important
objective of this model is to provide contextualization of
dynamically relevant aspects of Web service processes.
Antorweep Chakravorty et al. [ANT, 2013] have proposed a
framework for data security and privacy. The framework
provides security and privacy through sensor data from smart
homes. Privacy is associated with collection, storage, use,
processing, sharing or destruction of personally identifiable
data. Storing the personally identifiable data as hashed values
with holds identifiable information from any computing nodes.
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Having reviewed the literature, it is evident that several
architectures, frameworks, models and security mechanisms
exist. But each one has its own limitations. The literature
review reveals that the existing architectures, models and
security mechanisms address only certain level of security
issues and each one has its own limitations and security
breaches. In addition, there is no end-to-end securing
framework for context aware mobile web services adoptable
by the health care industries to exchange their sensitive
information.

Figure 1 Output screenshots for Response time per Seconds
Tests are done to find out the response times with 1, 5, 10, 20,
30, 40, 50, 60, 70, 80, 90 and 100 successive internal users
generating request to the proposed system simultaneously.
100 users are chosen to represent the test scenario. It is
observed that even when there are 110 simultaneous service
requesters, the graph does not produce a straight line, thus it
is observed that the throughput of the proposed system is
nonlinear. Hit Ratio on the serverThe number of hits made on
the SFCAMWS by the users during each second of the load
test is observed using the LoadRunner tool. Figures 2 displays
the screenshots for two different loads on the SFCAMWS by
creating 100 and 1000 virtual service requesters. This graph is
useful for determining the number of users at any given
amount of time.
3.1Framework for Securing Context Aware Web Service
The multilevel security is adopted for the proposed framework
sing PKI. Additionally, CAMWS gateway facilitates secure
communication among the service requestors and SPs, via
HTTPS. It also offers security services with the help of SS
using digital signatures and standard encryption and
decryption algorithms. The message confidentiality and IMU’s
authentication are accomplished by using RSA and digital
signature. The digest algorithm known as SHA-1 ensures the
integrity of the messages successfully. Another important
security service, non-repudiation, is well supported by the
digital signature. The security mechanisms are adopted in
different levels and tested them successful. Hence, the
proposed security framework for CAMWS is a novel one with
end-to-end security using PKI to access the web services as
well as data services.

color

4 EXPERIMENTAL STUDY AND PERFORMANCE
ANALYSIS
The core objective of the experimental study is to focus upon
the measurement of the processing time with respect to the
latency for the security services like encryption using RSA
algorithm and message digest using SHA 1during mobile client
and MS authentication. The performance of the proposed
architecture has been investigated on test bed with respect to
hit ratio, throughput and the response time
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figure 2 output screenshots for hit ratio per seconds
figure 2 indicates that the service requesters are ramped up
every 14 seconds at the arrival rate of 2 and this process
continues until the number of service requesters reaches
1000. the service requester’s load is continued up to 04:30
minute. the sample output screen shots to evaluate the
amount of load generated by 100 and 1000 service requesters
in terms of number of hits per second.the experimental study
has validated for the proposed sfcamws in terms of
authentication, latency, throughput, hit ratio and response
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5 CONCLUSION
Propose a security framework for context aware mobile web
services (sfcamws) using public key infrastructure to perform
health care web services through web-enabled mobile
devices. The proposed framework satisfies the key elements
of confidentiality and message integrity are proved by using
strong encryption and decryption algorithms. The end-to-end
security is strongly addressed. the secret values of the client
such as username and password is encrypted, then hashed
and later signed by the involving entities which ensures the
strong authentication, integrity, confidentiality and nonrepudiation.
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6. FUTURE DIRECTIONS
• This Framework can be extendable Service-Oriented
Infrastructure following the Cloud Computing Paradigm
that Will Provide Services for Mobile Semantic Web
Services.
• This Work can be extended to Semantic Web Based
Context-Aware Web Services, where Healthcare Related
requests can be handled In a more Intelligent and Secure
way to overcome Fraudulent Intruders.
• This Framework can further be Extended to Biometric
Authentication with The Combination of Pki.
• It would be reasonable to extend the Encryption And
Decryption
Mechanisms
using
Elliptic
Curve
Cryptography. That solution would significantly increase
the security level of the Services.
• In Recent New Communication Technology, such as Near
Field Communication (Nfc), the Mobile Phones can be
used like a Contactless Card that pose New Challenges
while Accessing Context Aware Mobile Services.
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