INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 6, ISSUE 07, JULY 2017

ISSN 2277-8616

IEEE 802.11 - Security Concerns
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Abstract: WLANs have become the network of choice over the years due to its many benefits however due to this very reason many threats have
become associated to it and is the focus of this paper. The paper also highlights mitigation techniques to tackle the listed threats along with some best
practices.
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1 INTRODUCTION

3 APPLICATIONS

Networks of any nature emanates its benefits as well as it’s
share of concerns with the major concern been its security
aspect. With the vast range and various types of networks
been developed in this modern era the most opted network of
choice remains WLAN also identified as IEE 802.11 standard
however most just know this as Wi-Fi. The popularity of WLAN
has seemed to continually upscale over the years due to many
a reasons such as the ease of installation and setup, mobility,
flexibility and scalability to name a few. The inception of WLAN
or IEE 802.11 was in 1997 and was based on radio
technology. Since then there has been many updates to this
standard mostly to enhance it’s existing potential as well to
narrow up on its suspected vulnerabilities

The applications of WLAN is vast from home users where
ISP’s now provide wireless router to which the many “smart”
devices connect to. Businesses such as restaurants utilize to
take food orders. Automobile industry where cars are now
installed with Wi-Fi devices that can share information with
regards to maintenance issues. Medical Faculties which now
use implantable devices that directly communicates with the
doctor. Manufacturing industry are now creating wearable’s
such as Fit bits for monitoring exercise and sleep to heart
monitors.

TABLE 1
IEEE 802.11 RELEASES

Fig 2. Projection, Household Owned WLAN Enabled Devices

4 GROWTH
3

2 COMPONENTS
The two major WLAN components include an access point
(AP) which aids in exchanging messages with other WLAN
enabled devices via the means of an antenna. It’s role is also
to authenticate and associate wireless clients to the wireless
network. The other component is a Network Interface Card
(NIC)/Client Adapter which basically monitors for available
frequency spectrum for association and connectivity to AP.
They operate in one of two modes which are ad hoc peer-topeer or infrastructure mode with an AP
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TABLE 4
AVAILABILITY ATTACKS

5 CURRENT & EMERGING THREATS
TABLE 2
AUTHENTICATION ATTACKS

TABLE 3
ACCESS CONTROL ATTACKS
'

TABLE 5
INTEGRITY ATTACKS

79
IJSTR©2017
www.ijstr.org

INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 6, ISSUE 07, JULY 2017

ISSN 2277-8616

Principles and Practice. Prentice Hall. 2002. Pp.5-7

6 MITIGATION TECHNIQUES
6.1 SSID
Changing the default SSID of an AP or simply disabling SSID
broadcast. Making use of VPN authentication by placing an AP
behind a VPN server however if there are multiple APs then
they may be connected to a switch and the switch to the VPN
server.,

[6] Plotter, Bruce and Fleck, Bob. 802.11 Security.
Sebastopol, CA: O’Reily & Associates, Inc 2002. Pp.5-9.
Ross, John

6.2 DHCP
Most WLANs make use of DHCP however if static IP’s are used
and DHCP is disabled then it may limit the chances of the
attacker obtaining a valid IP address to validate itself to an AP.

[8] Computers & Security. Vol22. New York: Macmillan, 2003.
Pp.337-360

[7] Treek, Denis. An integral framework for information
systems security management

[9] Whitson, G. Computer security: theory, process and
management, J. Comput. Small Coll, 18. (2003)57-66

6.3 AP Placement
It is best practice to place APs physically in nondisclosed/secured areas and logically to place them behind
corporate firewalls. To minimize radio wave propagation in nonuser areas it is recommended to orientate AP antennas away
from public areas and boundaries.
6.4 Policies
Every organization must have in place as well as enforce certain
WLAN policies which enforces monitoring, proper usage,
limitations to certain channels and data rates. They must also
have in place WLAN focused Intrusion detection systems which
must provide 24/7 monitoring and response if policies are in
threat of violation
6.5 Tools
There addition to the best practices and measures there are
several commercial tools that have been developed to provide
protection for WLANs to some extent. A common example is
AirDefense that provides WLAN intrusion protection and
management. There are also a good range of freeware tools
available such as NetStumbler, WaveStumbler to name a few.

7 CONCLUSION
As wireless networks are gaining popularity at a staggering
rate its weakness are also been exploited to a somewhat
alarming rate to which various mechanisms have been
identified to mitigate them however there is no one solution to
completely be relied upon however continuous upgrade of
security knowledge and best practices should provide any
organization a fighting chance.
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