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Abstract:- Cloud computing provides a framework for supporting end-users who easily connect powerful services and applications through the Internet. 
Currently, the biggest obstacle in the adoption of cloud by most organizations is its security. One of the security issues is how to minimize the impact of 
denial-of-service (DoS) or distributed denial-of-service (DDoS) attacks in this environment. These attacks reduce system performance drastically. To 
protect user data and cloud resources from harmful activities, the intrusion detection system (IDS) in cloud networks plays a very important role as the 
active security defense against intruder. Thus, it is necessary to adopt a powerful IDS to detect malicious activity with high detection accuracy. In this 
research, we proposed a cloud-based intrusion detection model by using a Feature Selection Algorithm called Temporal Constraint and a C4.5 decision 
tree algorithm. We used CIDDS-001 (Coburg Intrusion Detection Data Sets) external server dataset to be the data input for our proposed model. The 
design process for the proposed model consists of four stages; input data pre-processing, feature selection, classification and testing. Input data pre-
processing is a stage to process the traffic that was recorded in the external server environment over a period of four weeks. Feature selection and 
classification are the core sub-processes in our model. We used temporal constraint based feature selection algorithm to select the most relevant feature 
selection to improve the classification accuracy. After that, we split the dataset into 70% training and 30% testing test. Decision tree algorithm is used for 
classifying data into normal and malicious. We using part of unclassified input data for obtaining the results. We implemented and tested our model by 
using Python 3.6.8. Several experiments have been carried out to validate the proposed model. Using a combination of temporal constraint algorithm 
and decision tree classification algorithm have a positive impact in detecting intrusion on cloud environment. The results show that the proposed 
system’s overall accuracy in predicting malicious and normal data in CIDDS-001 dataset is 100%, and the misclassification rate is 0%. The recall of the 
system in detecting malicious is100% and the false positive rate is 0%; these results were derived from the confusion matrix that were designed to 
characterize the performance of the classification model in the proposed IDS. 
 
Keywords:- Intrusion Detection System (IDS), Feature Selection, C4.5 Decision Tree, Algorithms, Cloud Computing, CIDDS-001 (Coburg Intrusion 
Detection Data Sets). 
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1 Introduction 
Intrusion is unauthorized access or attempting to access or 
unauthorized activity on a computer or information system. 
Therefore, intrusion detection technologies have become 
extremely important to improve the general security of 
computer systems [1]. The Intrusion Detection System 
(IDS) defines a hardware or software application that 
monitors the events at a machine or at a network 
automatically for harmful activities or policy violations, also 
monitors the network and makes records, to provide 
security to all the devices in the network, generate and 
sends reports to the administration station or system 
administrator who decides whether to execute an intrusion 
[2, 3]. Attacks that come from external resources are called 
outsider attacks. Insider attacks, include unauthorized 
internal users to try to gain and misuse on-authorized 
access privileges to battle attackers, intrusion-detection 
systems (IDSs) can present additional security measures 
for environments by examining configurations, logs, 
network traffic, and user actions to identify typical attack 
behavior [4]. Both IDS and firewalls are used for providing 
security services for the network. A firewall does the 
filtering, blocking as well as allowing of addresses, ports, 
service, but also allows some of these through the network 
as well. However, this means that the access allowed is just 
let through, also the firewalls have no clever way of telling if 
that traffic is legit and normal.  
 
 
 
 
 
 

This is where the IDS system come into play. The intrusion 
detection system split into two methods which are the 
Misuse Detection System and the Anomaly Detection 
System [5]: Misuse-based IDS systems: use known system 
attack signature patterns of the system to store in the 
system database for matching and identify known 
breaches. Anomaly Detection Systems (ADS):  identify 
intrusions by classifying activities as abnormal or normal. 
Anomaly-based approach involves collecting data on the 
behavior of legitimate users over a period of time then 
applying statistical tests to observed behavior, which 
determines whether that behavior is legitimate or not. There 
are fundamentally four types of IDS are: Host-based 
intrusion detection system (HIDS), Network-based intrusion 
detection system (NIDS), Hypervisor based intrusion 
detection system and Distributed intrusion detection system 
(DIDS) [6]. Network Intrusion Detection Systems often 
NIDS try to detect cyber-attacks, denial of service attacks, 
or port scans on the computer network. It observes network 
traffic and discover malicious activity by identifying 
suspicious patterns in incoming packets. Usually, any 
harmful activity is notified to either the administrator or 
centrally collected using a security information and event 
management (SIEM) system. NIDS provide network 
monitoring by analyzing packet data flows within the 
network, searching for unauthorized activity, such as hacker 
attacks, and enabling users to respond to security violations 
before breaching systems. When an unauthorized activity is 
detected, the intrusion detection system can send alerts to 
the management console or system administrator with 
activity details and may also direct other systems to break 
unauthorized sessions. The main components of an 
intrusion detection system are shown in Figure 1. As we 
see in this figure the major components of intrusion 
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detection system consist of traffic collector, analysis engine, 
signature database, and alarm storage. Those systems 
continuously monitor network traffic, analyze and report any 
interference.  

 
 

Fig.1: Components of Intrusion Detection System [7] 
 

Which network traffic is captured by the traffic collector, 
analysis engine performs a deep analysis of the captured 
traffic information then sends alarm signals to alarm storage 
when intrusion is detected. The signature database stores 
the patterns of known attacks, and these signatures are 
using for matching purposes. 
 
1.1 Intrusion Detection System in Cloud Computing 
Cloud Computing is one of the rising technologies in the 
world. It is based on the internet, as we see in Figure 2, 
cloud computing intent to provide convenient, on-demand, 
network access to a shared pool of computing resources 
(e.g. networks, servers, storage, applications, and 
services), which dynamically scalable and virtualized 
resources are provided to the users during the Internet on 
pay-as you-go basis. 

 
 

Fig.2: Cloud Computing Environment [8]. 
 

Cloud computing has three primary abstraction layers: 
infrastructure layer that is a virtual machine abstraction of a 
server, and the platform layer that is a virtualized operating 
system of a server, and the application layer that contain 
web applications [9]. There are three kinds of services that 
are provided for user: Software as a Service (SaaS) 
systems, Infrastructure as a Service (IaaS) providers, and 
Platform as a Service (PaaS). The PaaS model facilitates 
users by providing a platform from which to develop and run 
applications. IaaS provides services to users by maintaining 
large infrastructure such as server hosting, network 
management, and other customer resources. The SaaS 
makes the user unafraid to install and run software services 
on their own devices. Figure 3 shows Cloud Computing 

Architecture and its layers. These services in cloud 
computing may easily readily expose to the risk of security 
attacks. Within cloud computing, security issues, such as 
Confidentiality, Integrity, and Availability (CIA) are the most 
serious security considerations. 
 

 
 

Fig.3: Cloud Computing Architecture and its Layers [10]. 
 

The biggest obstacle in the adoption of cloud by most 
organizations is its security. Because their distributed 
nature [11]. Cloud systems may face serious security 
issues. Therefore, it is necessary to confirm an intrusion 
detection system to detect both insider and outsider attacks 
with high accuracy to detect in a cloud environment. The 
intrusion detection system in the cloud networks plays a 
very important role as the active security defense against 
intruder. In a traditional network, intrusion detection system 
monitors and analyze, detects, and alerts the administrative 
user of network traffic through deploying intrusion detection 
system into major network bottlenecks on the user's site. In 
the Cloud network, IDS must be placed in the Cloud server 
location and fully managed by the service provider. 
 
1.2 Coburg Intrusion Detection Data Set (CIDDS-001) 
The (CIDDS-001) dataset is a labeled flow based dataset 
that was released in 2017 by [12]. Based on the OpenStack 
software platform to set up a small business environment 
and record the network traffic of virtual machines in 
unidirectional NetFlow format. In (CIDDS-001) dataset, the 
authors captured approximately 32 million flows over a 
period of four weeks. Therefore, about 31 million flows were 
captured in the OpenStack environment. About 0.7 million 
flows were captured on the external server. External server 
has been deployed on the Internet to capture a real network 
traffic and threat from the Internet as shown in figure 4. 
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Fig.4: External server Environment 

 
CIDDS-001 dataset in general contains two different 
sections organized based on the location of the traffic 
captured. In this research, we considered the traffic that 
was recorded in the external server environment over a 
period of four weeks to evaluate the performance of our 
model. Table 1 show CIDDS-001 External server dataset. 

 
Table 1 

 CIDDS-001 External server dataset 
 

External server traffic No. of instances 

Week 1 172838 

Week 2 159373 

Week3 153026 

Week 4 186004 

Total 671241 

 
The (CIDDS-001) External server dataset contains 14 
attributes in addition to flow and TOS attributes. Table 2 
shows an outline of those attributes. The class attribute 
include five different emphasis: normal, attacker, victim, 
suspicious and unknown. The CIDDS-001 data set includes 
92 attacks. Where 70 attacks were executed within the 
OpenStack environment and 22 attacks targeted on the 
external server. 

 
Table 2 

 Attributes within the CIDDS-001 data set [12] 
 

 
 

1.3 Research Problem and Scope   
Because of the increased use and dependence on the 
Internet, the intrusion computer system by unauthorized 
parties is an increasing problem. Company data are a 
valuable resource that should be protected against loss and 
manipulation by unauthorized parties, the number of cyber-
attack against company data is an increasing. Therefore, it 
is necessary to protect those data from cyber threats. 
Different security mechanisms like NIDS, or firewalls are 
using to protecting company networks as well as critical 
infrastructures from criminal activities . In this research, we 

proposed a cloud-based intrusion detection model by using 
a Feature Selection algorithm called temporal constraint 
and a C4.5 decision tree algorithm to increasing accuracy 
and reduce false positive rate. Temporal constraints 
algorithm is chosen for selecting optimal number of 
features, classification is performed on the data set to 
detect the intruders in the cloud environment. Decision tree 
algorithms (DT) algorithm are used in classification,  
considered as a predictive model that maps observations 
about an object to a tree structure composed of nodes and 
branches. Each leaf in the tree represents a class label. It is 
used for classifying data into normal and malicious. 
 

2 LITERATURE SURVEY 

There are many researchers who have proposed different 
models of cloud computing security. The authors in [13] 
suggest a framework for intrusion detection in cloud 
systems. They used a cloud intrusion detection dataset and 
achieved the best accuracy using their system. The authors 
in [14] suggest an effective feature algorithm called an 
intelligent agent-based Attribute Selection Algorithm to get 
better classification accuracy in their network intrusion 
detection system. The authors in [15] proposed a fast 
feature selection method that finds low-quality features in 
the dataset. The authors in [16] suggest set theory based 
feature selection using the KDD Cup99 dataset. The 
authors in [17] designed and integrated the network-based 
IDS module in the cloud that provided IaaS to detect 
network attacks. The researchers of [18] developed 
intrusion detection system for Distributed architecture 
(DIDS) to detect known and unknown attacks because it 
extracts the benefits of both NIDS and HIDS. The authors in 
[19] proposing a hybrid intrusion detection system using two 
data mining techniques; K-mean and Naïve Bayes to collect 
and classify data. This model is designed to detect; DoS, 
Probe, U2R, and R2L attacks, found in the KDD cup 99 
dataset. The authors in [20] presents a detection system in 
a Cloud environment of HTTP DDoS attacks based on the 
information-theoretic entropy and random forest ensemble 
learning algorithm. Authors evaluate the proposed 
approach that was performed on the CIDDS-001 public 
dataset. The random forest is fitted with 60% for training 
and tested with the reminder 40%. The proposed approach 
achieves high detection performances of 99.54%, and FPR 
of 0.4%. The authors in [21] suggest a distributed intrusion 
detection system based on machine learning approaches 
that use the RF classifier to detect attacks in cloud 
environments. The authors in this work implemented the 
system within the Google cloud platform as well as tested it 
using the CIDDS-001 dataset. They used only the first week 
CIDDS-001-week1, the dataset is split into 60% training 
and 40%  for testing datasets. The proposed system carried 
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out an average accuracy of 97%, an average false positive 
rate of 0.21%. The authors in [22] evaluated the 
performance of Long Short-Term Memory (LSTM) using 
CIDDS-001. They contrasted the LSTM performance with 
various machine learning classifiers. The authors in [7] 
using the k-nearest neighbor (KNN) classifier on CIDDS-
001 to build an IDS. Their proposed system achieved a total 
accuracy of 99.6% with 2NN as well as a minimum 
accuracy of 99.3% with 5NN. 
 

3 RESEARCH METHODOLOGY 

In this study, we proposed a new cloud intrusion detection 
model for detecting the intruders in cloud environment using 
CIDDS-001 dataset. This model using a combination of two 
algorithms; a feature selection method called Temporal 
Constraint based Feature Selection algorithm and also a 
classification algorithm called C4.5 decision tree for 
effective decision making on intrusions. We start the 
process by embedding the CIDDS-001 dataset to be an 
input for our model, then preprocessing input data, then we 
use temporal constraints algorithm based feature selection 
is chosen for selecting optimal number of features [23]. 
After that, we split the dataset into 70% Training and 30% 
Testing. Classification is performed on the data set to 
detect the intruders in the cloud environment. Decision tree 
algorithms (DT) algorithm are used in classification [24]. It is 
used for classifying data into normal and malicious. 
 
3.1. Steps Followed for Designing the Proposed Model  
The implementation of the proposed model for intrusion 
detection using CIDDS-001 dataset. The model was 
implemented and tested using Python 3.6.8. Python is a 
programming language. However, the steps that followed 
for designing the proposed model are shown in Table 3. 

 
Table 3 

Steps that followed for designing the proposed model 
 

 
Step 1 

We processed the traffic that was recorded in the external server 
environment over a period of four weeks, which is more than 0.7 
million flows. Which this data set loaded to proposed model because 
the quality of the data is just as important as the quality of the 
prediction model or classification. 

 
Step 2 

We used Temporal constraints based feature selection algorithm. It is 
chosen for selecting correlated column that should be removed and 
don’t input it to the classification algorithm just we inputting the non-
correlated column. The feature selection is one of the preprocessing 
techniques in the classification that could be used to improve the 
accuracy of the classifier.  

 
Step 3 

Split the dataset (the one that has non-correlated columns) that we 
got from temporal constrain algorithm into 70% Training and 30% 
Testing. 

 
Step 4 

Generate decision tree by C4.5 decision tree algorithm (Fit) using 
Training dataset.  

 
Step 5 

Classification using Testing dataset consisting of 80541 records (i.e. 
30% of input dataset).  

 
Step 6 

The performance metrics are accuracy, false positive rate, Recall, 
precision, and F-measure that were used for evaluation our proposed 
model.  

 

 

4. DESIGNING, IMPLEMENTING AND 

EVALUATING STEPS FOR THE PROPOSED 

MODEL 

 
4.1 Designing Process for the Proposed Model  
Figure 5 shows the flow chart of the proposed intrusion 
detection model. As we see in this figure, the design 
process for the proposed model consists of four stages; 

input data pre-processing, feature selection (i.e. columns), 
classification and testing. Input data pre-processing is a 
stage to process the traffic that was recorded in the external 
server environment over a period of four weeks to be used 
as an input to intrusion detection process. Feature selection 
and classification are the core sub-processes in our model 
in general. We used temporal constraint based feature 
selection algorithm to select the most relevant feature 
selection to improve the classification accuracy. After that, 
we split the dataset into 70%Training and 30% Testing. 
Other researchers split existing the dataset into a different 
percent (e.g. 60% Training and 40% Testing or 50% 
Training and 50% Testing) and some researcher they don’t 
use all week of traffic such as the data set includes 7 weeks 
of traffic, they used two weeks of traffic for testing to 
decreasing over fitting and the proposed model has been 
evaluated against existing models, the accuracy its different 
from model to model from percent to another percent. In 
this study, We using part of unclassified input data (30% 
testing input) for obtaining the results. Classification sub-
process uses C4.5 algorithms for generating decision tree 
(DT) that is used for classifying data into normal and 
malicious. The model was implemented and tested using 
Python 3.6.8. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

Fig.5: The flow chart of the proposed intrusion detection 
model 
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4.2. Implementation Steps of the Proposed Model 
The proposed model for cloud intrusion detection system 
using CIDDS-001 dataset consists of five files. The model 
was implemented and tested using Python 3.6.8. 
 
4.2.1. Input Data Preprocessing  
As shown before in Table 1; we considered CIDDS-001 
external server dataset to evaluate the performance of our 
proposed model. We processed the traffic that was 
recorded in the external server environment over a period 
of four weeks. the process for pre-processing data input 
consists of five stages as shown below: The first stage, 
unnecessary attributes (i.e. columns) such as Date first 
seen are deleted, as well as attack Type, attack ID, attack 
Description are deleted because they offer more 
information about executed attack. After this, we must 
modify every string in dataset to numbers such as normal 
class is convert to 0 and suspicious, attacker, victim, 
unknown  classes convert to 1 and is marked as malicious. 
Accuracy will yield misleading results if you have an 
unequal number of observations in each class. So, make 
the distribution of one class equal the other class. The 
fourth stage, in dataset we have extreme values that are 
exceptional from other observations called outlier and we 
must detect outlier in each column individually and delete 
row that have the outlier. As shown in Figure 6. Column 2 in 
week 3 before detect outlier. 

 
 

Fig. 6: Column 2 in week 3 before detect outlier 
 

After we remove this row that have extreme value in excel 
file column2 in week 3 after detect outlier as shown in figure 
7. 

 
Fig.7: Column 2 in week 3 after detect outlier 

 
In the final stage of data preprocessing, we normalize the 
dataset to modify the values of the numeric columns in the 
dataset to a common scale. To normalize the dataset 
transform features by scaling each feature to a given range 
between zero to one. As shown in figure 8 Column 2 in 
week1 before and after normalization.  

 
Fig.8: Column 2 in week1 before and after normalization. 

Where the blue color represent the data before normalize 
and the orange color represent the data in column2 after 
normalization. 

 
4.2.2. Implementation of Temporal Constraint Based 
Feature Selection Algorithm   
This feature selection algorithm captures the time stamped 
attributes and performs instant and interval comparison 
operations to find the temporal dependencies on the 
behaviors. It proposed by [23]. In our research, for effective 
feature selection, we chose this algorithm because 
temporal Constraint algorithm depends on the change that 
happens in the sample at a certain time (The time that the 
sample occurred). The algorithm gives us the correlated 
column and represent the index of this columns by True (1). 
These correlated column(s) selected by this algorithm and 
most common correlated must be deleted. Where represent 
the index of non-correlated column(s) by (0). These 
column(s) Selected by the algorithm are stored in vector X: 

 
  ={S                 =1} 
Where: 
S: is the selected column 
c : represent the column index between 0 and 11. 

 
As we shown in figure 9 is the flowchart of temporal 
constraint-based feature selection algorithm process. 
Firstly, define the parameters in the algorithm, and gives 
the current column(s)             infinity    initial cost. After 
this, the algorithm selects the new column          
randomly and calculate the cost function for it. The 
algorithm represent the index of correlated column by true 
(1) and store it in a new array called (allOneColumn) and 
compute cost function (average correlated column ). Using 
the following formula: 
 

                 ∑ ∑                                 

 

 

 

 

 

 
Where i: is the size of allOneColumn, g: indicate to the size 
of allOneColumn-1,    represent the subtraction between 
correlated column as follows: 

 

     (     )                                                              

 
Now, the algorithm check If the cost of new column         
is less than the initial cost of             (when the value of 
Cost function for the correlated columns is close to zero, 
the selected correleted column(s) by algorithm is very 
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correlated). If yes, update new select column and then 
select it. If no, select another new column        until the 
condition to be met. When do other iteration the algorithm 
select new column(s) but not randomly based on velocity 
and position equation to ensure stay within the search 
space to find the temporal dependencies on the behaviors. 
After this, the algorithm calculate the cost function for this 
new column and check if the cost of new column is less 
than the previous cost. If yes, update new select column 
and then select it. If no, keep the select previous columns. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.9: Flowchart of temporal Constraint-based Feature 
Selection algorithm. 

 
4.2.3. Classifier (C4.5 Algorithm) Implementation   
The C4.5 algorithm is utilized in data mining as a decision 
tree classifier that utilized to create a decision. We used all 
non-correlated feature that selected by temporal constraint-
based feature selection algorithm in addition to the target. 
The data was divided into two groups; the training data 
constitutes 70% of the input data while testing data 
constitutes 30% of the input data. Figure 10 shows a 
flowchart of using decision tree to classify dataset. As we 
see in this figure. Firstly we import the data But the most 
important to determine the index of the optimal number of 
feature which is non-correlated column that obtain from 
temporal constraint based feature selection algorithm, 

which is all index except 6,9 correlated columns and we 
must random data (index). After this, split the random 
sample into 70% of training input data (xtr), 30% of testing 
input data (xts) ,70% of training output data (ytr),and 30% of 
testing output data (yts) where is the target (actual value(. 

Now, we create Decision tree classifier object. As the 
previous chapter, we explained the procedure of how to 
generate decision tree by c4.5 decision tree algorithm (Fit) 
using Training dataset that given to the classifier to classify 
data to class (0) and class (1). After this, the classifier now 
predict testing input which is without labeling to get output h 
(predict value). Now, the algorithm evaluate the probability 
outputs of a classifier. The algorithm compare (h) with 
target (yts), this comparison was made of  by calculate 
log_loss function (i.e. error between output and target ).The 
result is better whenever it's close to zero, using the 
following formula: 
 

                    |   

            
                          

 
Where:           :  log loss (error between output and 

target),    : Testing output (actual value ), and   : output 
(predict value). 
 
4.3. The Criteria Used to Evaluate the Performance of 
the Proposed Model  
To evaluate our proposed IDS, different evaluation metrics 
have been used. Most evaluation metrics used by IDS are 
extracted from the confusion matrix. It is a technique used 
to describe as well as to characterize the performance of 
the classification model in an intrusion detection system 
(IDS) on a set of test data [25]. It represents the relationship 
between actual and predicted value, as shown in Table 4. 
 
The elements of the confusion matrix are: 
True positive (TP), False negative (FN), False positive (FP), 
and True negative (TN), Let   indicates to the total number 
of records in testing dataset. 
 

Table 4 
 Confusion Matrix 

 
Classified as Malicious  Normal 

Actual class   

Malicious 
True 

positive 
False 

negative  

Normal 
False 

positive 
True 

negative 

 
4.3.1. Performance Evaluation Metrics  
After building the confusion matrix, the most well-known 
evaluation metrics that will be used to evaluate our propose 
IDS are [26]:    

 

           
     

           
                              

                          
     

 
 

                        
     

 
                           

       
  

     
                                                            

Start 

Initialization 

 

Select new column(s) randomly  𝑋𝑁𝐸𝑊    

 

Calculate cost function using equation (1) 

𝑐𝑜𝑠𝑡  𝑋𝑁𝑒𝑤 

< 𝑐𝑜𝑠𝑡  𝑋𝑐𝑢𝑟𝑟𝑒𝑛𝑡  

Update new column  𝑋𝑁𝑒𝑤  

 𝑋𝑁𝑒𝑤  Select new column 

Do other attempt to  select new 

column(s)  (Time unit) to find the 

temporal dependencies on the behaviors 
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5. RESULTS, DISCUSSIONS AND ANALYSIS 

We did many experiments to validate the proposed model 
by using Python 3.6.8 The run for first experiment brings 
the final output shape (number of rows, number of columns) 
of week1, 2, 3, and 4; which is shown  respectively as 
follows:  (99210,12) for week1, (56870,12) for week2, 
(12356,12) for week 3, and the last week (100034,12). 
Known that, the index of python starts from zero; therefore, 
the overall output dataset is (268470, 12). The second 
experiment was done by running temporal constraint 
algorithms. It turned out from three attempts the index 6 
(column7) and index 9 (column10) is correlated. The 
average cost function for the three samples is 0.000183. In 
Decision Tree file , we split the random sample into 70% of 
training input data (xtr), 30% of testing input data (xts), 70% 
of training output data (ytr), and 30% of testing output data 
(yts) where is the target (actual value). Table 5 show the 
output of splitting dataset using python (where the index in 
python start from zero): 
 

Table 5 
 The output of splitting dataset using python 

 

Splitting the data 
Output shape (No. of rows, 

No. of columns) 

Training input (70%) (187929,9) 

Testing input (30%) (80541,9) 

Training output (70%) (187929, ) 

Testing output (30%) (80541, ) 

 
Now, the algorithm evaluate the probability outputs of a 
classifier. The algorithm compare (h) with target (yts), this 
comparison was made of by calculate log_loss function 
using equation (3). The result is 9.992007*e^(-16) which 
mean the classifier correctly predict class. After running the 
classifier on test data which consists of 80541 rows, the 
model reported the evaluation parameters of confusion 
matrix; TP, TN, FP and FN. As shown in Table 6 the results 
of the proposed intrusion detection model on confusion 
matrix. Data was split into two classes; malicious class and 
the normal class. 
 

Table 6 
 Results of the proposed intrusion detection model on 

confusion matrix 
 

Predicted 
Normal 

Predicted 
Malicious 

X=80541 

FN = 0 TP = 40196 
Actual 

Malicious(40196) 

TN = 40345 FP =0 
Actual  Normal 

(40345) 

 

C4.5 decision tree was trained using labeled training 
dataset consisting of 187929 records (i.e. 70% of input 
dataset). Since the number of records in the unlabeled 
testing dataset is 80541. The model produced 80541 
predictions in a form of ―0‖ where the data is normal or ―1‖ 
where the data is malicious. The resulting predictions were 
compared with each record in the labeled testing dataset. 

 
5.1. Calculation for the Performance Evaluation Metrics 
The performance metrics that were used to evaluate the 
proposed model include the following: overall accuracy, 
misclassification rate, True negative rate (TNR), False 
negative rate (FNR), Recall, precision, and F-measure. The 
overall accuracy of the proposed model to produce correct 
predictions is 1.00 and it was calculated by using equation 
(4). The misclassification rate of the proposed model is 
producing wrong predictions is 0.0 and it was calculated by 
using equation (5). The recall of the proposed model in 
detecting malicious is 1.0. Detection rate (DR) is 
synonymous with recall, which is calculated by using 
equation (6), The False positive rate (FPR) of the proposed 
model is 0.0, and it was calculated by using equation (7). 
The False negative rate (FNR) of the proposed model is 0.0 
and is calculated using equation (8). The True negative rate 
(TNR) of the proposed model is 1.0 and it was calculated by 
using equation (9). The precision of the proposed model is 
1.0 and it was calculated by using equation (10). Finally, the 
F-measure of the proposed model is 1.00 and it was 
calculated by using equation (11) In Decision Tree file, we 
import Classification Report to get the result as shown in 
Table 7. 

 
Table 7 

 Classification Report 
 

suppo
rt 

f1-
score 

Re
call 

prec
ision 

 

40196 1.00 
1.0

0 
1.00 Malicious 

40345 1.00 
1.0

0 
1.00 Normal 

80541 1.00   accuracy 

80541 1.00 
1.0

0 
1.00 macro avg 

80541 1.00 
1.0

0 
1.00 

weighted 
avg 

 
5.2. Analysis 
The proposed model for cloud intrusion detection systems 
characterized by their accuracy and false-positive rate. This 
is not to think that the other metrics of performance are not 
important. However, the proposed model for the cloud 
intrusion detection system has shown 1.0 accuracy in 
correctly detecting normal and malicious patterns in the 
CIDDS-001 dataset which shows the correctness of our 
classifier. The accuracy was given in scale between 0.0 and 
1.0. This percentage of accuracy indicates that combining 
temporal constraint-based feature selection with C4.5 can 
lead to produce a high percentage of accuracy for detecting 
the malicious behavior .The overall accuracy of the 

proposed model is 100%, which means that the feature 
selection method plays a major role in increasing the 
efficiency of the classification. The accuracy of the classifier 
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depends not only on the classification algorithm but also on 
the selection of non-correlated features from the original 
dataset to improve the classification accuracy. Selection of 
inappropriate features may lead to increase the complexity . 

The more accurate the built classifier is; the less false 
alarms the model would produce. The proposed model 
False Positive Rate (FPR) is 0%. FPR which mean the 
Percentage of the normal records incorrectly classified as 
attack records. The value of false positive must be 0 for an 
ideal IDS. This value equals the overall misclassification 
rate of the model, which shows how the classifier predicts 
wrong decisions . The precision determines the number of 

positive (malicious) class predictions that actually belong to 
the malicious class. The precision calculated as the ratio of 
correctly classified malicious examples divided by the total 
number of predicting malicious examples. The result is a 
value between 0.0 and 1.0; 0.0 for no precision and 1.0 for 
perfect precision. High Precision shows an example of 
labeled as positive is indeed positive (a small number of 
FP). The proposed model precision is 1.0 . Recall or 

sensitivity determining the number of actual malicious 
record is correctly recognize (small number of FN). High 
Recall shows the class is correctly recognized  . The 

proposed model sensitivity model in detecting malicious is 
1.00. This means that the false negative rate of the model is 
0% which represents that malicious data will not pass 
through the model without detecting it. So, the proposed 
model add more protection against DoS attacks on cloud 
environment . Finally, F-measure also called F1 score is a 

measure of an accuracy test. It considers both the precision 
and the recall; where poor F1 score is 0.0 and perfect F-
Measure score is 1.0 (perfect precision and recall). The 
proposed model F-measure is 1.0. Thus, enhance security 
that should be provided to data stored in the cloud 
environment. Therefore, using a combination of temporal 
constraint based feature selection algorithm and decision 
tree classification algorithm have a positive impact in 
detecting intrusion on cloud environment . Figure 11 shows 

Receiver Operating Characteristic (ROC) curves of the 
proposed IDS. ROC curves are used to present results for 
binary decision problems in ML. The ROC curve present 
how the number of correctly classified malicious record 
varies with the number of incorrectly classified normal 
record which shows correctly detecting malicious patterns 
in the CIDDS-001 dataset. The area under curve show the 
accuracy of the model. It tells how the model is able to 
distinguish between classes which shows the correctness 
of our classifier. 
 

 
Fig. 10: ROC curve of the proposed IDS 

 
5.3. Performance Comparison 
In comparison to other work from other researchers, table 8 
shows a summary of work related to CIDDS-001.  

 
Table 8 

 Performance comparison of work related to CIDDS-
001dataset. 

Author Study title Approach Accuracy contribution 

In [20] 

Detection 
system of 
HTTP DDOS 
attacks in a 
cloud 
environment 
based on 
information 
theoretic 
entropy and 
random forest. 

 

Random 
forest 
(RF)+Entr
opy 

99.54% 

The authors 
evaluate the 
proposed 
approach that 
was performed 
on the CIDDS-
001 public 
dataset. The 
random forest is 
fitted with 60% 
for training and 
tested with the 
reminder 40%. 

In [21] 

Distributed 
Intrusion 
Detection 
System for 
Cloud 
Environments 
based on Data 
mining 
techniques. 

RF 97% 

Tested using the 
CIDDS-001 
dataset. The 
authors used 
only the first 
week CIDDS-
001-week1, the 
dataset is split 
into 60% training 
and 40%  for 
testing datasets 

In [7] 

On evaluation 
of network 

intrusion 
detection 
systems: 
Statistical 
analysis of 
cidds-001 
dataset using 
machine 
learning 
techniques. 

K+2NN 99.6% 

The authors 
chose 172839 
instances from 
week 1 external 
server traffic 
data. 

Proposed 
model 

A model For 
Cloud 
Intrusion 
Detection 
System Using 
Feature 
Selection and 
Decision Tree 
Algorithms. 

Temporal 
constrain 
based 
feature 
selection 
+DT 

100% 

We used the 
traffic that was 
recorded from 
external server 
environment. 
The model was 
implemented and 
tested using 
Python 3.6.8. 

 

6. CONCLUSIONS AND FUTURE WORK 

We did many experiments to validate the proposed model. 
We found that using a combination of temporal constraint 
based feature selection algorithm and decision tree 
classification algorithm have a positive impact in detecting 
intrusion on cloud environment. The results show that the 
proposed system’s overall accuracy in predicting malicious 
and normal data in CIDDS-001 dataset is 100%, and the 
misclassification rate is 0%. The sensitivity or recall of the 
system in detecting malicious is100% and the false positive 
rate is 0%; these results were derived from the confusion 
matrix that were designed to characterize the performance 
of the classification model in the proposed intrusion 
detection system. We recommend using the proposed 
intrusion detection model in the cloud environment since 
the overall accuracy in predicting malicious and normal data 
in CIDDS-001dataset is 100%, and the misclassification 
rate is 0% . As a future work, we are planning to use 31 

million flows that were captured in the Open Stack 
environment and obtaining the optimal number of features. 
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Moreover, we intend to use Support Vector Machine (SVM) 
instead of C4.5 DT. Also we are planning to perform real 
world deployment of our approach and evaluate it against 
other techniques in real world scenarios. 
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