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Abstract:l Packet Inspection techniques are useful for the purpose of monitoring and analyzing the network traffic of a network as well as for Intrusion
Detection Systems also. Moreover, Packet Inspection techniques are widely used by all the security concern-oriented systems and servers as well as, by
all kinds of firewalls, gateway, etc. for providing better security to end user. Intrusion Detection Systems (IDS) are generally used Packet Inspection
Techniques to detect the vulnerable anomalies from the Internet to protect end-user. There are three types of packet inspection techniques are there and
they are Shallow Packet Inspection, Medium Packet Inspection and, Deep Packet Inspection. Among all those packet inspection techniques, Deep
Packet Inspection is the most used technique in recent time as well as the most effective technique for packet inspection in real-time traffic over SPI and
MPI.
Shallow Packet Inspection is the first introduced packet inspection technique in the domain of network data
packet monitoring and mainly known for performing the task of identifying the packet’s IP address, port number moreover
known for inspecting the header of the data packet. Medium Packet Inspection used network’s nodes in terms of Networking and Data Communication
called middle-boxes though are mainly used to be placed in a network and using those middle- boxes, Medium Packet Inspection perform the job of
monitoring the network. Deep Packet Inspection is the technique among those packet inspection techniques, though can perform the task of analyzing
packet on the packet’s header as well as in packet’s payload also. This research work will give an overview of all the three-packet inspection technique
as well as describe all the aspects of those three packet inspection techniques from the perspective of real-time network traffic identification.
Index Terms: Intrusion Detection System, Host Intrusion Detection System, Network Intrusion Detection System, Packet Inspection Techniques, Shallow
Packet Inspection, Medium Packet Inspection, Deep Packet Inspection.
——————————  ——————————

1. INTRODUCTION
Day by day, the Internet is getting full of traffic or crowded for
that reason, it’s quite unmanageable for Network Administrator
and Internet Service Provider (ISP) to handle those huge
network traffic or data packet at a time. It’s tough to monitor and
analyze that much number of huge network traffic or data
packet, because of that Network Administrator and Internet
Service Providers are used Intrusion Detection Systems though
mainly consist of Data Pre-processor, Detection Model,
Detection Engine, Decision Table and, Decision Engine. There
are mainly three packet inspection techniques and they are
Shallow Packet Inspection (SPI), Medium Packet Inspection
(MPI) and, Deep Packet Inspection (DPI). This paper describes
all the three packet inspection techniques in detail on Section V.
The rest of the paper is formulated as follows. Section II
describes the Aim and Objective of this research-work. Section
III discusses Related Work done by researcher’s previously on
the domain of packet inspection techniques. Section IV presents
the Intrusion Detection System and its Components, Functions,
Types and Detection Methods. Section V will provide all the
three techniques of Packet Inspection; those are Shallow
Packet Inspection, Medium Packet Inspection and, Deep Packet
Inspection. Lastly, Section VI concludes the research-work with
future work and perspective.

Working Group (APWG) Phishing Activity Trends Report of
2nd Quarter 2019 [1] from the report, it shows that the most
targeted and effected industry by recent attacks is
SAAS/Webmail. Because most of the Software As A Service
(SAAS) / webmail is not using newly introduced/modern
packet inspection techniques, most of the SAAS/Webmail are
using traditional packet inspection techniques except a few
well-known Webmail services. This research-work describing
some of the newly introduced packet inspection techniques
those.

3

RELATED W ORK

3 RELATED W ORK
White Paper on Deep Packet Inspection [2], proposed the
concept of Deep Packet Inspection (DPI) as well as discussed
Shallow Packet Inspection (SPI) and Medium Packet
Inspection (MPI), including those packet inspection techniques
describe levels of packet inspections. Paraskevi Dinaki [3],

2 AIM AND OBJECTIVE
Aim and Objective of this research-work are quite simple and
clear that just to focusing on Packet Inspection Techniques
because packet inspection techniques mainly used to detect
the vulnerable network traffic/data packet. And, for any
Intrusion Detection System (IDS) data pack inspection and
analyzing is the most important and prime job, for that reason
in this research-work focusing on Packet Inspection
Techniques. Moreover, this research-work will give a brief and
proper idea about generally used all the three packet
inspection techniques of the present time. In Anti-Phishing
————————————————
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Fig. 1. Anti-Phishing Working Group’s (APWG) Phishing Activity
Trends Report of 2nd Quarter 2019 [1]

done a study on Deep Packet Inspection (DPI), in that
research-work, provide a packet inspection levels and,
describe Shallow Packet Inspection (SPI), Medium Packet
Inspection (MPI) and Deep Packet Inspection (DPI). Shane
Alcock et al. [4], proposed Lightweight packet inspection
technique for traffic classification. There proposed technique
mainly focuses on Payload Matching, Payload Size, Port
Number and IP Matching. Ioannis Sourdis [5], proposed a
design and the algorithm for packet and content inspection.
They describe a PINE: Packet INspection Engine for packet
inspection to find out the vulnerable packet from millions of
data packet. N.Kannaiya Raja et al. [6], proposed a two-level
packet inspection using the sequential differential method.
They produce a Framework of SeqDM based two-level
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intrusion detection system and in the first level they are
performing Statistical Patterns Based Detector and in the
second level, they are performing SeqDM based detector for
two-level inspection of the data packet. Qian Gong et al. [7],
approach a stream-based network packet inspection using
Graphics Processing Unit (GPU). First, they are designing a
system named as GOLDENEYE and then they performing the
task of network packet inspection using four algorithms, those
algorithms are Parallel TCP stream reassembly, Parallel flow
tracking, Parallel TCP stream normalization and NFA-based
pattern-suffix matching. Zouheir Trabelsi et al. [8], network
packet filtering and deep packet inspection hybrid mechanism
for Intrusion Detection System and, for early packet matching.
The proposed architecture for a hybrid mechanism to Intrusion
Detection System filtering. They are producing three modules
and they are IDS packet filtering module, IDS DPI module and
Combining Packet Filtering and DPI Modules. IDS packet
filtering module consists of two things and they are Packet
filtering module concept and Packet filtering module math
model. Packet filtering module concept contains three kinds of
optimization and those optimizations are Optimization at the
filter Field layer, Optimization at the packet layer by cascaded
filtering and, Optimization at the window layer by splay filters
ordering. On the other hand, the packet filtering module math
model consists of a Network of traffic statistics collection and
Splay filters reordering decision. IDS DPI module contain the
DPI module math model and that contain two things, they are
Network traffic statistics collection and DPI rules reordering
decision. Sok-Ian Sou et al. [9], proposed a random packet
inspection scheme for network intrusion prevention in long
term evolution core networks. They provide the basic
architecture of the Policy and Charging Control system for
3GPP Evolved Packet Core. Except that they are performing
Timing diagram for performing intrusion detection in Traffic
Detection Function. Ioannis Sourdis et al. [10], proposed
scalable multi-gigabit pattern matching for packet inspection.
They are mainly producing two approaches and they are
Decoded partial CAM (DpCAM), pre-decodes incoming
characters, aligns the decoded data, and performs logical AND
on them to produce the match signal for each pattern and,
Perfect Hashing memory (PHmem), uses perfect hashing to
determine a unique memory location that contains the search
pattern and a comparison between incoming data and memory
output to determine the match. Xiuwen Sun et al. [11],
proposed a fast packet inspection over compressed HyperText Transfer Protocol traffic. They proposed a faster algorithm
on COmpression INspection (COIN) for multi- pattern
matching on compressed HTTP traffic. Jun-Won Ho [12],
proposed an approach on efficient and robust detection of
code-reuse attacks through probabilistic packet inspection in
industrial IoT devices and, providing a detection approach for
code-reuse attack by integrating the sequential probability
ratio test in probabilistic packet inspection. Keihan Kazemi et
al. [13], proposed an approach on tunneling protocols
identification using light packet inspection and, they are using
Light Packet Inspection for tunneling protocols identification as
well as they have been discussed three traffic identification
techniques, those are port-based, payload-based and machine
learning methods. Rohit Tyagi et al. [14], proposed an
approach for detecting unauthorized Operating System in
enterprises using packet inspection and they have been
implemented Operating System Fingerprinting Strategy for
detecting unauthorized Operating System.
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4 INTRUSION DETECTION SYSTEM (IDS)
An Intrusion Detection System (IDS) mainly monitor and
analyze the incoming traffic in a network, if IDS find any
malicious activity then, IDS used to issue an alert for making
the system safe and secure as well as for stopping the
incoming suspicious and malicious data packet. Intrusion
Detection Systems are used to detect hackers, intruders and,
used to prevent unauthorized access of a network or
computer, usually by exploiting a vulnerability in an application
[15]. IDS classified into two types and they are Host-based
Intrusion Detection System and, Network-based Intrusion
Detection System. Intrusion Detection Systems mainly used
two types of detection methods and they are Signature-based
IDS and, Anomaly-based IDS.
4.1 Components of IDS
Intrusion Detection System consists of basically five
components and they are Data Pre-processor, Detection
Model, Detection Engine, Decision Table and Decision Engine.
In the following, discuss all of those.
4.1.1 Data Pre-processor
Data Pre-processor mainly collects the incoming data from a
network and process those data for the next stages and make
a record called “Activity Records”.
4.1.2 Detection Model
Detection Model content packet inspection technique used to
find out the incoming traffic is malicious or not.
4.1.3 Detection Engine
Detection Engine mainly receives the traffic from Data Preprocessor and also combined the network traffic with Detection
Model’s packet inspection technique. With the help of packet
inspection technique, the Detection Engine detects that the
passing traffic is malicious or not. If Detection Engine finds any
malicious or suspicious activity in traffic, it used to send the
Alert immediately to the Decision Engine.

Fig. 2. Components of IDS

4.1.4 Decision Table
Decision Table generally helps the Decision Engine to take the
decision based on the characteristics and classification of
network traffic, Decision Table creates the particular table for
respective network traffic and based on that make the decision
and then send the decision to Decision Engine.
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4.1.5 Decision Engine
Decision Engine mainly takes the final decision on traffic that
the traffic is malicious or not based on the Alert from Detection
Engine and Decision Table’s data. Decision Engine produces
the Response or Report for network data.
4.2 Functions of IDS
An Intrusion Detection System (IDS) has several different
functionalities. Some of those discussed below.
4.2.1 Monitoring System
Basic task or job of an Intrusion Detection System is
Monitoring as well as Analyzing the network data of a system.
4.2.2 Recording Data
Intrusion Detection Systems used to record all the incoming
network data or packets for future reference as well as for
providing better service.
4.2.3 Identifying All Attacks
Primary task of an Intrusion Detection System (IDS) is identify
all the malicious as well as suspicious activity of that particular
network.
4.2.4 Notifying Network Administrator
If an Intrusion Detection System identifies a threat or any
malicious activity over the network, it immediately used to give
notification or alert to the Network Administrator. So, that
Network Administrator can work on that.

Fig. 3. illustration of Host Intrusion Detection System [16]

4.3.2 Network Intrusion Detection System
Network Intrusion Detection System (NIDS) mainly used to
implement in planned point in the network for monitoring and
analyzing the incoming traffic of that particular network. NIDS
used to examine all the passing traffic of that planned point of
the network where NIDS have been implemented. NIDS
monitors network traffic for particular network segments or
devices and analyses the network and application protocol
activity to identify suspicious activity [18]. Any malicious or
suspicious behavior used to detect in that network, NIDS
immediately used to inform the Network Administrator.

4.2.5 Providing Reports
Lastly, every good Intrusion Detection System (IDS) used to
provide a report to the Network Administrator regarding the
monitoring and analyzing the process of Intrusion Detection
System by daily, weekly, monthly and yearly.
4.3 Types of IDS
4.3.1 Host Intrusion Detection System
Host Intrusion Detection System used to implement in hosts
devices. And, HIDS mainly used to monitor the device’s file
system, operating system’s files and, cloud storage’s file
system, etc. The role of a Host Intrusion Detection System is
passive, only gathering, identifying, logging, and alerting [16].
HIDS mainly used to examine the incoming as well as
outgoing packets of a device in a network or a cloud storage
node of a network. It takes a snapshot of existing system files
and compares it with the previous snapshot, If the analytical
system files were edited or deleted, an alert is sent to the
administrator to investigate [17].

Fig. 4. illustration of Network Intrusion Detection System [16]

NIDS used to implement sensor in the network, though mainly
used to report for Minor malicious activity whereas, any bigger
malicious or suspicious activity used to detect by the NIDS in
that system.
4.4 Detection Method of IDS
4.4.1 Signature-based Method
Signature-based IDS mainly used to store the databases of
vulnerable attack patterns and by matching those vulnerable
different attack patterns with suspicious network packet in realtime, it used to detect the malicious network data. Signaturebased IDS also known as Definition-based IDS. Signaturebased IDS examine and match the number of 0’s and 1’s is
present in the network traffic and based on that tried to find the
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same pattern in the vulnerable attacks. For that reason, this
method called Signature-based IDS.
4.4.2 Anomaly-based Method
Anomaly-based IDS mainly used for detect new attacks
because day by day, old attacks used to make some minor
changes and used in the same way to cause damage in a
network in the form of a new attack. Those kinds of unknown
attacks are detected by Anomaly-based IDS.

5 PACKET INSPECTION TECHNIQUES
Packet Inspection Techniques are useful in terms of Network
Traffic Classification and Identification. Three types of
commonly used packet inspection techniques are there, they
are Shallow Packet Inspection, Medium Packet Inspection
and, Deep Packet Inspection. Usually, packet inspection is
based on the headers of the network and/or transport layers
[19]. Out of those three packet inspection techniques, Deep
Packet Inspection is the only packet inspection technique that
used to inspect the payload of the packet, as usual, the
header of the packet also. Deep Packet Inspection can
perform the task in all the seven layers of Open System
Interconnection (OSI) model. Except, Deep Packet Inspection,
rest of the two techniques Shallow Packet Inspection and
Medium Packet Inspection neither check the payload of the
packet nor able to work in all the layers of Open System
Interconnection (OSI) model. Moreover, it is good to say that,
SPI and MPI are the examples of static packet filtering
technique whereas DPI is the example of dynamic packet
filtering technique. This section will about those three packet
inspection techniques briefly.
5.1 Shallow Packet Inspection (SPI)
Shallow Packet Inspection is one type of packet inspection
technique that mainly perform the inspection on the network
packet’s header for packet routing, detection of the suspicious
or malicious packet and statistical analysis. SPI can perform
the inspection at the maximum number of data packets at a
time and, it able to handle the large volume of data packets at
a time also. SPI used to take care of the privacy of the
incoming data packet, it never discloses the contents of data
packets [20]. Shallow Packet Inspection is the light-weight
type packet inspection technique among all the three packets
inspection techniques. Shallow packet inspection works under
the assumption that network attacks behave essentially
differently than normal data flows [21]. One of the first
methods for inspecting data flows was based on the
information contained within the packet headers, more
specifically the IP addresses as well as the ports of the
corresponding network applications [22]. Shallow Packet
Inspection mainly used to detect the source IP address,
destination IP address, source port number, destination port
number and the name of the protocol of an incoming data
packet. And, by having the port number of a data packet, SPI
used to identify the name of the application. After detecting the
Application name from real-time traffic, SPI used to match the
Application name with Internet Assigned Numbers Authority’s
(IANA) assigned Application name of that particular port. If
both the application name got matched that time SPI decide
that incoming traffic is safe and secure otherwise, SPI decides
that the data packet is malicious or affected by the third-party.
previously port numbers were unchangeable or static but,
nowadays, randomly port numbers can be changed and
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dynamic port numbers are in use, for that reason in presenttime Shallow Packet Inspection is not useful because all the
time it didn’t show the accurate result. Moreover, Shallow
Packet Inspection only can perform the job of packet
inspection in the Data Link and Physical layer of Open System
Interconnection (OSI) model. So, those are the reasons for
that, Shallow Packet Inspection is a no more useful technique
for inspecting traffic in present time.
5.2 Medium Packet Inspection (MPI)
Based on the intermediary nodes called middle-boxes, which
are placed throughout the network, medium packet inspection
is achieved with the help of dedicated applications running on
these devices capable of sniffing header information as well as
some parts of the data payload [22]. With the help of middleboxes or nodes on the network, Medium Packet Inspection
used to monitor and analyze the incoming and outgoing data
packets from those middle-boxes or nodes. Medium Packet
Inspection worked like a gateway between end-user’s
computers and Internet Service Provider. Medium Packet
Inspection can be used for government surveillance. Medium
Packet Inspection only can perform the job of packet
inspection in Transport, Network, Data Link and Physical layer
of Open System Interconnection (OSI) model. By using
Medium Packet Inspection, network administrators mainly
used to restrict the users of a network to download or fetch
malicious videos, images, mp3, etc over the Internet.
5.3 Deep Packet Inspection (DPI)
Deep Packet Inspection is a newest and useful real-time
packet inspection technology that used to monitor as well as
analyze the data packet’s header and payload at the same
time on a data packet. Deep Packet Inspection (DPI)
technologies are intended to allow network operators precisely
to identify the origin and content of each packet of data that
passes through the networking hubs [2]. Deep Packet
Inspection mainly used by Internet Service Providers for
analyzing High- speed network traffic for Government
surveillance as well as for protecting the end-user from the
malicious activity. The data packets are inspected for specific
protocol signatures to identify the originating network
applications [22]. DPI able to detect protocols and applications
using three methods and they are Port Detection, Signature
Detection and Heuristics Detection. In most applications, DPI
uses Signature Detection approach for signature matching
through automaton-based pattern matching. DPI uses two
approaches to collect data packets, and they are Port
Mirroring and Optical Splitter. Deep Packet Inspection can
perform the task of monitoring all the layers of Open System
Interconnection (OSI) model, that’s a huge advantage of Deep
Packet Inspection over Shallow Packet Inspection and
Medium Packet Inspection. In contrast to other techniques,
such as Stateful Packet Inspection where only the headers of
the packets are inspected, through DPI the entire content of
the packet is inspected and read [23]. Deep Packet Inspection
can inspect the header of data packet as well as the payload
of data packet and this characteristic overcome the drawback
of Shallow Packet Inspection and Medium Packet Inspection,
for that reason Deep Packet Inspection accuracy rate of
detecting malicious activity is higher than Shallow Packet
Inspection and Medium Packet Inspection because DPI used
to perform the job of content inspection.
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5.4 Comparison between packet inspection techniques
Traditional packet forwarding systems like Shallow Packet
Inspection (SPI), Medium Packet Inspection (MPI) can’t
perform the detection on the payload of a packet but, Deep
Packet Inspection (DPI) can perform the inspection on a
packet’s payload itself. In the below, shown an IPv4 packet for
example to show the domain of SPI, MPI and, DPI. Shallow
packet inspection cannot provide the same refined/detailed
traffic assessments as DPI, it is much better at handling a
large volume than DPI [20]. SPI can inspect a large volume of
traffic at a time but, DPI can’t monitor huge traffic at a time.
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6 CONCLUSION AND FUTURE WORK
This research work proposed an overview of commonly used
packet inspection techniques though mainly used in Intrusion
Detection Systems (IDS). In this paper, describe the Aim and
Objective of this research-work with a massive Literature
Survey cum Related Work in Section II and III respectively. In
this paper, discuss all the three commonly used packet
inspection techniques and, they are Shallow Packet Inspection
(SPI), Medium Packet Inspection (MPI) and, Deep Packet
Inspection (DPI). Moreover, presented and described Intrusion
Detection System (IDS) and its components, functions, types
and detection methods. In future, planning to produce some of
the deeper working aspect of those three-packet inspection
techniques as well as going to include brief discussion on
newly on-going research- oriented packet inspection
techniques though mainly useful for network traffic
identification and classification. Apart from that, planning to
describe their effectiveness to detect vulnerable anomalies on
the Internet in real-time.
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