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Elliptic Curve Cryptosystem Based On Second
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Abstract: Elliptic Curve Cryptography is a cryptography based on the algebraic structure of elliptic curves over finite fields. The security of Elliptic
Curve Cryptography depends on discrete logarithms that is much more difficult to challenge at equivalent key lengths. Lucas sequence is a
sequence that satisfies the recurrence relation and is very useful for fast and reliable primality testing. Therefore, a cryptosystem had been
developed which is analogous to Elliptic Curve Cryptosystem, and is based on second order Lucas sequence. This cryptosystem will be tested by
using chosen plaintext attack. The chosen plaintext attack is one of the homomorphic attacks. It is a consequence of the multiplication structure
and based on homomorphic nature. Thus, this paper reports a way the chosen plaintext attack succeed in Elliptic Curve Cryptosystem based on
second order Lucas sequence.
Index Terms: ciphertext, decryption, elliptic curve, encryption, keys, Lucas sequence, plaintext.
——————————  ——————————

1. INTRODUCTION
DIFFIE and Hellman [1] introduced the concept of public key
cryptography, an encryption scheme that used a pair of
cryptographic keys, a public encryption key and a private
decryption key. Public key can be freely shared, allowing users
to encrypt their messages and verify their digital signature
easily and conveniently. However, private key must be kept
secret and only the owner can use it to decrypt the ciphertext
and create the digital signature. El-Gamal [2] proposed a
signature scheme based on Diffie-Hellman Key exchange
method, currently, referred as El-Gamal cryptosystem. The
security of this cryptosystem was based on discrete logarithm
problem. In the same year, Koblitz [3] and Miller [4]
independently proposed the public key cryptosystem using
elliptic curve group over finite field, which is now known as
elliptic curve cryptography. The security of the elliptic curve
cryptography depends on the ability to compute a point
multiplication and the inability of the attacker to calculate the
multiplicand using the given original and product points. The
size of elliptic curve determines the difficulty of the problem.
Hakerson, Menezes and Vanstone [5] found a more efficient
variation where the elliptic curve was used for "masking" and,
plaintexts and ciphertexts are allowed to be arbitrary ordered

pairs of elements. Now referred as Menezes-Vanstone Elliptic
Curve Cryptosystem (MVECC), it yields a message expansion
factor of two, the same as in the original El-Gamal
Cryptosystem. Lucas sequence is certain constant-recursive
integer sequence that satisfy the recurrence relation.
Previously, Lucas sequence were used to construct the
cryptosystem in order to increase the security or efficiency due
to these recurrence characteristics. Accordingly, Smith and
Skinner [6] proposed LUCELG cryptosystems constructed by
incorporating the Lucas sequences and is analogous with
Diffie-Hellman and El-Gamal cryptosystem to increase their
efficiency. Based on the characteristic of the Lucas
sequences, Smith and Lennon [7] proposed LUC
cryptosystem, Said and John [8] proposed LUC3, and Wong,
Said, Atan, and Ural [9] proposed LUC4,6 ,which are also
analogous to the RSA cryptosystem had been developed to
increase the security of cryptography. Therefore, a
cryptosystem which is analogous to elliptic curve cryptosystem
and based on Luas sequence had been selected to test its
security. Recently, a lot of research regarding the security
analysis in Lucas based cryptosystem had been done [10],
[11], [12], [13], [14], [15], [16]. Among the all attacks, the
chosen plaintext will be selected to analyze the selected
cryptosystem.
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2 PRELIMINARIES
2.1 Lucas Sequence
A second order linear recurrence of Lucas sequence is a
sequence of integers Vk defined by

Vk ( P,1)  PVk 1 ( P,1)  Vk  2 ( P,1)

(1)

with initial values V0  2 and V1  P . In addition, P is
coefficient quadratic polynomial,
x2  Px  1  0 .

(2)

The composite of Lucas sequence can be define as

Vhk ( P,1)  Vh (Vk ( P,1),1) .

(3)

From the composite of Lucas sequence, an inverse
operation can be formulated. Consider hk  1mod  (n) , that is
hk  a (n)  1 for some integer a , and  (n) is Euler function.
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Then, the inverse of Lucas sequence is able to be defined as
(4)
Vhk ( P,1)  P mod n .
These composite and inverse of Lucas sequence are used
to prove the process of decryption can recover original
plaintext.
2.2 Elliptic Curve
Let Fp denote a finite field of characteristic p , then an elliptic
curve E defined over Fp is given by an equation

y 2  x3  ax  b ,

(5)

where a, b  Fp and 4a  27b  0 . For every field H
3

2

containing Fp one considers the set





E ( H ) : ( x, y)  H  H y 2  x3  (ax)2  b  {} .

(6)

3 THE CRYPTOSYSTEM
In the system, a general group G will be defined based on
elliptic curve, and the order of the group G , n is the modulus
of system which is a large prime number.
3.1 Process of Encryption
Let R be an element of G which is known for sender and
receiver only. The sender chooses a secret number, a  G .
The receiver chooses a secret number, b  G and generates
the public key, Q  bR  G .
To encrypt the plaintext, m , the sender computes
(7)
c1  aR,
and
c2  VaQ (m,1) mod n,

(8)

where VaQ (m,1) is the second order of Lucas sequence which
defined in (1). The sender will send (c1 , c2 ) to receiver.
3.2 Process of Decryption
This process is based on the concept of inverse of recurrence.
Therefore, the receiver must compute the decryption key, d
before decrypt the ciphertext. In order to get the decryption
key, the receiver must compute
(9)
e  b  c1 .
Then, the receiver compute


 c 2  4 
d  e1 mod  n   2
  ,

 n 
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Practically, the receiver use the ciphertext, c2 to compute
the Legendre symbol. Therefore, the quadratic polynomial,
g ( x)  x 2  c2 x  1 ,
(12)
must be the same type of the quadratic polynomial,
f ( x)  x 2  mx  1 ,

(13)

 c 2  4   m2  4 
So that, the Legendre symbol  2

 . In order
 n   n 
to ensure the quadratic polynomial, g ( x) is same type of the
quadratic polynomial, f ( x) , the value of a  G , b  G , and
R  G must be relatively prime to n  1 and n 1 . Thus, the
original plaintext will be recover correctly by receiver.
3.3 An Example
Supposed that an elliptic curve cryptosystem using
y 2  x 3  13x  21 ,

(14)

with the modulus n  1993 .
The sender and receiver choose a number R  7 , secret
number for sender, a  13 , secret number for receiver, b  17 .
Then, the public key is Q  7 17  119 .
Now,

the

sender

wants

to

send

a

message,

m  ( x, y)  (20,91) to receiver, where (20,91) is a point on
elliptic curve which define in (14). Therefore, receiver
computes

c1  13  7  91,

c2  V13119 (20,1) mod1993  1545,

(15)

c3  V13119 (91,1) mod1993  1845.
and sends (91,1545,1825) to receiver.
When receiver receipt the ciphertext, receiver will computes
Lengendre Symbol:

 15452  4 

  1,
 1993 
 18252  4 

  1
 1993 

(16)

Encryption key:

e  9117  1547

(17)

Decryption key:
(10)

c 2 4
where  2
 is Legendre symbol.
 n 
Finally, the original plaintext can be recovered by computing

Vd (c2 ,1)  Ve1 (c2 ,1) mod n

d x  1547 1  1481mod1994,
d y  1547 1  1481mod1994.

(18)

Finally, receiver is able to recover the original plaintext by
computes

x  Vd x (c2 ,1)  V1484 (1545,1)  20 mod1993,
y  Vd y (c3 ,1)  V1484 (1825,1)  91mod1993.

(20)

 V( bc )1 (c2 ,1) mod n
1

4 THE ATTACK

 V( baR )1 (c2 ,1) mod n
 V( baR )1 (VaQ (m,1),1) mod n
 V( baR )1 (VabR ( m,1),1) mod n
 V1 (m,1) mod n
 m mod n

(11)

The chosen plaintext attack is one of the homomorphic
attacks. It is a consequence of the multiplication structure and
based on homomorphic nature. The attack can proceed as
follows. Cryptanalyst chooses a random number k and
encrypt the set of plaintext mi to be the faulty plaintext mi ' .
Then, the cryptanalyst ask the sender to decrypt the faulty
1194
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plaintext mi ' to be the faulty signature

si ' . Finally,

cryptanalyst can get the signature si by using the extended
Euclidean algorithm. Naturally, homomorphic attacks need two
set of plaintext, m1,i and m2,i , which

k (m1,i  m2,i )  k (m1,i )  k (m2,i ).

Wong [17] also used this attack on the LUC4,6 cryptosystem.
However, in the results shows that the chosen plaintext attack
failed to attack the LUC4,6 cryptosystem. In this paper, a
modification had been made for chosen plaintext attack. For
this situation, Euclidean algorithm was not used to get the
signature. The cryptanalyst modified the public key and ask
the sender to use this modified public key in order to generate
the decryption key and decrypt the plaintext. Applying on this
cryptosystem, let R be an element of G which is known for
sender and receiver only. The sender chooses a secret
number, a  G . The receiver chooses a secret number, b  G
and generates the public key, Q  bR  R . Suppose that m be
the plaintext, e be the encryption key, and s be the signature,
where
(23)
e  aQ ,





(24)

 m2  4  
  .
 n 

with d  e1 mod  n  

The attack goes as follow:
Step 1: The cryptanalyst chooses an integer, k  G and
gcd(k , Q)  1 .
Step 2: The cryptanalyst computes the modified public key,
Q '  kQ .
Step 3: The cryptanalyst asks the sender to decrypt the
original plaintexts, m with the modified public key, Q ' .
Therefore, the cryptanalyst will get the signature, e ' and
modified signature, s ' , where
(25)
e '  aQ ' ,


 m2  4  
d '  (e ') 1 mod  n  
  ,

 n 


(26)

and

s '  Vd ' (m,1) mod n .

public key before decryption to avoid any attack from similar
forms of chosen plaintext attack.
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(21)

However, Bleichenbacher, Joyce and Quisquater (1997)
showed one chosen plaintext, mi can be used to make a
successful attack on RSA-type cryptosystem, which describe
by
(22)
k  l  (mi )  k  (mi )  l  (mi ).

and
s  Vd (m,1)  V( abR )1 (m,1) mod n ,

ISSN 2277-8616

(27)

Step 4: The cryptanalyst will be able to get the signature by
computing
s  Vk ( s ',1)  Vk (Vd ' (m,1),1)  Vkd ' ( m,1)
(27)
 Vk ( abkR )1 (m,1)  V( abR )1 (m,1).

5 CONCLUSION
Results show that the cryptanalyst able to get the signature
without knowing the secret number, a , b , and R , providing
that the sender decrypts the plaintext with a modified public
key. Thus, the result suggested that the sender must check the
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