INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 8, ISSUE 11, NOVEMBER 2019

ISSN 2277-8616

Enhancing Security Of El Gamal Encryption
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Abstract: The credit card number can be secured by hiding the original data to a ciphertext. Different methods of enciphering can be used but some of
those are prone to any brute force attack especially those that have been used by many. This paper proposes to hybrid the El Gamal encryption scheme
with RSA and chaos algorithm. The authenticity of the system and its speed has been tested to prove the efficiency of the new system.
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1.

INTRODUCTION

Electronic Commerce or E-Commerce is the buying and
selling of products and services using Information and
Communications Technology (ICT). It includes order
accepting, order evaluating, supplying of order, billing and
money transfer [1].E-Commerce is an outcome of globalization
and technology outbreak of the 21st century. The growing of
technology contributes to the fast-changing lifestyle of the
people[2]. Shopping over the internet became an alternative to
shopping at a physical store[3]. Shopping on the internet has a
number of advantageous reasons why one should buy on ecommerce websites. This includes convenience, timeliness,
and broad range of varieties, lesser effort and the purchase of
products from overseas. These reasons make the general
public to use the new trend: E-Commerce, in buying and
selling of products as well as services [4]. As all good things
have their drawbacks, E-Commerce also has its
disadvantages. Security issues may pose a threat to
consumers who purchase on E-Commerce websites[5]. The
authenticity of the website is also a risk on the consumer's
part. The products displayed on the website might not be the
actual merchandise to be given when sold. These
uncertainties must be considered whenever shopping
online[6].

In an online transaction, cashless payment is the most
common scenario [5]. The credit card replaces the use of
cash. Although credit cards are designed to rely on physical
signatures for authentication, this mechanism is rendered
useless in e-commerce. The security features of a credit card
become useless whenever it is used in an e-commerce
application. Any person who has the knowledge to a credit
card number and its expiration date can buy anything over the
Internet. Credit card fraud is considered a cybercrime but no
specific section in RA 10175 or the Cybercrime Prevention Act
of 2012 of the Philippines focuses on this matter. There is a
need for a combination of legislation and technical solutions to
secure the privacy of consumers globally[7]. Although the El
Gamal encryption scheme has been a well-known aid in data
security issues, it has its own deficiencies [8][9][10].This paper
intends to solve the technical problem of credit card fraud. This
paper proposes to solve or to help solve the problem
regarding the security in E-Commerce by introducing an
encryption scheme into the process of E-Commerce. The
encryption scheme to be used in fortifying the security of ECommerce is the El Gamal encryption scheme to be highbred
with RSA and Chaos algorithm.

2 RELATED LITERATURE
The parent cryptosystems must be review to analyze their
algorithm. El Gamal cryptosystem, RSA cryptosystem, and
Chaos algorithm are taken into consideration.
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2.1. El Gamal Cryptosystem
El Gamal proposed a public-key cryptosystem in 1985. The El
Gamal algorithm is mostly used for both encryption/decryption
and digital signatures. The security of the El Gamal scheme
uses on the difficulty of calculating the discrete logarithms over
GF(p) where the variable p is a large prime[11]. To describe
the El Gamal system, choose a prime number p and two
random numbers, g, and x, with a relation g < p and x < p,
where x is a private key. The random number g is a primitive
root modulo p. The public key is defined by y, g, and p. Then
calculate
y = gx (mod p). To encrypt the message m, 0 < m < p−1, first
pick a random number k such that gcd(k, p−1) = 1. The
encrypted message can be taken as the pair (r, s) as follows:
r = gk (mod p)
s = (yk m (mod p)) (m (mod p−1))

(1)
(2)
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4.
To decrypt the value of m, divide s by rx such that s/rx = m
(mod p − 1). To put a signature on a given message m, first
choose a random number k in a condition that gcd (k, p − 1) =
1, and compute m = xr + ks (mod p − 1) in the method of
extended Euclidean algorithm to solve (Rhee, 2003).
2.2 RSA Cryptosystem
Rivest, Shamir, and Adleman have introduced the RSA
cryptosystem which was first publicly known as a public-key
cryptosystem [12].
The RSA algorithm can be described as follows:
(i) Key generation.
a. Choose two large prime numbers p1 and p2.
b. Compute n = p.q.
c. Randomly chooses a number e smaller than n, such that e
and < P(ri) are relatively prime, where <P(n) = (p1-1)( p2-1).
Compute d such that ed=l(mod e<P(ri)). Then (n,e) are
announced as the public key and d is kept secret.
(ii) Encryption.
The sender computes C=Me mod n. And C is the encrypted
message.
2.3. Chaos Algorithm
Chaos Algorithm proposes the use of Random number
generators (RNG) in determining the keys on a
cryptosystem[10]. Random number generators in key
generation create a phenomenon called avalanche effect.
Avalanche effect is so-called avalanche because a slight
change in the keys will change the whole entity of the
ciphertext. Chaos algorithm is used in systems where
encryption/decryption speed is necessary[13].

5.
6.
7.
8.
9.
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Choose a random number e, such that gcd(e, φ(n)) =
1
Generate the decryption key d by using the Euclidean
algorithm
Choose a private key x; such that x < p
Choose 6 random keys.
Generate yn; yn = gnx(mod p)
Generate a number k, such that gcd(k , p-1) = 1.

For Encryption
1. Input the data to be encrypted.
2. Generate r; rn = gnk (mod p).
3. Generate b; b = (m)(d).
4. Generate for s; sn = (ynk (mod p)) (bn).
For Decryption
1. Input the keys p, x, e, (r1, s1), (r2, s2), (r3, s3), (r4, s4),
(r5, s5), (r6, s6).
2. Generate the decryption key d by using the Euclidean
algorithm

3. Generate bn; bn =
4. Generated mn; mn = bn/d.
3.2 Cryptographic Block Diagram

2.4. RSA and El Gamal
The RSA cryptosystem depends on the IFP or Integer
factorization problem[14] and the El Gamal cryptosystem
depends on the DLP or Discrete logarithm problem[13][15].
The addition of these two cryptosystems gives additional
difficulties in the processing of data being encrypted.

3. METHODOLOGY
Suppose Alice is a customer on an e-commerce website. She
wants to purchase an item on the website. To make a valid
transaction, Alice needs to send her Credit card number to
Bob who is a vendor on that e-commerce website. Inputting
such data like the Credit card number to the internet is a risky
act. Eve, the hacker, can acquire Alice’s Credit card number
easily if the data inputted by Alice is not secure. In order to
solve this problem, we will introduce an encryption scheme
that will secure the Credit card number inputted by Alice, so
that it will be protected from Eve’s unauthorized access but will
be accessible only to the desired receiver which is Bob.
Suppose 2 3 8 9 7 6 is the Credit card number of Alice. The Ecommerce website must contain the following processes in
order to protect its customer’s data.

Figure 1. Proposed Cryptosystem for Encryption

3.1 Cryptographic Algorithm
For Key Generation
1. Choose a prime number p, such that p > 10.
2. Generate the next prime number q, such that q > p.
3. Generate φ(n) ; φ(n) = (p-1)(q-1).
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encryption
Keys p, x, and e will be sent to Bob for decryption.
3.3.B Encryption
Step1: Input the data to be encrypted.
m1 = 2;
m2 = 3;
m3 = 8;
m4 = 9;
m5 = 7;
m6 = 6;
Step2: Generate r; rn = gnk (mod p).
r1=g1k(modp)
=33(mod11)
=5
r4=g4k(modp)
=43(mod11)
=9

Figure 2. Proposed Cryptosystem for Decryption
3.3 Algorithm Implementation
3.3.A Key Generation
Step1: Choose a prime number p, such that p > 10.
p = 11
Step2: Generate the next prime number q, such that q > p.
q = 13
Step3: Generate φ(n) ; φ(n) = (p-1)(q-1).
φ(n) = (11-1)(13-1)
φ(n) = (10)(12)
φ(n) = 120
Step4: Choose a random number e, such that gcd(e, φ(n)) = 1
e = 7, gcd (7, 120) = 1, they are coprime
e=7
Step5: Generate the decryption key d by using Euclidean
algorithm
e=7
d = 103
Step6: Choose a private key x; such that x < p
x=6
Step7: Choose 6 random keys.
Denoted as g1, g2, g3, g4, g5, and g6
g1 = 3;
g4 = 4;
g2 = 5;
g5
=
6;
g3 = 7;
g6 = 8;
Step8: Generate yn; yn = gnx(mod p)
y1=g1x(mod11)
=36(mod11)
=3

y2=g2x(mod11)
=56(mod11)
=5

y3=g3x(mod11)
=76(mod11)
=4

y4=g4x(mod 1)
=46(mod11)
=4

y5=g5x(mod11)
=66(mod11)
=5

y6=g6x(mod11)
=86(mod 11)
=3

Step9: Generate a number a, such that gcd(k , p-1) = 1.
p = 11
p-1 = 10
k = 3; gcd(3 , 10) = 1
k=3
Thus public and private keys have been generated.
Keys p, k, e, d, y1, y2, y3, y4, y5, and y6 will be used for

r2=g2k(modp)
=53(mod11)
=4
r5=g5k(modp)
=63(mod11)
=7

r3=g3k(modp)
=73(mod11)
=2
r6=g6k(modp)
=83(mod11)
=6

Step3: Generate b; b = (m)(d).
b1= (m1)(d)
= (2)(103)
= (206)

b2 = (m2)(d)
= (3)(103)
= (309)

b3= (m3)(d)
= (8)(103)
= (824)

b4= (m4)(d)
= (9)(103)
= (927)

b5 = (m5)(d)
= (7)(103)
= (721)

b6= (m6)(d)
= (6)(103)
= (618)

Step4: Generate for s; sn = (ynk (mod p)) (bn).
s1=(y1k(modp)) (b1)
s2=(y2k(modp)) (b2)
3
=(3 (mod11))(206)
=(53(mod11))(309)
= (5) (206)
= (4) (309)
= 1030
= 1236
s3=(y3k(modp)) (b3)
=(43(mod11))(824)
= (9) (824)
= 7416

s4=(y4k(modp)) (b4)
=(43(mod11))(927)
= (9) (927)
= 8343

s5=(y5k(modp)) (b5)
=(53(mod11))(721)
= (4) (721)
= 2884

s6=(y6k(modp)) (b6)
=(33(mod11))(618)
= (5) (618)
= 3090

The cipher text shall be generated σn = rn, sn
σ1 = 5, 1030
σ2 = 4, 1236
σ3 = 2, 7416
σ4 = 9, 8343
σ5 = 7, 2884
σ6 = 6, 3090
These cipher text will be sent to Bob through the internet.
3.3.C. Decryption
Now Bob has received the ciphertext sent by Alice. We will try
to decode the encrypted data from the Ciphertext using the
decryption keys sent earlier.
Step1: Input the keys p, x, e, (r1, s1), (r2, s2), (r3, s3), (r4, s4), (r5,
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s5), (r6, s6).
Figure 3. Runtime during encryption of the proposed system.
Step2: Generate the decryption key d by using the Euclidean
algorithm
e=7
d = 103

Figure 4 shows the runtime of the proposed cryptosystem
during decryption.

Step3: Generate bn;

Figure 4. Runtime during encryption of the proposed system.
Figure 5 shows the runtime of the El Gamal cryptosystem
during encryption.

Figure 5. The runtime of the El Gamal cryptosystem during
encryption.

Step4: Generated mn; mn = bn/d.
m1 = b1/d
= 206/103
=2

m1 = b2/d
= 309/103
=3

m1 = b3/d
= 824/103
=8

m1 = b4/d
= 927/103
=9

m1 = b5/d
= 721/103
=7

m1 = b6/d
= 618/103
=6

Figure 6 shows the runtime of the El Gamal cryptosystem
during decryption.

Thus, the Credit Card number has been decrypted to its
original form 2 3 8 9 7 6.

4. RESULTS AND DISCUSSION
To verify the authenticity of the proposed encryption scheme,
the cryptographic algorithm is simulated using MATLAB. The
MATLAB encryption function accepts data inputs and
generates the ciphertext which is to be sent to a client. The
decryption function accepts a generated ciphertext and
transforms it into the original message. The speed of the
proposed cryptographic algorithm has also been tested. The
speed of the new algorithm has been compared to the speed
of the original RSA and El Gamal Cryptosystem. The computer
used in the study has a 64-bit Windows 10 Pro operating
system. The processor is an Intel Core i5-5200U CPU. And
has 4096MB of RAM. Figure 3 shows the runtime of the
proposed cryptosystem during encryption.

Figure 6. The runtime of the El Gamal cryptosystem during
decryption
Figure 7 shows the runtime of the RSA cryptosystem during
encryption.

Figure7. The runtime of the RSA cryptosystem during
encryption.
Figure 8 shows the runtime of the RSA cryptosystem during
decryption.
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Figure 8 Runtime of the RSA cryptosystem during decryption
Self-time is the time spent in a function excluding the time
spent in its child functions. Child functions are the functions
used in the test of the cryptosystem, is prime, gcd and primes
are some examples. The total time is the overall time that the
cryptosystem spent in executing.

[11]

[12]
Table 1 Comparison between the proposed cryptosystem, El
Gamal, and RSA.
Cryptosystem

Encryption

Decryption

Proposed

0.060s

0.005s

El Gamal

0.013s

0.003s

RSA

0.009s

0.009s

[13]
[14]

5. CONCLUSION
The tests have proved that the algorithm of the new
cryptosystem is more secure than its parent cryptosystems
(RSA and El Gamal). But the speed of the new system is
slightly slower than its parents. The RSA algorithm can be
slower depending on the chosen encryption key. Overall the
new cryptosystem is found efficient to use in credit card
number encryption.
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