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Hybrid Sharp Frequency Contourlet Transform
Based Highly Secured Image Watermarking
Scheme For Copyright Protection
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Abstract: A highly secured and robust image watermarking scheme using sharp frequency-based contourlet transform (SFCT) for grayscale images is
proposed in this work. At first, the host images are decomposed by the SFCT where the features having low-frequency coefficients are extracted. The
extracted features are further analyzed by the score matrix from the principal components analysis (PCA). The singular value decomposition (SVD) is
used to extract the singular values from the score matrix. The Arnold transform is used for the similar processing the watermark after being scrambled.
Finally, the resultant lower-dimensional SFCT-PCA-SVD features from the watermark images. These techniques are evaluated by calculating
assessment parameters and various image processing attacks. The parameters such as Normalized Cross-Correlation (NCC), Structural Similarity Index
(SSIM) and Peak Signal to Noise Ratio (PSNR) values are compared with existing systems. These evaluation results show that the proposed new
SFCT-PCA-SVD outperforms than the existing systems will give secured and robustness over the various image processing attacks.
Index Terms: Digital Image Watermarking, Principal Components Analysis, Arnold Transforms, Stir mark benchmarks, Singular value decomposition,
and Sharp frequency contourlet transforms.
——————————  ——————————

1. INTRODUCTION
Nowadays, recent trends and advancement in technology the
multimedia productions and their distributions are always
performed in digital form. The major important features of this
digital form are copying the images without any loss in its
quality. The copying the images is not good for multimedia
industries. In order to product their output images, the
watermarking schemes are produced to overcome the
unauthorized images. The applications of this digital
watermarking schemes can be extended to the following areas
such as copy, authentications, copyright productions,
ownership identifications, applications in medical fields and
secure communications in military and navigation systems.
The ownership information is watermark image which is
embedded into the original data/images without loss of the
quality and make the data/images as robust using some digital
operations [1]. The digital watermarking schemes have divided
into main procedures/process.
1. Embedding Process: The owner’s information is embedded
with the original data/images for transmission.
2. Detection Process: The owner’s information and watermark
are separated at the receiver side.
The digital watermarking schemes are classified into the two
major categories. They are Spatial domain techniques and
Transform domain techniques. These schemes have been
widely implemented by using discrete wavelet transform
(DWT), Discrete Cosine Transform (DCT) and Discrete Fourier
Transform (DFT). In general, the DWT method is used for this
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digital watermarking scheme. This scheme is having some
good properties like human visual modeling, multi-resolution
representation and time-frequency localization. In two
dimensional images, the wavelets are lacks in the directional
property. This property is very much important in the efficient
computational representation of the images. Security,
Capacity, Imperceptibility, and Robustness are the most
important requirements of the digital watermarking schemes.
The robustness is defined as the ability of the digital
watermarking schemes to protecting the watermark from the
several and possible attacks based on the different
applications. This robustness is measured by Normalized
Correlation quantity in which the range always lies between
the values from zero to one. The second feature is that the
capacity defined as the amount of all the information’s which is
embedded in the cover work. The term imperceptibility is
measured by the feature of peak signal to noise ratio. For a
good image, the PSNR value should be high. In order to
overcome this directional property by using the contourlet
transform (CT) is introduced by D0 and Viterbi algorithm. This
transform is a non-separable 2D transform and combination of
laplacian pyramid and directional filter banks (DFB). This
paper presents a new digital watermarking schemes SFCTPCA-SVD hybrid structure using scalable images as a
watermark for transmission. This proposed scheme needs to
follow the highly secured and robustness criteria to minimize
the time complexity of all the systems. The scrambled
watermark is obtained by applying the Arnold Transform. The
results are an improved NC and SSIM values thereby it will
maintain the high perceptibility. The rest of the paper is
discussed as follows, section 2 presents the general
description and preliminaries about the SFCT, SVD and ADbased hybrid structure. The proposed scheme and its
algorithm are explained in section 3. Section 4 discussed the
experiment results and their comparison. Finally, the paper
was concluded in the section 5.

2 RELATED WORK
In this paper, the author [2] are using chaotic encryption for a
digital image watermarking techniques. This algorithm is more
suitable for the color and grayscale images. at first, the
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host/original image is divided into several 8 x 8 blocks for
applying the Discrete Cosine Transform. The watermarking
image is get embedded with the original image for encryptions
by calculating the modifying distance between the coefficients
of DCT algorithm. After this encryption process, the Arnold
transform is used to increase the robustness of the image. The
major disadvantage of this work is that key values is increased
more than 255, then the cross correlation and structural
similarity index values are decreased. In this research work,
the author [3-4] have proposed fractal encoding technique
based DCT algorithm for an image watermarking. This method
is comprising the fractal encoding and DCT method together
as a double encryption for improving the security and
robustness of an image at several attacks. At first, fractal
encoding is used to encode the private images with the private
sales. After the watermarking scheme, DCT algorithm is used
to reversibly to embedded the watermark image with original
image. The major disadvantage of this algorithm is even
though the watermarking scheme is efficient, this algorithm is
not providing a good PSNR for the image. This algorithm is not
gives a good quality images. The proposed blind dual
watermarking schemes [5] for a color images. in this scheme,
first the watermark is embedded with original image by using
the Discrete Wavelet Transforms. After, the encryption, fragile
watermarking is applied based on the improved Least
Significant Bits (LSB) of a replaced by the RGB components.
The authenticity is checked in both end verified blindly without
host image and the original watermark. The issues in the
paper is that tampered areas are cannot be restored back on a
watermark image is used attack by any manipulations. The
SVD based watermarking scheme [6-7], the false positive
problem is always considered with low dependency of different
watermarking schemes in both embedding and extraction
process. After reviewing these algorithms, the equation is
given as,
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The CT method is having a combination of the laplacian
pyramid and directional filter banks. This multi-resolution
based transform can effectively capture the original images
and represent the smooth object edges of its natural images.
The filters are generally used for further transforms. But, the
main issue is non-ideal in nature. This issue will lead to the
non-localization problem in the frequency domain. These
frequency components are having a noticeable effect on the
edge representation of the images in the spatial domain. This
representation of the images is in the spatial domain only. This
representation of images will be in irregular in shape. This will
be decreasing the efficiency of the contourlet transforms by
using the smooth boundaries in that natural images. The
below figure 1 shows that the original contourlet transforms
with resulting in frequency division. At first, the laplacian
pyramid is used to perform the multiscale decomposition
matrix and then the directional filter banks are applied to each
and every pass-band channels. The sharp frequency-based
contourlet transforms coefficients are filtered at the 3 levels
from the host images. In order to overcome these problems
has been solved by introducing a multiscale decomposition in
the frequency domains. This multi-scale decomposition is used
in the contourlet transform and DFB is still used in directional
decomposition. This multiscale pyramid is having a different
pair of low pass and high pass filters at all the levels. This is a
very crucial step in reducing frequency domain aliasing of
DFB. The implementation stage is having first low pass filters
such as Li (ɷ), I = 0,1,2,3…., the aliasing components are get
canceled with each other. To achieve the directional
decomposition, the passband and stopband filters are properly
limited. Finally, the simplified reconstructed condition is that,
|Li(ɷ)|2 + |Di (ɷ)|=1. This can be achieved by using high pass
filters Di(ɷ). The down sampling rate d=1, 3/2, 2 is
implemented in this contourlet transform.

(1)
In this above equation, Σ represents the singular value of the
frequency sub band of the original image, W is the watermark
and α is the strength factor. Uw and Vw are the orthogonal
matrices are used as a secret keys for the detection process
[8]. The orthogonal matrix may include a N number of
important information about the watermarked image in the
comparison with the singular values. The major issues and the
weakness is strength factor and false positive problems by
selecting the orthogonal matrixes values. This false positive
problem, the singular values of the image solely are not
sufficient for some applications like ownership copyright
protection, authenticated data transmissions and currency
transaction tracking. In order to overcome these issues
discussed above like claim for ownership, tamper localization,
self-recovery and safety problems [9-12], the present study is
carried out to improve the robustness of the watermarking
schemes.

3 PRELIMINARIES
3.1 Sharp frequency based contourlet transform
The sharp frequency-based contourlet transform is a new type
of construction of contourlet transform. This transform is
solving the non-localization problem of the original CT method.

Figure 1. Sharp frequency based contourlet transform with
resulting frequency division
The new construction procedures produce a good image with
better localization in the frequency domain and having the
regularity in the image of the spatial domains. Its shows that
the difference between the new proposed contourlet
transforms with two levels of decomposition in it. This
watermarking scheme is having the benefits for the properties
of SFCT algorithm to choose the d values. The contourlet
transform is having both upsampling and downsampling
operations are employed. These schemes are not having a
shift-invariant property that imposes the limitations of the
existing schemes.
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3.2 Singular Value Decomposition (SVD)
The SVD techniques become a subspace analysis
mathematical tool in which is used to convert the input matrix
in the diagonal form. This technique is used to process the
image in the frequency domain to obtain the input elements.
The input/host images are represented as I, then the singular
value decomposition the equation is given as,
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(7)

(2)
Where, S is the diagonal matrix of the given input/host images,
U and V are the unitary matrixes. In general, the diagonal
matrix S is representing a singular value. This value should be
in the descending order. A simple example for SVD operation
is given as, consider the 4 x 2 matrix,

3.3 ARNOLD TRANSFORM
Arnold transform is the technique which is used for simplifying
the given data set. This method is very much useful to reduce
the dataset based on some dimensions. It will transform the
data into a principal component for further analysis which is
also a function for those variables. The PCA components are
extracted by using the MATLAB. The MATLAB mathematical
analysis is having an inbuilt function to generate the PCA
components. In digital image scrambling or watermarking
scheme, the transformation of mod 2 is the matrix A (x, y) T is
the right its input and left of its output. Consider the feedback
based iterative process will be done by the following
equations,

(3)

The non-zero vector x is given as,
(4)
where λ is a scalar.
The matrix w is given as,

Pxy(n+1)=A. Pxy(n). mod(N)
Pxy(n)=(x,y)T

(8)
(9)

Where, n is the number of the iteration. Based on the number
of iterations, the image information’s is replaced into a discrete
of translation, they also generated a new image after all the
points has been discussed.

(5)

4 PROPOSED ALGORITHM FOR
WATERMARKING SCHEME
The Eigenvalues for the set of polynomial equations is given
as, X1 =0.82, X2=0.58, and X3=X4=0. By combining these we
obtain,

(6)

The matrix V is defined as the multiplication of the matrix A
and it’s inverse. The V matrix is given as,

The proposed scheme of the digital watermarking scheme
having an algorithm for an embedding and extraction of the
watermark. This scheme is having the quality assessment
parameters are also discussed in this section.
4.1 EMBEDDED PROCESS
The watermark embedded process can be divided into three
major steps. They are host image processing, watermark
image processing, and embedding process. Host image
processing: The input hot images which are subjected to the
decomposition images by using the SFCT method. The host
images are in the size of 256 x 256. After the SFCT
decomposition, the low-frequency band is extracted from that
image. The size of the extracted image is 32 x 32. The
principal components parameters are extracted from the
received low-frequency band images. The extracted principal
components are corresponding to the large scale values. The
components are affected by the noise. The large scale values
are not used for watermarking because the likelihood
coefficients are very low in large scale images. The image
processing ambiguity attacks are aims to destroy the
watermarks in the entire large/high-frequency components
coefficients of an image. For that reason, the small values are
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mostly preferred for this processing. After all the parameters
extraction from the image, the score matrix will be formed by
applying the singular value decomposition over the SFCT
scheme. Watermark processing: The size of 32 x 32
watermark image is subjected for an embedding process
algorithm. This watermark is determining by the Arnold
transform periodicity. A key is generated on the periodicity and
to scrambled by using the Arnold transform. The scrambled
image is related to the principal components and score matrix
which we have obtained by using the SVD to singular values.
Embedding Process: By Co’x natural formula is used for
embedding the coefficients of the watermarks with the host
image. The formula is given by,
S’=S+ δ Sw
(10)
Where, S – Obtained singular value from the host images, Sw
– Obtained singular values from the watermark images, S’–
Modified singular values and δ – Scaling factor. The modified
score matrix is reconstructed into the low-frequency band
using the PCA and SVD components. Based on the
Eigenvalues and modified score matrix is obtained after
applying the decomposition then only the low frequency sub
band is obtained. The modified low-frequency image is used
for obtaining the signal images.
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and signed images are subjected to the same techniques used
for the watermarking scheme. The singular values are
obtaining from the signed and host images. The modified
singular values are given by using the following equation,
S’w = ((Ssi-S))/δ
(11)
Where, Sw – Modified singular values, S – singular values
obtained from the original image before processing, δ –
Scaling factor,SSI – Singular values are obtained from the
original image after the processing
The score matrix is reconstructed from the obtained singular
values. The key is chosen based on the watermark periodicity
and the matrix is reconstructed by using the Arnold transform.
This transform is used to obtain the watermark.

Figure 3: Extraction process steps for proposed systems

Figure 2: Embedding process steps for proposed algorithm

4.3 QUALITY ASSESSMENT
The Stirmark benchmarks are used to evaluate the robustness
of proposed watermarking algorithm. The signed images are
used to in various image processing tasks to destroying the
watermark. The watermark is then extracted and compared
with the original images. the quality assessment parameters
are PSNR (Peak Signal to Noise Ratio), NC (Normalized
Cross Correlation), SSIM (Structural Similarity Index). PSNR:
The watermarking process will use the change in image
coefficients of its original version. If the original host images
are attacked by some other images, the coefficients of the
watermark will deviate from its original values and Mean
Square Error (MSE) will increase so that PSNR value will get
decrease.

4.2 EXTRACTION PROCESS
The extraction process is having both signed and watermark
images in which is extracted from the scrambled images. This
extraction process is explained in the figure. The host images
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(11)
(12)

Where, r, c will represent an image dimensions. The maximum
intensity value of the image is represented as Imax. the value
255 is used for the grayscale images. The Im (x,y) and I’(x,y)
are used to represent the host and signed images. Normalized
Cross Correlation: The extracted watermark is compared with
the embedded images by using the correlation. The
normalized cross correlation equation is given as,

NCC=
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The periodicity of the watermark is given as 24. The
scrambling key is given as 20. The watermarking coefficients
are obtained during the extraction. The descrambled
watermark is obtained by using the 4 iterations. After the
process, the signed images are assessed by using the PSNR,
NC, BER and SSIM values. The performance metrics are
evaluated and depicted in the table. To analyse the proposed
algorithm robustness, the scaling factor is need to optimized
by the ρ values. This algorithm of the watermarking scheme is
evaluated by the signed image to various image processing
task by the scaling factor is 0.20. the results are compiled and
depicted in the table
Table 1: Consequences of scaling factor for scaling factor
Scaling
Factor (δ)
0.01
0.02
0.03
0.04
0.05
0.06
0.07
0.08
0.09
0.10
0.20
0.30
0.40
0.50
0.60
0.70
0.80
0.90
1.00

(13)

Where, W(x,y) is an original value and W’(x,y) is an extracted
watermark.
SSIM: The quality assessment parameters are used for
compose the two images structured aspects. The maximum
value is 1 when structural similarity is there in between both
the images.

Quality parameters of Lena Image
SSIM
NC
SSIM
PSNR
(I, I’)
(W, W’)
(W W’)
Inf
0.9991
1
1
Inf
0.9987
1
1
76.3606
0.9986
1
1
64.3461
0.9986
1
1
61.2975
0.9987
1
1
60.9801
0.9985
1
1
58.4381
0.9985
1
1
55.8709
0.9978
1
1
51.2988
0.9964
1
1
49.9921
0.9953
1
1
48.2456
0.9946
1
1
47.8969
0.9941
1
1
45.0948
0.9933
1
1
41.7890
0.9909
1
1
38.3266
0.9917
1
1
37.9924
0.9867
1
1
36.2687
0.9861
1
1
34.2389
0.9802
1
1
33.9850
0.9577
1
1

The watermarking scheme presented in this work is compared
with the existing algorithm work. The normalized cross
5 EXPERIMENTAL RESULTS AND
correlation value of the Lena image is presented in the table 2.
PERFORMANCE METRICS
This table results evident that proposed approach is high
The experiment results for the sharp frequency contourlet
compared with the other techniques. The PSNR values are the
transform based secure and robust watermarking scheme was
proposed algorithm is also higher compared with the other
carried out by using the MATLAB 2014 software (licensed
techniques.
version) running on the 8GB memory and i5 core processor.
The watermarking scheme has been carried out by using the
Table 3: Imperceptibility comparison of proposed hybrid
sharp frequency based SFCT-PCA-SVD based hybrid
SFCT-PCA-SD scheme with the existing algorithms
architecture of the grayscale image (Lena). The below figure
Proposed (Hybrid
SVD IWDDWTRDWTgives SFCT-PCA-SVD -Arnold transform is used to scramble
SFCT-PCA-SD)
SFLCT
SVD
SVD-ABC
SVD
the original watermark.
48.2456
44.589
43.6769
38.39
38.52
The proposed algorithm has high degree of similarity index
that the preliminary watermarking scheme. The proposed
hybrid watermarking scheme is compared with the existing
watermarking algorithms. These comparison is made based
on the cross-correlation and SSIM values of the Lena image.
The imperceptibility of Lena image is also computed based on
the PSNR values. The PSNR values are always derived from
the normalized cross correlation values. The calculated PSNR
values is 48.2456 which is comparatively better than all the
existing systems. The table 3 shows that the proposed
watermarking scheme is superior than all the previous
schemes in terms of PSNR values.
Figure 4: Watermarked image using Hybrid SFCT-PCA-SD
algorithms (PSNR: 48.2456)

Table 2: Stirmark attacks on the signed images
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Attacks
Original Image
Gaussian Blur
(σ = 0.5)
Gaussian Blur
(σ = 1.0)
Gaussian Blur
(σ = 1.5)
Gaussian Blur
(σ = 2.0)
Median Filter
(Aperture 3)
Median Filter
(Aperture 5)
Salt and Pepper Noise
(2%)
Salt and Pepper Noise
(5%)
Gaussian Noise
(Var = 0.01)
Gaussian Noise
(Var = 0.05)
Speckle Noise
(Var = 0.01)
Speckle Noise
(Var = 0.05)
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48.2456

Lena Images
SSIM
NC
(I,I’)
(W,W’)
0.9946
1

37.9673

0.9688

1

1

33.8921

0.8788

1

1

33.1482

0.8013

1

1

various tasks. The proposed algorithms are giving the better
results than the existing algorithm for watermarking scheme in
the terms of high PSNR value, NC value as 1 and SSIM is
also as 1. This algorithm improves the robustness and security
of the images for visual computing. The future scope of this
work is used to avoid the neural networks matching for
improving the running time spans and watermarking scheme
robustness.

31.8973

0.7681

1

1
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1

1

35.9873

0.7377

1
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1
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When the watermark image is embedded with the host/original
image, the adversary intruders may be tried to remove the
original watermark from the image by using different type of
attacks. In general, the attacks are classified into two types.
They are, image processing attacks and geometrical attacks.
The image processing attacks are, by addition of noise with
original image (Salt & pepper noise, Gaussian noise and
speckle noise), by filtering operation (Median, Weiner and
Gaussian), By compression of JPEG image and sharpening of
an image. The second type of attacks is based on the
geometrical attacks. This attack is based on the changing the
bit value of an image which may weaken the embedded
watermark. This type of attacks is also considered for this
proposed scheme to check its robustness of an image. The
proposed watermarking scheme is also having a good
resistance to this image processing and geometrical attacks
which is depicted in the table.

6 CONCLUSION
In this proposed work, the watermarking scheme based on
SFCT-PCA-SD is proposed and validated its quality
assessment values. The 256 x 256 host images are used for
watermarking scheme. The embedded watermark size is 32 x
32. An Arnold transform is used to scramble the watermark.
The scrambled watermark will provide the security against the
image processing task. This task will aim to tampered and
destroy the watermark for the attacks the original images. the
watermarking coefficients are extracted from the original
version, the periodicity and a key is used from preliminary
embedding procedure. The periodicity of selected
watermarking is to 24. After the 24th iteration of Arnold
transform, the key set values are 20 at the receiving side.
Thus, during the extraction the watermarking coefficients are
extracted from this transform in this work. The lot of
processing time is required for processing an image at larger
dimensions. As the result, the time complexity of system
decreases. This method need to be explored when
considering it in the applications of the processing into the
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