INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 8, ISSUE 10, OCTOBER 2019

ISSN 2277-8616

An Efficient Privacy Preserving And Data
Retrieval In Multiple Clouds
Dorababu Sudarsa, P.Venkateswara rao, Venkata Naresh Mandhala, S. Sagar Imambi
Abstract: Cloud computing is growing rapidly and it is known for accessing and storing huge amount of data. There are multiple CSPs and also known
as data owners. The role of owner of the data includes to upload the encrypted files to the multiple clouds. Cloud consumers appreciate fewer data
storage and extremely incredible estimation capacities offered by different multiple clouds. Cloud service providers acquire numerous issues in
protection safeguarding for outsourcing data. Our work incorporates furnishing proficient security utilizing STorage and REtrieval (STRE) mechanism
with Attribute based Encryption(ABE) method. STRE mechanism makes data owner to distribute the data and search the encrypted data in various
multiple clouds. STRE system also offers better assurance on the user's search pattern. ABE technique enables the files to encrypt efficiently.
Index Terms: Privacy-preserving keyword search, reliability, cloud computing, STRE, CSPs, encrypted files, ABE Technique.
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1. INTRODUCTION
Cloud computing is developing quickly and there are multiple
CSPs. Recently, a concept of cloud-of-clouds was introduced
(also known as Intercloud). In Intercloud, the information is
conveyed crosswise over multiple clouds which are overseen
by various CSPs.The multi-cloud system offers numerous
chances for new customers. Multi-cloud is the utilization of at
least two cloud computing associations from various cloud
consumers. The multi-cloud condition incorporates private
cloud, open cloud or a converging of both the clouds.
Numerous organizations use multi-cloud technique for various
cloud administrations from various cloud suppliers as some
are better for specific errands.Cloud consumers encourage
less expensive information data storage and powerful
calculation capabilities offered by various clouds. Cloud
service providers obtain many issues in providing privacy for
the data. Moreover, it is difficult to obtain the trustworthiness of
each CSP[1].Cloud consumers are commonly recommended
to receive searchable encryption methods, to encode outsourced information. Such that, the enciphered information
can be searched by the CSPs without any decryption.
Numerous efforts were resolved to improve the effectiveness
and security of the searchable encryption, there is a very little
thought on the reliability of outsourced data. Current reliability
assurances totally on each CSPs claim reinforcement
arrangements and it tends to be one of the failures at some
point. There are three different types of service models in
cloud computing. They are Infrastructure as a service (IaaS),
Platform as a service (PaaS),Software as a service (SaaS).In
Iaas, the user is provided with infrastructure having storing,

computing . The user can launch different machines.
Examples of IaaS are Amazon, Rackspace cloud. PaaS
provides a computing platform to the users. Examples of PaaS
are App Engine of Google. In SaaS, the software is provided
to the user. Examples of SaaS are Yahoo, Hotmail, Google
docs, Gmail etc.There are four deployment models namely,
Private cloud, public cloud, community cloud, and hybrid
cloud. Private cloud model involves a secure cloud
environment and it is only accessed by specified clients.
Public cloud model, the specialist organization gives cloud
administrations to the majority of its clients. Community cloud,
the cloud establishment is shared by a various associations.
Hybrid cloud involves the merging of two or more clouds.
It is important that a final outcome guarantees reliability,
security, searchability and accuracy on the encrypted data to
multiple clouds. To address the above parameters, we used
STRE mechanism that makes the CSPs to distribute the data
to multiple clouds. STRE mechanism provides better privacy to
the files which are in the cloud. In 2011, the accident of
Amazon's versatile registering administration occurred, and
some prominent web-based life locales went disconnected.
This accident has for all time destructed many clients
information. Copying the data at various CSPs is the most
immediate procedure, and it is the least cost-efficient system.
To address the recently referenced challenges, we suggest a
security saving STorage and REtrieval (STRE) component that
empowers cloud customers to circulate and look through the
encoded information in various clouds. STRE part additionally
offers better security on the customer's search pattern
appeared differently in relation to existing works.
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2.1 Searchable Encryption
Searchable Encryption is cryptographic algorithm. It allows the
user to encrypt the file and search the ciphertext without
decrypting it. Ciphertext allows schemes like [2],[3],[4],[5].
Essentially, an accessible encryption plot incorporates four
stages. At first, a client encodes a lot of documents into
ciphertexts and an index.Ciphertexts are transferred for string
into the cloud. And then, when the client needs any document
containing some keyword, the user creates a trapdoor from
the keyword and sends the trapdoor to the cloud for searching.
The server looks with the trapdoor and returns a set of
ciphertexts. At last, the client decrypts these ciphertexts and
gets plaintext.
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2.2 Secret Sharing
Secret Sharing includes to cryptographic techniques. The
secret key breaks into multiple shares and distributes the
secret to different providers.

produced in Setup Phase. And it generates a set of file shares
and a file index. The file shares and file indexes which are
generated are uploaded to the multiple CSPs.

2.3 Privacy-Preserving Keyword Search
The problem of searching the ciphertext is resolved on
oblivious RAMs[7].Searchable Encryption was first introduced
by Song et al[6],in which user stores encrypted data in the
cloud. Later, Goh[10] introduced secure indexes for keyword
search. Chang and Mitenmacher[5] offers solution for privacypreserving keyword search. Cao et al.[8] solved the problem
for multi-ranked keyword search and proposed a scheme
based on secure protection. Sun et.al[9] made the corrections
and modified the scheme[8].Searchable encryption with
efficient update is proposed by van Liesdonk et al.[11]. Finally,
the existing works enable efficient, flexible and dynamic
keyword search.

3 ADVERSARY MODEL AND DESIGN GOALS
There are four design goals. Namely, Reliability, Trapdoor
Security, Semantic Security, Robustness. We think about an
adversary, which can compromise an adequate number of
CSPs.[15].
3.1 Reliability
If there are n CSPs, the framework should work in any event
when t CSPs are accessible, where t is the threshold value for
the system.
3.2 Trapdoor Security
We plan to accomplish high security. In particular, the data of
any keyword should not be spilled before the seeking of
different CSPs.
3.3 Semantic Security
The system will be semantically secure with two requirements.
Firstly, the information of the files and file indexes cannot be
learn by any members expect the information about file
lengths. Secondly, the information of trapdoors cannot be
learned by any members except the information about access
pattern.
3.4 Robustness
The protocol completes the correct files and returned to the
users. When the protocol is does not complete, nothing is
returned and CSPs can't learn anything about the file.
3.5 STRE Mechanism
The
STRE
component
stages[14]:They are
1.
Setup Phase
2.
Storage Phase
3.
Retrieval Phase

includes

three
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Fig.1. Block diagram of STRE mechanism
Retrieval Phase:
This phase consists of three steps. Firstly, the files should be
searched which are a containing a certain keyword. The user
creates a set of trapdoor shares based on the query keyword
and the user's master secret key. The trapdoor is shared to the
multiple CSP's. Secondly, all the CSP's combine together to
search with their respective trapdoor share. And then the
response is waived back to the user. Finally, the user gets the
files and decrypts the files and obtain the original files.

4 PROPOSED SCHEME
Attribute based encryption is one of the open key encryption
and the secret key of the client and ciphertext are subject to
the properties.
There are two types of Attribute based encryption plans.
i.
key-policy attribute based encryption
ii.
ciphertext-policy atrribute based encryption
In this paper, we used ciphertext-policy attribute based
encryption and CP-ABE-Cipher Policy Attribute based
encryption. Both the owner of the data and the user will
register themselves in a registration portal. And both the owner
of the data and the user should login themselves. The work of
the owner of the data is to upload the files into the cloud which
is taken as input. If the data is sensitive data, we apply cipher
text- policy attribute-based encryption. For retrieving the data,
the user should send the request to the data owner. The user
can access the decrypted data using secret key. The owner of
the data individually sends the private key to the email-id.So
that, the user can decrypt it and download it as shown in Fig 2.

imperative

Setup Phase:
This Phase makes a master secret key from a security
specification and distributes the key to the client. The security
specification which is well known to everyone decides the data
size of the issue.
Storage Phase:
In this stage, the client accepts the contribution as
gathering of documents and the master secret key which is

Fig. 2. Block Diagram of CP-ABE
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5 IMPLEMENTATION
5.1 DataUpload
The data transfer component makes the client to transfer the
data, for example, record, picture and content can be
transferred to the cloud server. To transfer the hunger for
records, client must give his subtle elements, for example,
client name and secret word. The substantial verified client
can interface with the cloud and transfer the data by giving its
data, for example, data name and email. The mystery key is
delivered utilizing ABE calculation. After wealthy transferring of
the information, the association can be separated. The
information transferring process takes place consecutively as
in calculation.

downloaded
Step 4: Ask the user to input the data name and email id for
the decryption process
Step 5: Check the name and email id
5.1 If the input data is valid, generate a key
5.2 Else display an error and reject password
Step 6: Apply decryption algorithm
Step 7: Download required data from the cloud.

6 PERFORMANCE ANALYSIS
6.1 Result for Encryption of file and its accuracy
The performance of this system can be analyzed in terms of
three parameters such a performance in the encryption of the
file, during file storage and file retrieval.
6.2 Performance of File Storage
We aim to evaluate the efficiency to upload the files into the
cloud. STRE mechanism takes more time to upload the files.
As we are using STRE mechanism with AB encryption, the
time taken to upload the files and time taken to encrypt the
files is lesser. The plot of file encryption and transmission of
the file near different CSPs is shown in fig a,b.
6.3 Performance of File Retrieval
A keyword is picked randomly and evaluate the efficiency of
retrieving the files.STRE mechanism needs more time to
retrieve the files in the cloud.As we are using STRE
mechanism with AB encryption,the retrieval time is lesser and
accuracy
of
the
decrypted
file
is
higher.The
search,transmissoin and dile decryption of file is shown in fig
c,d.

5.2 Data uploading algorithm
Step 1:Obtain the username and password from the user
1.1If user is authenticated,start
connection with the cloud
1.2 Else,show an error
Step 2: Ask user to collect data to be upload to the cloud.
Step 3: Ask the user to input data name and email for the
encryption process.
Step 4: Save this dataname and email then produce a key.
Step 5: Deploy the encryption algorithm
Step 6: Upload the given data to the cloud
Step 7: Disconnect connection from the cloud.
5.3 DataDownload
The data download component makes the validated clients to
download the asked information. The confirmed client makes
the association with cloud. The client must give actualities, for
example, data name and email id to decrypt the key utilizing
ABE. If the credentials are the client can download the data
from the cloud. After successful download, the user can break
the connection from cloud. The data downloading process
takes place step by step as in algorithm.
5.4 Data Downloading algorithm
Step 1:Obtain the username and password from the user
1.1 If the user is authenticated, start connection with the cloud
1.2 Else, manifest an error
Step 2: Ask the user to select the rank(files, images or text)
Step 3: Ask the user to search the required files to be
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In this paper, we proposed STRE mechanism with AB
Encryption. The main advantage of the time and accuracy
.With this proposed model file encryption is done in lesser time
than the previous models. The accuracy rate of the outcome
is higher.An CP-ABE comprises of four major algorithms:
namely, Setup, Encrypt, KeyGen, and Decrypt.[12].
Setup : In Setup phase, any information is taken other than
security parameter. The outcome will be public parameter PK
and secret key K.Encrypt(PK,M, A) : In Encryption phase, the
input will be the PK and a message M and an access structure
A. The calculation is to encode message and to result a
ciphertext CTKey Generation(MK,S) : The key generation
algorithm takes the input sd secret key and a set of attributes
S that report a key. It results a private key SK.Decrypt(PK, CT,
SK) : The decryption algorithm takes the input as public
parameters PK and a ciphertext CT and it contains an access
policy A, and a private key SK. If the set S of attributes
satisfies the access structure A. and then, the algorithm will
decode the ciphertext and return a message M.
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(a) t=2 in File Storage
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7 CONCLUSION
One of the essential drawback of ABE plot is that interpreting is
costly for asset constrained gadgets in light of coordinating
exercises, and the amount of mixing assignments required to
translate a ciphertext creates with the multifaceted nature of the
entrance approach. Starting late proposed system clears out this
issue by displaying the possibility of Intelligent cryptography which
is a blend of ABE and triple DES with re-appropriated
disentangling, which, all things considered, discards the
decryption overhead.
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