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ABSTRACT: The thing that is symptomatic is the intertwining of transactions as well as buying and selling agreements that do not require direct face-to-
face meetings, but this is only done through cyberspace, through technology through internet networks. So that there is ease in the transaction that is 
able to exceed the territorial boundaries of a country, which can be carried out by humans personally in a short time. This is something that is not initially 
thought by humans, but along with the times and the development of the human mindset in the field of technology causes it to be realized. This sale and 
purchase through internet media in practice raises several problems, for example buyers who are supposed to be responsible for paying the price of the 
product or service they buy, but not making payments or defaults. For parties who do not carry out their responsibilities in accordance with an agreed 
agreement, they can be sued by parties who feel disadvantaged to get compensation. In addition, there are also obstacles, in general obstacles such as 
mindset factors (community mindset), and culture, as well as obstacles specifically. The government has provided a legal umbrella in the form of laws, in 
order to provide protection for the community in dealing with buying and selling via the internet, even though the regulation is felt to be inadequate 
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1 INTRODUCTION 
Today information and communication technology is 
leading to things that make easier human activities as 
creator, developer, and user its self. One of them can be 
seen from internet development rapidly, so internet has 
values as one of needs. Internet as media of information 
and communication electronically that combines technology 
advancing has been used so much for various activities, 
among  for exploring (browsing surfing) looking for data and 
news to send mutually through e-mail and rapid and easy 
trade. Internet, global information system based on internet 
computer has been formed by internet networking that 
mutually connecting. In each networking covers hundred 
even thousand computers, make them to share information 
each other and share computerized resources such as tight 
supercomputers and information databases. Almost of 
things can be an object for trading via internet. It is 
happened because internet is the most effective media 
nowdays.  But it needs limit just for movable property 
through internet, because for unmovable property like as 
land, should need sale and purchase deed that made in 
front of Land Deed Officials, and that can't be done in 
cyberspace or the internet. Every sale and purchase 
agreement will give rise to obligations and rights for both 
parties in the agreement. Legal relationship in an 
agreement is a legal relationship which is carried out by 
parties who wish to rise up legal relationship. Nowdays at 
internet world, communities are starting to grow that 
specialize in trading certain goods. Businesses are 
incorporated in sites that facilitate their communities. There 
are sites that require users to be members first, but some 
are not. As an online store that offers goods via the internet. 
One of the cases of sale and purchase over the internet rise 
up the problem is the illegal trade of goods offered through 
buying method  and online sale, and totally, the goods 
offered are electronic goods complete with the site 
www.gudang-elektron.com. The Metro Police in 
collaboration with Cyber Crime Unit immediately 
investigated this case. With the disguised mode as a buyer, 
the police succeeded in establishing communication with 
the site admin. The investigation took one month and finally 
detected the location of the sellers located in Bogor, West 
Java. Police immediately catched 6 suspected perpetrators 
and confiscated equipment at the base. But the reality that 

happened was it turned out that the electronic items offered 
didn't exist. That's just the mode of fraud committed by the 
six suspects. From further investigation, it turns out the 
suspects have also committed fraud under guise of a travel 
agent by utilizing a network system via the internet. Do 
buying and selling through internet media in practice raises 
several problems, for example buyer who is supposed to be 
responsible for paying the price of the product or service he 
bought, but does not make the payment. For those who do 
not carry out their responsibilities in accordance with the 
dealed agreement, they may be sued by those who feel 
disadvantaged to get compensation. This is as a logical or 
juridical impact or consequence, on a private legal 
relationship established between parties who have entered 
into an agreement, on the object that has been promised as 
a form of fulfillment of rights and obligations, the object of 
the trade is achievement, the one party with respect to an 
achievement and other parties are entitled to an 
achievement, after the agreement has been made from the 
parties who have adhered themselves to an agreement. A 
contract or agreement must fulfill the legality requirements 
its agreement, that is, deal,  skill,  certain thing and a halal 
cause, as determined in Article 1320 of Civil Code. With the 
fulfillment of the four conditions for agreement validity, it 
becomes valid and legally binding for the parties who made 
it. Considering the importance of this, Indonesia in 2008 
has issued a special regulation governing details of 
transactions via the internet, through the Law of the 
Republic of Indonesia Number 11 of 2008 concerning 
Information and Electronic Transactions. The emergence of 
the Law is expected to be able to answer various problems 
that occur in the community, especially matters relating to 
cyberspace by involving communication devices and 
information technology, which are now widespread and 
almost used by all levels of society. 

 

2 RESEARCH METHOD 

Legal research is to find  out the truth of cohesion, that 
is, whether there are legal  rules that accordance with legal 
norms and legal rules that accordance with legal principles, 
and whether one's actions accordance with legal norms or 
legal principles. This research is an empirical legal research 
or in other terms called sociological legal research or also 
called field research. This research is also often referred to 
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as the study of law in action in the community. This is 
based on American realists like Holmes, that "law is not just 
logic but experience" or from Roscou Pound on "law as a 
toll of social engineering". The purpose of sociological 
research is to find out how the law is implemented including 
the law enforcement process. Because this type of research 
can reveal the problems that exist both behind the 
implementation and law enforcement. In addition, this 
research can be used as material in the draft of a law. 
 

3 RESULTS AND DISCUSSION 
 
LEGAL PROTECTION FOR PARTIES WHO 
PERFORMING SALE AND PURCHASE AGREEMENT 
THROUGH THE INTERNET 
The term agreement is a translation of the Dutch word 
overeenkomst which is translated with agreement or 
contract. Article 1313 of Civil Code states "Agreement is an 
action by  one or more parties commit themselves to one or 
more people. " According to Van Dunne in Salim HS, 
interpreted by agreement is a legal relationship between 
two or more parties based on agreement to cause legal 
consequences. This theory does not only look at agreement 
alone, but also must be seen the actions of previous or 
before it. Based on the opinions above, then the conclusion 
can be drawn that the agreement is a legal action between 
two or more parties based on agreed to give rise to rights 
and obligations. Legal conditions for the agreement are 
regulated in Article 1320 of Civil Code, including: a) 
Agreeing to those who commits themselves, b) ability to 
make an agreement, c)  certain thing and d)  legal cause. It 
is known that in the world of electronic commerce there are 
two known actors, the merchant who sells, and the buyer / 
customer who acts as the buyer. Both seller and buyer in 
this transaction, knowledge of how to transact and payment 
procedures are very supportive of making the right decision, 
when going to make electronic transactions through 
internet. Appropriate decision making related to these 
issues in order to minimize the existence of sabotage, 
fraud, and tapping conducted by parties who are not 
responsible. There are 4 (four) procedures for implementing 
sale and purchase  through internet, including: 
 
1. Offering 

Offering made by the seller must be valid and 
correct. Whether it concerns the condition of the goods, 
price, and availability, which must be written 
completely. Accordance with the provisions in Article 9 
Law of the Republic of Indonesia No.11 of 2008 
concerning Information and Electronic Transactions 
which explains that products offered". 

 
2. Acceptance 

In electronic transactions, especially through 
websites, buyers will usually choose certain items 
offered by seller electronically, and if buyers or 
consumers interested, then goods are stored first until 
the buyer or consumer ensures the choice. 
Furthermore, buyers or consumers going to payment. 

 
3. Payment 

Classification of payment methods is usually done 
as follows: 

a. ATM model transactions 
In this model transaction only involves financial 

institutions or agency, and account holders who will 
take or deposit money from their accounts. 

 
b. Payments using Paypal 

Paypal payments can be used to send money 
from 190 (one hundred and ninety) countries and 
regions throughout the world. Pay securely with a 
paypal balance, credit card, or bank account. The 
recipient or seller can withdraw funds from a 
paypal account to a bank account or credit card, or 
they can use paypal balances to make payments 
online. 

 
4. Shipping 

Shipping is a process after payment of goods 
offered by seller to  buyer, and in this case buyer has 
the right to receive the goods. Goods are used as 
objects of  agreement between seller and buyer with a 
number of shipping costs separate from the price listed. 
Acceptance and offering process will run well if 
supported by network security and smoothness, in 
accordance with Article 15 Law of the Republic of 
Indonesia No. 11 of 2008 concerning Electronic 
Information and Transaction states that electronic 
system must operate an electronic system reliably and 
safely and responsible for its operation as it should. 

 
Electronic transaction process illustrates that trade can not 
only be conducted conventionally, where seller and buyer 
meet directly and make offers and payments, but can be 
conducted with internet media so that there is an increase 
in the effectiveness and efficiency of time and enriched for 
the party, for seller or buyer. In addition, the capital used  is 
not too large, because there are no rent fees, and pay 
employee salaries, because it can be worked its self. In 
sale and purchase transaction electronically, the parties 
involved in it have a legal relationship as stipulated in an 
agreement or contract which is also conducted 
electronically and in accordance with Article 1 point 17 Law 
of the Republic of Indonesia No. 11 of 2008 concerning 
Information and Electronic Transactions referred to as an 
electronic contract, an agreement contained in electronic 
documents or other electronic media. Making easy for 
communicating electronically, trade at this time has begun 
to spread to cyber space. Transactions can be carried out 
with information technology, without distance barriers. 
Implementation of electronic transactions can be done 
either in the public or private space. Trade transactions that 
used to be only done in conventional ways, but now this is 
in line with advances in technology and information, it can 
be done with various facilities through developing 
information technology devices, without distance and time 
obstacles. Legal subjects in this case are merchants and 
customers, who often carry out trade transactions through 
information technology in the form of internet media so that 
eventually rise up legal action called an agreement. In the 
agreement there are electronic documents which can be 
used as electronic evidence to avoid misuse by 
irresponsible persons in the form of electronic commerce 
crimes. For this reason, there is a need for legal protection 
to protect legal subjects who are used to conducting trade 
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transactions through the internet. In the agreement there 
are electronic documents, these documents are usually 
made by merchant that contains rules and conditions that 
must be obeyed by customer but its contents fair for 
customer. Rules and conditions also used as legal 
protection for both parties. It related to the issues are: 

1. Legal protection for merchants is particularly 
emphasized in terms of payment, he requires 
customer to pay off and confirm it, then he will 
deliver the goods ordered. 

2. Legal protection for customers contains in the 
warranty in the form of return or exchange of goods 
if  goods that received do not appropiate to those 
ordered. 

 
Privacy or confidentiality. 
As stipulated in Article 25 Law of the Republic of Indonesia 
No. 11 of 2008 concerning Information and Electronic 
Transactions "Electronic information and / or electronic 
documents compiled into intellectual works, internet sites, 
and intellectual works contained therein are protected as 
property rights. intellectual property based on statutory 
provisions ". Legal protection for merchants also concerns 
the Intellectual Property Rights of domain name owned by it 
as contained in Article 23 Law of Republic of Indonesia No. 
11/2008 concerning Information and Electronic 
Transactions. Electronic information compiled into an 
intellectual work in any form must be protected by laws 
relating to Intellectual Property Rights. This is because 
electronic information has economic value for the creator or 
designer. Therefore, their rights must be protected by the 
Intellectual Property Rights Act. With enactment of Law of 
the Republic of Indonesia No. 8 of 1999 concerning 
Consumer Protection has made the issue of consumer 
protection an important ones, which means that law not 
only gives consumers a strong bargaining position to obtain 
their rights, but also in order to creating fairer and honest 
rules for all parties. In the explanation of the Consumer 
Protection Act which states that legal tools that protect 
consumers are not intended to cut down business actors, 
but on the contrary, because consumer protection will be 
able to encourage a healthy business condition and grow a 
tough company in the face of competition through the 
supply  quality goods and / services. Related to 
development of communication and information technology 
where goods and / or services can be traded to consumers 
across regional borders, consumer protection is an 
important interesting issue to consider. Consumers and 
business people are parties who must get legal protection. 
Legal protection is needed in this case, given the existence 
of a civil relationship between humans. Thus, if legal 
protection has been created with various regulatory from 
the government, then security and comfort in doing 
business and transactions will be easily created. Because it 
aims to protect all community interests, both consumers 
and producers and organizers. For Indonesian people this 
is related to a very important legal problem. Importance of 
legal issues of E-Commerce is especially in providing legal 
protection for parties conducting transactions via the 
internet. Legal protection for consumers is a very big 
problem, with growing global competition. Legal protection 
is needed in the competition and number of products and 
services that put consumers in a weak position. Consumers 

position in general is very weak when compared to the 
position of  business community. It relates to awareness of 
their rights, as well as their financial capabilities, and 
bargaining position that exists in consumers who are still 
low. In terms of legal system, it cannot contain gaps. In the 
case of legal system, each person must be positioned in a 
fair place where relationship between consumers and 
business actors is in a balanced and desirable position and 
has a high level of dependency between one another. 
Position of consumers must be protected by law, because 
one of the characteristics and purpose of law is to provide 
protection (protection) to public. Protection to the 
community must be realized in the form of legal certainty 
which becomes consumer's right, especially on issues 
related to transactions with internet media. Sale and 
purchase transactions electronically are carried out by 
related parties, even though the parties do not meet directly 
with each other, but connected via Internet. In sale and 
purchase electronically, related parties include: 

1. Seller or merchant who offers a product through 
Internet as a business actor. 

2. Buyers, every person is not prohibited by law, who 
accepts offers from sellers or business actors and 
wishes to carry out buying and selling products 
offered. 

3. Banks as funds provider from buyers or consumers 
to sellers or business actors / merchants, because 
buying and selling transactions are carried out 
electronically, sellers and buyers do not deal 
directly, because they are in different locations so 
that payments can be made through intermediaries 
in this case is a bank. 

4. Provider as a provider of Internet access services. 
 
Basically the parties in buying and selling electronically 
mentioned above, each has rights and obligations, seller / 
business actor / merchant is a party offering products that 
are permitted by law over the Internet, therefore the seller is 
responsible for providing correctly and fairly on products 
offered to buyers or consumers. On the other hand, a seller 
or business actor has right to get payment from buyer / 
consumer for the price of goods sold and also has right to 
get protection for the actions of buyers / consumers who 
have bad intentions in carrying out this electronic sale and 
purchase transaction. Thus, buyer is obliged to pay a price 
for the product or service he has ordered for the seller. A 
buyer has obligation to pay a price of goods that have been 
bought from the seller according to the type of goods and 
prices that have been submitted between the seller and the 
buyer, in addition to filling out the correct identity data in the 
receipt form. On the other hand, buyer or consumer has the 
right to get complete information of goods to be bought. 
Buyer is also entitled to get legal protection for the actions 
of the seller / business actor having an bad intention. Bank 
as an intermediary in sale and purchase transaction 
electronically, is obliged and responsible as a distributor of 
funds for the payment from buyer to seller of product 
because it is possible for buyers / consumers who wish to 
buy products from sellers over the Internet which are 
located far apart so that the intended buyer must use the 
Bank's facilities to make payments for the price of product 
that has been bought from seller, for example by process of 
transfer from the buyer's account to seller's account 
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(account to account). Provider is another party in sale and 
purchase transaction electronically, in this case provider 
has obligation or responsibility to provide access services 
for 24 (twenty four) hours to buyers to be able to carry out 
sale and purchase transactions electronically. Sale and 
purchase transactions electronically is a legal relationship 
by combining network of information systems using 
computer-based technological devices with communication 
systems based on networks and communication services. 
Article 12 paragraph (3) Law of the Republic of Indonesia 
No. 11 of 2008 concerning Information and Electronic 
Transactions also explains that "Every person who violates 
the provisions referred to in paragraph (1), is responsible 
for all losses and legal consequences that arise". This 
means that everyone must be responsible for all losses 
arising from violations committed against the provision of 
security for the transaction. Based on Law of the Republic 
of Indonesia No. 11 of 2008 concerning Information and 
Electronic Transactions, Article 21 paragraph (2) letter a 
explains that all legal consequences in implementation of 
electronic transactions, if perform by its self, all legal 
consequences of Electronic Transactions are responsibility 
of the parties in transactions. However, if a dispute arises 
over that, then based on Article 38 paragraph (1) it is stated 
that: "Everyone can prosecute a lawsuit against the party 
that organizes electronic system and / or uses information 
technology that causes harm" That in law provided 
protection the law and liability that must be carried out by 
each party, when a default occurs. It's just that it needs to 
be seen that the cause of default begins where. If it is from 
an individual, then it is an individual's responsibility. If 
performed through a power of attorney, all consequences 
are borne by power of attorney. If it is performed through an 
electronic agent, then all legal consequences and 
responsibilities by electronic agent organizer. 
 
LEGAL CONSEQUENCES FOR DEFAULT PARTIES 
In a contract or agreement, there are often defaults in 
contract among parties. Default occurs if one of  parties of a 
agreement does not carry out or negligent in performing the 
achievements (obligations) that are the object of agreement 
among them in contract that can cause losses. In principle, 
the loss that must be given by seller in the event of default 
on an agreement is a loss that he actually suffered and 
profit that should have been enjoyed. Compensation 
requested is only limited to losses and loss of profits which 
are a direct result of default. Compensation that has been 
determined in an agreement must be provided by 
consumer. If consumer does not agree, he can cancel the 
order. But there are still many consumers in Indonesia who 
are not critical and are not careful in reading this standard 
clause. In fact, if it turns out that undesirable things happen 
in the future there will be a loss on his part. Based on Law 
of the Republic of Indonesia No. 11 of 2008 concerning 
Information and Electronic Transactions, Article 21 
paragraph (2) letter a explains that all legal consequences 
in implementation of electronic transactions, if performed its 
self, all legal consequences are responsibility of parties in 
transactions. However, if a dispute arises over that, then 
based on Article 38 paragraph (1) it is stated that: 
"Everyone can prosecute a lawsuit against the party that 
organizes the electronic system and / or uses information 
technology that causes losses". Whereas in Law of the 

Republic of Indonesia No.11 of 2008 regarding Information 
and Electronic Transactions, legal protection and liability 
are provided which must be performed by each party, when 
a default occurs. It's just that it needs to be seen that cause 
of the default begins where. If it is from an individual, then 
an individual's responsibility. If performed by power of 
attorney, all consequences are borne by the power of 
attorney. If it is performed by an electronic agent, then all 
legal consequences and responsibilities by electronic agent 
organizer. According to Article 19  Law No. 8 of 1999 
concerning Consumer Protection, it is emphasized that 
business operators are responsible for providing 
compensation for consumer losses. The compensation can 
be in the form of refunds, replacement of goods, or 
provision of compensation that must be carried out within 7 
(seven) days after the transaction date. In protecting 
consumers or / buyers in a sale and purchase agreement 
via the internet can use legal remedies. This remedy is 
taken if there is a dispute among parties in the contract. 
According to the Consumer Protection Act, one of the rights 
of consumers is to get advocacy, protection and efforts to 
resolve disputes properly. 
 

4 CONCLUSIONS 
Difficult to see the form of traded objects, as well as the 
time required in terms of delivery of ordered goods, 
inaccurate product explanations, as well as technical 
problems experienced by buyers or consumers become the 
problem in dealing with internet media. Whereas legal 
protection for both parties related to the issues of buying 
and selling through internet media are: 

1. Legal protection for merchants is mainly 
emphasized in terms of payment, merchant 
requires the customer to pay off and confirm the 
payment, after that goods ordered will be delivered. 

2. Legal protection for customers contains in the 
warranty in the form of return or exchange of goods 
if  goods that received do not appropiate to those 
ordered. 

3. Privacy or confidentiality. 
 

Whereas Article 19 Law No. 8 of 1999 concerning 
Consumer Protection, has affirmed that business operators 
are responsible for providing compensation for consumer 
losses. The compensation can be in the form of refunds, 
replacement of goods, or provision of compensation that 
must be carried out within 7 (seven) days after the 
transaction date. That the government has provided a legal 
protection in the form of laws of information and electronic 
transactions, as an effort to protect or legal protection for 
people who are directly involved in the process of trading 
and transactions via the internet. For a while this matter has 
been returned to the Information and Electronic Transaction 
Law, and the Consumer Protection Act. 

 

5 SUGGESTIONS 

Based on the conclusions above, the following suggestions 
are made: 

a. People who want to make transactions via the 
internet should be observant and more thorough, 
and are always looking for information about the 
problem. This aims to be a separate reference 
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material in testing weaknesses and strengths for 
making transactions via the internet. 

b. Parties who are actively involved in transaction 
activities via the internet should be able to 
eliminate all forms of obstacles, and convince 
consumers by opening up a more advanced 
mindset, so that the impact can be minimized and 
not many parties have losses.  

c. Government should expand wider statutory 
provisions in the area of agreements through 
internet media. In addition, regulations created 
must be able to fit with changing and acceleration 
of the world of communication and electronic 
transactions, which use internet media. 
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