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Abstract: User authentication based on human behaviour through the pointing devices, such as mouse or touchpads are gaining attention. Mouse 
dynamics is an emerging behavioral biometric. Mouse dynamics address the user authentication problem by verifying the genuineness of a user on the 
basis of their mouse handling style. This paper proposed an efficient user authentication method based on mouse dynamics. In the proposed algorithm, 
prior registration of user is not required. It is designed for an open setting environment, where anyone can access the system. Information security is 
taken care by continuously monitoring the system without disturbing the user. One-Class Support Vector Machine (SVM) is used to differentiate the 
intruder’s characteristics from user. 
 
Index Terms: Behavioral Biometric, Information Security, Intruder, Mouse dynamics, Open-setting environment, One-class SVM, User authentication. 

———————————————————— 

 

1 INTRODUCTION 
IT is very difficult to detect and defend Insider attacks and they 
have long been identified as a serious concern in the cyber-
security setting. The problem of insiders who misuse their 
privileges for malicious purposes is the greatest threat. A recent 
study on computer crimes conducted by the US Computer 
Security Institute (CSI) indicates that the most serious losses in 
enterprises are due to unauthorized access or privilege escalation 
by insiders [1]. However, if we had some means by which we can 
identify, who gets access to the system, other than the traditional 
password mechanism, we can significantly curb the threats 
represented by the insiders. One of the emerging approach to 
address this problem is the use of mouse dynamics. Mouse 
dynamics is the analysis of mouse operating behaviour as 
biometric trait to check a user’s identity. In comparison with other 
biometric techniques such as fingerprints or voice, mouse 
dynamics is non-intrusive, and the data is relatively effortless to 
collect [2]. During interactions with the system using mouse, 
intruders could be detected and rejected because their mouse 
operating styles are significantly different from those of legitimate 
users [3]. Moreover, the users’ mouse operating characteristics 
can be analyzed continuously during the subsequent interaction 
process to enforce an identity monitoring. In particular, there are 
two tasks of interest: verification and identification. Verification 
checks a user’s claimed identity; whereas the identification, that 
has to establish a user’s identity, could fight against insider 
threats.  
 
1.1 Need for Continuous Authentication 

Most of the existing systems authenticate a user only at the initial 
login and no authentication is performed afterward. That is, once a 
user has logged-in, attacks may occur when the user leaves the 
system open and unattended, motivating an intruder to access the 
system. As a result, it is possible for an unauthorized user to 
access the system resources, without the permission of the 
authorized user. So, a system that can continuously check the 
identity of the user throughout the session is much needed. Such 
a system is called a continuous user authentication system. 
Continuous user authentication represents a new generation of 
security mechanisms that continuously monitor user behavior, like 
a guard, constantly watching over who is using a computer, using 

biometrics. This continuous biometrics authentication system 
works on the user’s characteristics and traits. Analyzing mouse 
operating behavior has proved very useful in detecting whether 
the user is a valid user or not as the mouse is an integral input 
device of the computer system, is cheap, requires no extra 
hardware, will be used by any individual trying to access the 
system [4]. Dynamic or continuous observance of the interaction 
of users whereas accessing extremely restricted documents or 
executing tasks in environments wherever the user should be 
alert at entire times (for example Air traffic control), is an ideal 
scenario for the application of a mouse authentication system.  
 

2 RELATED LITERATURE 
Behavioral biometrics is the revolution in the field of continuous 
authentication. A lot of works is needed to be done in this area. 
Gamboa et al. [5], [6], [7] considered mouse strokes for 
continuous authentication. Each stroke was characterized by a 
63-dimensional feature vector including spatial parameters such 
as angle and curvature, and temporal parameters such as velocity 
and acceleration. They used the data of 50 users and report that 
the EER is the function of iteration time and the number of strokes 
per user. They have reported results on 1 stroke (EER of 48.9%), 
50 strokes (EER of 2%) and 100 strokes (EER of 0.7%).  
Zheng et al. [8] used angle-based metrics of mouse movements 
for user verification. They have used 30 users (different ages, 
educational backgrounds, and occupations) and SVM as a 
classification tool. They have reported an EER of 1.3% with the 
requirement of 20 mouse clicks. Pusara et al. [9] build a 
continuous authentication system using mouse movements and 
mouse events as features. They performed an experiment with 18 
users (on average 2 hours of data per user) and they used 
Decision Tree Classifier with smoothing filters for classification. 
They reported an FRR of 0.43% and a FAR of 1.75% with the 
verification time ranging from 1 minute to 15 minutes. Ahmed et 
al. [10], [11] build a continuous authentication mechanism with 
mouse dynamics. They collected data of 49 users and achieved a 
FAR of 0% and an FRR of 0.36%. Their dataset is publicly 
available and was also used in this research. They used fuzzy 
classification based on the learning algorithm for Multivariate Data 
Analysis and used a score-level fusion scheme to merge 
corresponding biometric scores. Feher et al. [12] used individual 
mouse actions (contrary to using a histogram over a number of 
mouse actions) as a feature for continuous authentication. They 
have used 25 volunteers (21 male and 4 female) to collect data in 
their experiment and used Random Forest Classifier for data 
analysis. They have achieved an EER of 1.01% (for 30 actions) 
with the authentication time of less than 2 minutes. Lin et al. [13] 
build a continuous authentication system by using everyday 
mouse interaction data on a windows computer. They have used 
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data of 11 volunteers and created 3 sample sets. Set A contained 
the feature vectors of the mouse movements for the complete file-
related operations in Windows Explorer. For comparison, set B 
contained the feature vectors of the mouse movements for 
operating Windows Explorer, and set C contained the feature 
vectors of the mouse movements for operating the computer. 
Their best results were obtained with data set A as was to be 
expected. Schulz [14] has claimed a continuous authentication 
system using mouse dynamics. They collected in his experiment, 
data of 72 users. He has used three features 1) Length and 
number of a movement sample of the mouse curve; 2) Curvature 
and inflection; and 3) Curve straightness characteristics. 
Furthermore they use Euclidean distance for classification. They 
achieved an EER of 24.3% when using a sample size of 60 
mouse curves. This performance improved to 11.2% when using a 
sample size of 3600 mouse curves. Shen et al. [15] designed a 
mouse interaction based continuous authentication system. In 
their system, there is no need for impostor training data. They 
build their system based on the data of 28 users focusing on 
different mouse events, mouse operations and mouse behaviour 
patterns and used different classifier for classification. The best 
result was a FAR of 0.37% and an FRR of 1.12%, obtained using 
a One Class SVM detector. The authors also showed the effect of 
the length of a session. In particular for a session of 5 minutes 
they reported a FAR of 7.78% and an FRR of 9.45% while for a 
sessions of 10 minutes these values dropped to a FAR of 2.75% 
and an FRR of 3.39%. Bours and Fullu [16] tracked the users 
while they navigated the mouse through an onscreen maze. The 
method was tested on 28 users and resulted in a relatively high 
EER of 27%. Jorgensen and Yu [3] showed that methods 
presented by [10], [16] failed to take into account hardware 
discrepancies in a situation where a user might use more than 
one computer to access his or her account. In such cases 
different sampling rates can skew the collected data set when 
using data acquired from a high resolution device as a basis for 
comparison. Also when switching to a device with a touchpad the 
FRR rises above 50%, for methods described in [10], [16], making 
the system no more effective than simple guessing. Shivani 
Hashiaa [17] has proposed two phase authentication system with 
numbers of dots placed on the screen. 10 dots were clicked by 
the 20 times for the training purpose by each user. Mouse 
features were calculated which includes angular movement, 
speed, deviation from a straight line, angle. Standard deviation, 
minimum, maximum and average of 4 parameters made it sixteen 
parameters. The verification of the legitimate done by the 
standard deviation. The results showed error rate of 20% and it 
was decreased by average and standard deviation for the 15 
users. Author also focused on passive authentication by observing 
the mouse pattern for 15 minutes. In spite of the fact, many 
previous studies have been conducted to evaluate the 
performance of various classification algorithms [3], [6], [8], [10], 
[16], [18], [19], [20] and [21], these results are difficult to compare 
with each other. Most of the studies proposed in the literature:  

1. used different datasets;  
2. built the classifier using different sizes of training data;  
3. designed different evaluation procedures; 
4. adopted different types of threshold on classification 

results. 
 
Thus many factors vary from other approaches which would make 
it impossible to assess the state of the art in mouse dynamics and 
to measure future progress. 
 

3 PROPOSED SYSTEM 
The proposed system is outlined in this section. Our proposed 
system has two stages to distinguish between genuine and 
impostor user: 

1. Enrolment Stage: At the enrollment, stage user checks in 

or sign up their login details like user name and passwords. 
The system then will run in the background, recording user 
mouse activities, extracts the features, and then create a 
profile for evaluation in the next stage. The reference 
template is stored in a CSV file. 

2. Authentication Stage: At the authentication stage, the 

user’s activity recorded in background, is predicted against 
user’s reference template which is already stored. This 
phase consists of collecting user dynamic mouse strokes, 
feature extraction, and feature matching with reference 
template. At last, the process of verification yields two 
types of action: accepted or rejected user access. The 
characteristics are extracted from the user's mouse 
behaviour for the formation of the template and later for 
verification. 

 
Different mouse activities can be classified as follows: 

1. Mouse move: It is a movement involving no clicks. Mouse 

move can be between two click events or non-click events. 
2. Click: It is the movement of mouse ending in click at some 

location.  
3. Drag and Drop: It is an action which starts with a mouse 

button held down, followed by a movement and finally end 
with the release of the button. Generally, it is used to move 
or copy a file to a particular location.  

4. Silence: This action suggests no mouse movement nor 

any click. 
 
In order to capture these mouse actions, there is a requirement of 
the data collection software to capture events like Mouse 
movement, Mouse cursor location, Mouse Pressed, Mouse 
released etc. From these events, one can extract the different 
mouse actions like Left click timing, Left double click timing, Right 
click timing and Drag and drop actions.  
 

4 APPROACH USED 
A continuous authentication system may operate in an open-
setting environment or a closed-setting environment. For these 
two environments, we can use Unsupervised Learning & 
Supervised Learning respectively. The closed-setting environment 
requires that user profile & intruder profile are known in advance, 
and the system can verify the active user to either the indicated 
profile or in remaining intruder profiles. Whereas, the open-setting 
environment requires no profile in advance and works with 
building a profile with the use of the system and verifying when 
the behavior deviates to recognize intruders. Our system works in 
an open-setting environment scenario. It has applications in 
cluster-based unlabeled data classification systems. Anomaly 
Detection refers to detecting whether the sample received 
conforms to the profile, is an inlier, or is an anomaly to the profile 
data, is an outlier. Distinguishing between noise & anomaly is one 
of the issues in this technique when we are actively trying to 
recognize anomalies. It has application in Intrusion & Fraud 
Detection Systems. Since our approach for the proposed system 
is an open-setting environment, so with the use of unsupervised 
learning & anomaly detection, we try to classify incoming data as 
part of a user profile or an anomaly, i.e. intruder. Our approach to 
build the system & obtain the result can be divided into workflow 
phases [22], shown in Fig. 1. 

1. Data Capturing Tool 
2. Data Collection 
3. Feature Extraction 
4. Profile Creation 
5. Intruder Attack Simulation 
6. Result Calculation 
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4.1 Data Capturing Tool 

We developed a tool to capture the mouse actions raised in the 
system. The tool could capture the mouse actions even when it 
was minimized or not in focus. 
 
4.2 Data Collection 

We distributed the tool to 23 participants for data collection over a 
period of 4 Weeks. The participants were engineering students 
and are well aware with the use of mouse. Out of the collected 
data, data of the top 8 participants were considered for the 
results. Data is collected in the .csv format, as given in table 1. 

 
Fig. 1. Workflow for the development of system 

 
4.3 Feature Extraction 

After collection of data from the participants, we extracted different 
features from these data. The extracted features are given in 
Table 2. For each of these information vector, we calculated the 
following values: 

1. Average 
2. Standard deviation 
3. Maximum 
4. Minimum 
5. Difference 

In total, we extracted 32 features from the collected data. 

 
Table 1. Sample data collection in .csv format 

 
 
 
 
 
 
 

 
 
 
 
 

4.4 Profile Creation 

Support vector machine (SVM) is a supervised learning model 
that analyzes information and establish the patterns, which can be 
used for classification as well as regression tasks. Generally, a set 
of training examples is given to SVM algorithm to be labeled as 
belonging to one of two classes. The SVM algorithm maps the 
points in space so that the examples of the separate categories 
are divided by a clear gap that is as wide as possible. New 
examples are then predicted to belong to one category or another, 
based on which side of the gap they fall on. But, in one-class 
SVM, the support vector model is trained on data that has only 

one class, which is the ―normal‖ class. It extracts the properties of 
―normal‖ class and from these properties can guess which 
examples are like the normal class or different from it. This is 
helpful for anomaly detection in an open-setting environment. So 
using the scikit-learn library’s One-Class SVM, users’ profiles are 
created using RBF Kernel with nu=0.001 & gamma=0.2. 
 
4.5 Intruder Attack Simulation 

Out of 23 participants, 8 participants had been selected to 
simulate the process. Profiles for all these participants were 
created by the above mentioned process. Then for each user, we 
used the other 7 users’ logged data, and the self-data as intruder 
over their profile. We used 5-fold cross validation as well, in which 
we divide the user data in 5 equal parts. And then each part is 
tested against the remaining 4 parts. 

 
Table 2. Mouse Extracted Features 

 

 

 

 

 

 

 

 

 

 
 
 

4.6 Result Calculation 

For the false acceptance rate (FAR) of a user, we simulated 
mouse input from the other profiles as defined in the previous 
para, over its profile. Then the percentage of false positive with 
respect to total events that were accepted by the profile for an 
intruder was recorded as FAR of that particular User. For the false 
rejection rate (FRR) of a user, we simulated key input of the user 
over its own profile. Then the percentage of true negative that 
were rejected by the profile for its own input was recorded as FRR 
of that particular User. 
 

5 RESULTS 
Following results are achieved for the proposed system. We have 
calculated the accuracy, precision, recall, F-measure as well as 
FRR and FAR for the system. Results generated for the User 7 
against the data of all the other users taken as intruder is 
presented here in Table 3. 5-fold cross validation is done for the 
system. 

Table 3: Result for User no. 7 

 
User 7 

 
Fold 1 Fold 2 Fold 3 Fold 4 Fold 5 Average 

Accuracy: 91.42 91.45 91.47 91.13 91.02 91.30 

Precision: 0.17 0.17 0.17 0.17 0.17 0.17 

Recall: 0.84 0.84 0.84 0.84 0.84 0.84 

F-measure 0.28 0.28 0.28 0.28 0.28 0.28 

FAR 0.09 0.09 0.09 0.09 0.09 0.09 

FRR 0.16 0.16 0.16 0.16 0.16 0.16 

Table 4: Result for selected 8 Users 

 
User 1 User 2 User 3 User 4 User 5 User 6 User 7 User 8 

Accuracy: 91.12 91.25 91.16 91.20 91.37 91.29 91.30 91.26 

Precision: 0.26 0.17 0.17 0.16 0.18 0.17 0.17 0.16 

Recall: 0.84 0.84 0.84 0.84 0.84 0.84 0.84 0.84 

F-measure 0.40 0.28 0.29 0.27 0.30 0.28 0.28 0.27 

 
As depicted from the table 4, we have achieved an accuracy in 
the range 91.12% -91.37% with an average of 91.24%. We also 
achieved Recall value of 0.84 that means most of the positives 
examples are correctly recognized. The precision value varies 

Mouse Features Definitions 

Left Click time Time elaped in left click. 

Left Double Click time Time elaped in left double click. 

Right Click time Time elaped in right click. 

Silence Time 
Time for which, mouse is not performing any 
action. 

Traveled distance 
The distance between two adjacent positions of 
mouse click actions. 

Movement elapsed 
time 

The time interval between starting point and 
ending point of mouse movements. 

x-speed  The movement speed in horizontal direction. 

y-speed The movement speed in vertical direction. 

x-acceleration 
The movement acceleration in horizontal 
direction. 

y-acceleration The movement acceleration in vertical direction. 

 

Mouse Move: 635, 293 Time: 132568281 

Mouse Move: 635, 292 Time: 132568296 

Left Up: 635, 292 Time: 132568312 

Mouse Move: 635, 307 Time: 132568671 

Mouse Move: 636, 329 Time: 132568687 

Mouse Move: 636, 348 Time: 132568703 

Left Down: 637, 359 Time: 132568718 

Mouse Move: 637, 365 Time: 132568734 

Mouse Move: 638, 369 Time: 132568734 

Mouse Move: 638, 374 Time: 132568750 

Mouse Move: 639, 377 Time: 132568765 

Left Up: 639, 383 Time: 132568781 

Left Down: 639, 383 Time: 132569062 

Mouse Move: 639, 383 Time: 132569125 
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from 0.16-0.26 with an average value of 0.18. The result for 
various users is summarized in fig. 2. 

 
Fig. 2. Parametric values for different users 

 
FAR and FRR are also calculated for the system. The mean 
values achieved for different users are compiled in Table 5. FAR 
value of 0.09 is very close to the standards desired for an ideal 
system whereas FRR is fixed at 0.16.  

 
Table 5: FAR and FRR for different users 

 
User 1 User 2 User 3 User 4 User 5 User 6 User 7 User 8 

FAR 0.14 0.10 0.10 0.10 0.11 0.09 0.09 0.10 

FRR 0.16 0.16 0.16 0.16 0.16 0.16 0.16 0.16 

 
Fig. 3. represents FAR and FRR values for different users under 
the experimental setup. 

 
Fig. 3.: FAR and FRR values for different users 

 

6 CONCLUSION 
In this paper, we discussed a way to use a behavioral biometric 
feature for continuous authentication. We applied the One-Class 
SVM Anomaly Detection Method. In our experiment, we used 
participants doing their normal daily tasks on their own computers, 
without any restrictions. In this way, their normal mouse usage 
has been recorded. The entire system is designed to work in an 
open-setting scenario and we found that the system performance 
is a bit satisfactory but with a good scope of improvement. The 
results in the previous section show that intruder will be wrongly 
accepted as a genuine user for only 0.01 times on average 
whereas a genuine user is rejected access to its account 0.16 of 
times. These values are good as such but we are focusing more 
on reduction of these values. In our experiment, there were 
absolutely no restrictions on the environmental or system 
configuration of users. This implies that the behavior of an intruder 
on a different system might change as it may depend on the 
mouse. Future Scope: In future, we hope to improve the 

performance or reliability of the continuous authentication system, 
by taking larger profile size of the user. We need to focus on 
different systems configuration. We can work with a larger test 
user base and can combine keystroke dynamics with mouse 
usage. This can help us to prevent against those intruders who 

will use the keyboard and avoid mouse to try & break the system 
security. In future we can also focus on the emotional behaviour of 
the user, as emotional state of user affect the mouse and 
keyboard usage significantly. And make the continuous 
authentication system more efficient and secured. 
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