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Abstract: The halftone sparse bitmap image (printed quantum dots image), which is a kind of information carrier, can be used to record and hide 

information. This technology has attracted a lot of attention in the field of printed information anti-counterfeiting. However, because the size of the bitmap 

image unit is usually below 20-30(µm), when using a mobile phone to read directly, generally only low-quality images can be obtained, which is difficult 

to meet the allowable bit error rate requirements for information detection, correction, and decoding. Through the Generative Adversarial Networks is 

used to restore the low-quality image read by the mobile phone to a high-quality image and realizes the direct generation of printed quantum dots 

images from its complex carrier image. The experimental with a 2× upscaling factor results show that the average bit error rate of directly generating the 

printed quantum dots image from the carrier image has reduced by 41.53 10  compared to recovering all the carrier images and then extracting the 

printed quantum dots image when the printed quantum dots are 2×2 (pixel) and the average bit error rate of directly generating the printed quantum dots 

image from the carrier image has reduced by 32.95 10  compared to recovering all the carrier images and then extracting the printed quantum dots 

image when the printed quantum dots are 1×1 (pixel). This algorithm effectively solves the technical bottleneck problem of poor image quality of mobile 

phone reading probability. 

Index Terms: Generative Adversarial Networks, Deep Learning, Image Restoration, Bitmap Image, Printing Anti-counterfeiting.   

——————————      —————————— 

1 INTRODUCTION                                                                     

PRINTED quantum dots are usually single halftone [1],  [2], [3] 

outlets, which are the smallest indivisible printing imaging units 

used to record information, in the field of printed information 

anti-counterfeiting. In this paper, the security QR code is that 

embedded and concealed printed quantum dots [4] image 

information in the form of pseudo-random noise in the QR 

code, which makes it have significant anti-copy characteristics. 

The QR code image of carrying printed quantum dots is 

affected by many factors such as external hardware 

equipment (including printers and scanning equipment) and 

complex environment during the printing and scanning 

process, which results in distortion issues such as strong noise, 

low quality, and quality deterioration. This reduction in image 

quality is called "image deterioration". This feature of the 

security QR code not only improves the anti-counterfeiting 

capability but also increases the difficulty of extracting anti-

counterfeiting information. Generally, the size of printed 

quantum dots is very small, below 20-30(µm), and the bit error 

rate is very high during the mobile phone reading process, 

which makes it difficult to meet the requirements of information 

detection, error correction and decoding. Therefore, it is very 

necessary to solve the problem of image deterioration of 

printed quantum dots in the process of mobile phone reading. 

 

 

Aiming at the problem of image deterioration, the methods for 

image restoration[5] used in the industry are mainly divided into 

two categories: traditional image restoration methods and image 

restoration methods based on deep learning. The traditional 

image restoration mainly uses filters methods, morphological 

methods, wavelet techniques, etc. [6], [7], [8], [9]. This type of 

method mainly uses the prior features of the image to repair the 

missing or blurred parts of the image. However, image 

restoration methods based on deep learning can automatically 

learn image features through a large number of samples. The 

field has witnessed a variety of network architectures, such as 

Convolutional Neural Networks (CNN) model [10], Generative 

Adversarial Networks (GAN) model [11], and 

Recurrent/recursive Neural Networks, RNN) model [12]. More 

and more architecture variants of image restoration networks 

have been proposed, with the continuous deepening of 

research. For example, Shi et al. [13] applied a sub-pixel 

convolution layer for feature mapping and amplification to 

improve image reconstruction efficiency. Kim et al. [14] 

deepened the network structure to the layer, improved the 

receptive field, and improved the convergence speed of training 

through residual learning. Lim et al. [15] removed the 

unnecessary batch normalization layer (BN) [16] in the residual 

block to make the model more compact and improve the quality 

of image reconstruction. Ledig et al. [17] first used generative 

adversarial networks for image super-resolution reconstruction 

(SRGAN), which improved the visual effects of generated 

images. Wang et al. [18] removed all the BN layers in the 

generator and proposed to use residual dense blocks instead of 

the original basic blocks to train a very deep network, which 

further improved the visual quality. The above methods mainly 

focus on the macroscopic characteristics of the image, and the 

ultimate goal is to achieve a certain visual effect. However, the 

focus of this article is to restore the image information, so that 
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the extracted printed quantum dots image meets the 

requirements of the bit error rate allowed by the information 

detection, correction, and decoding. In this paper, we propose 

an algorithm for image enhancement and extraction of printed 

quantum dots to solve the problem of image deterioration of 

printed quantum dots in the process of a mobile phone 

reading. The algorithm is based on the GAN network model 

[11] to restore the blurred image, and then makes full use of 

the location characteristics of the printed quantum dots in the 

security QR code to extract the restored image. In the 

experiment, two sets of network models are trained, which are 

the generator model of the security QR code image and the 

generator model of printed quantum dots image. The 

generator model of the security QR code image must include 

not only the characteristic information of the printed quantum 

dots but also the characteristic information of the QR code. 

The generator model of printed quantum dots image only 

contains the image features of the printed quantum dots. 

2 ALGORITHM DESIGN 

The digital image of the security QR code of carrying printed 

quantum dots information is printed by a printer and scanned 

with scanning equipment (such as scanners and mobile 

phones). The blurred image through image recognition and 

correction cannot meet the requirements of information 

detection, error correction, and decoding. For this reason, we 

propose an algorithm of image enhancement and extraction 

for printed quantum dots. The whole process is shown in 

Figure 1. The algorithm uses two different ways to complete 

the enhancement and extraction of the printed quantum dots 

image. The first is to send the blurred image into the generator 

model of the security QR code image to obtain a carrying 

restoration image of printed quantum dots of the security QR 

code. The restoration image of the security QR code is 

extracted to obtain its corresponding printed quantum dots 

image. This extraction process includes binarize the 

restoration image of the security QR code to obtain its 

corresponding binary image and then using the location 

feature of printed quantum dots in the QR code image is 

extracted the printed quantum dots image. The second is to 

send the blurred image to the generator model of printed 

quantum dots image to directly obtain the restored image of 

the printed quantum dots. The printed quantum dots image is 

extracted to obtain its corresponding printed quantum dots 

image. 

 

 

Fig. 1. Enhancement and Extraction Process of Printed Quantum Dots Image. 

 

In order to better understand the appearance of the security QR 

code, it was printed on a printer with different printing methods. 

As shown in Table 1, it is the visualization result of the security 

QR code printed on the inkjet printer HP indigo 7900 and laser 

printer Ricoh 7100. 

 

TABLE 1 

THE RESULT OF DIFFERENT PRINTERS PRINTED 

 

2.1 The Enhancement of Printed Quantum Dots Image 

The key to image enhancement of printed quantum dots is to 

train two network models, the generator model of the security 

QR code image and the generator model of printed quantum 
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dots image. The training goal of the generator model of the 

security QR code image is a digital image of the security QR 

code, and the training goal of the generator model of printed 

quantum dots image is a digital image of printed quantum dots 

image. The structure and training method of the two models 

are the same, which will be introduced in detail in this section. 

2.1.1 GAN Network Structure 

The GAN network is composed of a generator (G) model and 

a discriminator  (D)model. Among them, G learning generates 

data consistent with the distribution of real samples, so that 

the generated data resemble real data as much as possible. D 

learning to distinguish whether the input data is from the fake 

data generated by G or the real sample data, that is, the 

output of D is the probability value of the input from the real 

sample data (rather than the fake data generated by the 

generation network). The two models need continuous 

confrontation training and optimization to improve their own 

generation ability and discrimination ability. Each network can 

be any neural network, such as Convolutional Neural 

Networks (CNN), Recurrent Neural Networks (RNN), etc. In 

this paper, the generator network includes 1 convolutional 

layer and 5 residual blocks and used the sub-pixel 

convolutional layer proposed by Shi et al. [13] to increase the 

resolution of the input image. As shown in Figure 2, it is the 

generator network model structure. The figure shows the size 

of the convolution kernel in each convolution layer, which is 

the number of convolution kernels. Among them, the residual 

network adopts the batch normalization (BN) [16] layer 

network in the basic residual network structure [19] removed 

by Lim et al. [15], contains two 3×3 convolutional layers, which 

is followed by a Parametric ReLU (PReLU) [20] as the 

activation function. 

 

 

Fig. 2. Generator Network. 

 

In this paper, the discriminator network model is a two-

classifier, which outputs the judgment probability value of the 

target image and the restored image. If the output sample 

comes from the target image, the output value of the 

discriminator model will be larger, on the contrary, the output 

value will be smaller. As shown in Figure 3, it is the 

discriminator network model structure. The discriminator 

network selects LeakyReLU( 0.2  ) with leakage correction 

linear unit as the activation function. The network part contains 

8 convolutional layer (Conv). As the number of network layers 

deepens, the number of features continues to increase, and 

the feature size continues to decrease. Finally, the two fully 

connected layers (Dense) and the sigmoid activation function 

are used to predict the probability of the target image. 

 

 

Fig. 3. Discriminator Network. 

 

2.1.2 Training Process 

The training process of GAN is to train G to minimize the error 

between the sample of generator generated )(zG  and the 

target image sample x , while training D to improve the 

recognition accuracy of the network. Therefore, the training of 

the GAN network is a game process. G and D by iteratively 

optimizing to improve the performance of their respective 

networks, in the end, there will be a balance between the two 

and Nash equilibrium. The above process can be expressed 
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as in (1). D tries to maximize the probability of correctly 

distinguishing the real data log ( )D x , and G tries to minimize 

the probability log(1 ( ( )))D G x  that D predicts that its 

output is false. 

 

~ ( )

~ ( )

min max ( , ) [log ( )]

[log(1 ( ( )))]
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Where: 

P(x)  = the real data distribution 

P(z)  = the data distribution generated by the generating 

network 

D(x)  = the discriminator network model 

G(z)  =  the generator network model 

( )E   = the expected output 

 

It is shown in  Figure 4 of the training process of the GAN-

based printing quantum dots image enhancement algorithm.  

The blurred image is sent to the generator network, and the 

output is the restored image by the estimated of the blurred 

image to the target image. The target image and the restored 

image are sent to the discriminator network, and the output is 

the authenticity identification result of the target image and the 

generated restored image from the data set. the model loss is 

calculated according to the identification results, and a 

reasonable optimization function is selected to optimize the 

generator network and the discriminator network. Its are 

trained of the generator network and the discriminator network 

each time, and their model weight files are output. 

 

 

Fig. 4. The Training Process of GAN Network. 

 

2.1.2 Objective Function 

In this paper, the objective function (ie loss function) according 

to the [17], [21] network was calculated by appropriately 

weighting the pixel-level MSE loss [10], [13] MSEl , the anti-

loss Genl , and the feature perception loss VGGl . Therefore, 

the generator loss function can be defined as in (2). A clearer 

restored image can be generated according to the loss 

function. So, the quality of the final restored image is higher 

when the loss function is smaller. 

 

min( )G Gen MSE VGG
G

L l l l                         

(2) 

 

Where: 

  ,  , and   = the weight of each item 

 

In the GAN model, the adversarial loss is calculated by the 

probability value returned by D, and the input of D is the real 

sample image and the sample image generated by G as in (3). 

The goal of the generator is to fool the discriminator to output 

1 for the restored image generated by the generator. The goal 

of the discriminator is to determine the restored image 

generated by the generator and the goal image, and it will be 

output 0 for the restored image generated by the generator 

and output 1 for the goal image.  
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Where: 

( )
G

LRD I  = the generated image 
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( ( )
G G

LRD D I   = the probability of the generated image by 

the generator misjudges the target image 

 

Pixel-level MSE loss is the mean square error between each 

pixel of the target image and each pixel of the generated 

image, which is used to calculate the difference between the 

restored image and the target image as in (4). 
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Where:
2

( )
D

LRG I   

( )
G

LRG I  = the image generated by the generation network 

HRI  = the image of the real sample 

W  = width of the image 

H  = the height of the image 
2

( )
D

LRG I   = the regularization term 

  = the regularization weight 

 

In loss function, adding regularization terms tend to ensure the 

smoothness of the image, prevent the image from becoming 

too pixelated, at the same time, prevent the model from 

overfitting and reduce the complexity of the model. However, 

the pixel-level MSE loss is directly used to solve the problem, 

although a high signal-to-noise ratio can be obtained, the 

resulting image will have the problem of missing high-

frequency details. Therefore, it is necessary to reduce the 

proportion of this part in the total loss function through 

 .Feature perception loss is calculated by the generated 

image and the real image. The VGG loss is based on the 

ReLU activation layer by defining the pre-trained 19-layer 

VGG network [22], which is calculated by the Euclidean 

distance between the restored image and the real image 

feature as in (5). A feature map of a certain layer is proposed 

on the trained VGG, and the feature map of the restored image 

is compared with the feature map of the target image. 
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Where: 

 
,i jW  , 

,i jH  = the dimensions of each feature map in the 

VGG network [22] 

,i j  = the feature map generated by the VGG19 network 

, ( )HR

i j I  = the feature map extracted from the real image 

, ( ( ))
G

HR

i j G I  = the feature map extracted from the 

restored image 

 

The generator network parameters can be updated by the 

generator loss function shown in (2), and the discriminator 

network parameters can be updated by the discriminator loss 

function shown in (6). 
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(6) 

 

Where: 

( )
G

HRD I  = the output of discriminator when the input of 

the discriminator is the target image 

HRl  = the target image 

( ( )
G D

LRD G l   = the output when the input of the 

discriminator is the generated image 

( )
D

LRG l  = the generated image 

In equation (6) , the output  is close to 1 when the input of the 

discriminator is the target image, and the output  is close to 0 

when the input of the discriminator is the generated image. 

The iterative optimization of G and D can be realized shown in 

(2) and (6). 

 

2.2 The Extraction of Printed Quantum Dots Image 

The restored image generated by the generator model of the 

security QR code image contains QR code information and 

printed quantum dots information, while the restored image 

generated by the generator model of printed quantum dots 

image contains only printed quantum dots information. 

Because of this difference, it is different which method of 

extracting printed quantum dots from the restoration image of 

the security QR code and the restoration image of printed 

quantum dots. For the restoration image of the security QR 

code output from the generator model of the security QR code 

image, the extraction process can be divided into two steps. In 

the first step, the restored image is binarized to obtain the 

corresponding binarized image. The second step is to use the 

position characteristics of the printed quantum dots in the QR 

code to extract the printed quantum dots image in the binary 

restoration image of the security QR code. For the restoration 

image of printed quantum dots output from the generator 

model of printed quantum dots image, the extraction process 

is to binarize it to obtain the corresponding printed quantum 

dots image. In Figure 1, the restoration image of the security 

QR code and the restoration image of printed quantum dots 

are a three-channel RGB format, and the process of 
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binarization can be divided into two steps. In the first step,  the 

three channels of the restored image separate into three gray-

scale channels and then binarize them respectively. In the 

second step, we can combine the three gray-scale channels 

into RGB format, and then the RGB format image is converted 

into a binary image. It is the specific process of extracting the 

printed quantum dots image from the security QR code as 

shown in Figure 5. In the security QR code, the distribution of 

the printed quantum dots image can be divided into two 

situations, namely, the white noise on the black block of the 

QR code and the black noise on the white block of the QR. 

Therefore,  we can use the same size of the black and white 

block to traverse the entire security QR code without 

repetition, which is reconstructed for the white noise on the 

black block and the black noise on the white block. The printed 

quantum dots image is also extracted after traversing the 

entire security QR code image. 

 

 

 

Fig. 5. Image Extraction Process of Printed Quantum Dots. 

 

3 EXPERIMENTAL RESULT AND ANALYSIS 

A series of experiments were carried out to verify the effect of 

the image enhancement and extraction algorithm of printed 

quantum dots in this section. First, we use the algorithm of 2×2 

(pixel) quantum dots and 1×1 (pixel) quantum dots to extract 

the printed quantum dots and verify the extraction effect of the 

algorithm on printed quantum dots of different sizes. Then, we 

set the target image as a digital image of the security QR code 

and a digital image of printed quantum dots, and train the 

generator model of the security QR code image and the 

generator model of printed quantum dots image to compare 

the extraction effects of the two extraction methods. 

3.1 Experimental Settings 

The hardware configuration of the experimental platform used 

in this paper is E5-2683 v3 processor and NVIDIA TITAN Xp 

graphics card. The platform runs Ubuntu 20.04 operating 

system, and the deep learning framework is Pytorch1.8.1. 

Model parameters: The generator model loss function is 

optimized by the Adam [23] algorithm, and the discriminator 

model loss function is optimized by the stochastic gradient 

descent (SGD) algorithm. In the experiment, the weight 

parameters in the loss function are set to 0.001  , 1  , 

0.006  , and the regularization weight is set to 2 8e   . 

We use the alternate training method to train the discriminator 

every 5 times and the generator training 1 time and set the 

global learning rate 
5learn 5 10  , momentum 0.9m  , 

batch amount 8batch  , iterative training 20000epoch   until 

the model converges. 

3.2 Data Set 

In this paper, we propose a set of QR code data set 

Security_QR_code_set that carries printed quantum dots, 

because there is currently no data set related to printed 

quantum dots images. It is divided into three parts about the 

printed quantum dots image data set, which are 6,000 

samples in the training set, 1,000 samples in the validation 

set, and 2,000 samples in the test set. Each sample is an 

image pair containing the target image and the corresponding 

blurred image. The target image is a single-channel binary 

image, and the blurred image is a three-channel image. Under 

the condition that the aspect ratio remains unchanged, the 

size, position, and angle of all images are standardized. After 

the normalization process,  the size of the target image and 

the blurred image are respectively 333 333  and 296 296 . 

This data set not only satisfies this research, but also provides 
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convenience for the subsequent research on the extraction of 

printed quantum dots, and reduces the energy spent on image 

preprocessing and formatting. 

3.3 Evaluation Index 

In this paper, the experimental evaluation index adopts the bit 

error rate (E).The bit error rate is the ratio that incorrectly 

extracted the number of printed quantum dots in the total 

number of printed quantum dots for the enhanced and 

extracted printed quantum dots image. The bit error rate is 

calculated as in (7). 

 

W

R

T
E

T
                                                       

(7) 

 

Where: 

WT = the extracted the number of printed quantum dots
 

RT = the total number of printed quantum dots
 

3.4 Results and Analysis 

We use the training set in the data set Security_QR_code_set 

to train the built GAN network model in the 2× upscaling 

factors. The generator model of the security QR code image 

and the generator model of printed quantum dots image are 

obtained through training when the target image is a digital 

image of the security QR code and a digital image of printed 

quantum dots. The training effect of the network model will 

check on the validation set, and using the test set to test its 

learning ability. We can take any set of image pairs, as shown 

in Table 2 and Table 3, which are examples of image 

enhancement and extraction of printed quantum dots. The 

printed quantum dots size is 2×2 (pixel), in Table 2. When the 

target image is a digital image of the security QR code, the 

blurred image is used to obtain a restoration image of the 

security QR code through the generator model of the security 

QR code image, which is extracted to obtain a printed 

quantum dots image, and the bit error rate is 
47.93 10  that 

its and the printed quantum dots image in the target security 

QR code. When the target image is a digital image of printed 

quantum dots, the blurred image is used to obtain the 

restoration image of printed quantum dots through the 

generator model of printed quantum dots image, which is 

extracted to obtain the printed quantum dots image, and the bit 

error rate is 
47.93 10  that its and the printed quantum dots 

image in the target security QR code.  

 

TABLE 2 

THE EXPERIMENT RESULTS OF 2 2pixel  

 

 

The printed quantum dots size is 1×1 (pixel), in Table 3. When 

the target image is a digital image of the security QR code, the 

blurred image is used to obtain a restoration image of the 

security QR code through the generator model of the security 

QR code image, which is extracted to obtain a printed 

quantum dots image, and the bit error rate is 
36.53 10  that 

its and the printed quantum dots image in the target security 

QR code. When the target image is a digital image of printed 

quantum dots, the blurred image is used to obtain the 

restoration image of printed quantum dots through the 

generator model of printed quantum dots image, which is 

extracted to obtain the printed quantum dots image, and the bit 

error rate is 
31.97 10  that its and the printed quantum dots 

image in the target security QR code.  

 

TABLE 3 

THE EXPERIMENT RESULTS OF 1 1pixel  

 

 

Due to the difference between the size of the printed quantum 

dots and the generator network model that the blurred image 
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is fed into, the quality of the final printed quantum dots image 

obtained will also be different. Through the comparison of the 

average bit error rate when the digital image of the security 

QR code and the digital image of printed quantum dots are 

used as the target image respectively and its size is 2×2 

(pixel), it can be seen that the average bit error rate of the 

printed quantum dots image is directly extracted from the 

carrier image is 46.34 10 , the average bit error rate of the 

printed quantum dots image after all carrier images is restored 

is 47.87 10 . Through the comparison of the average bit error 

rate when the digital image of the security QR code and the 

digital image of printed quantum dots are used as the target 

image respectively and its size is 1×1 (pixel), it can be seen 

that the average bit error rate of the printed quantum dots 

image is directly extracted from the carrier image is 

32.68 10 , the average bit error rate of the printed quantum 

dots image after all carrier images is restored is 35.63 10 . 

Therefore, we can draw the following conclusions. First, the 

easier it is to extract when the larger the printed quantum dots. 

Second, the method of directly extracting the printed quantum 

dots image from the carrier image can achieve a lower bit error 

rate than the method of extracting the printed quantum dots 

image after recovering all the carrier images. This result can 

meet the requirements of channel coding of printing the 

quantum dots image. As shown in Figure 6, when the printed 

quantum dots in the security QR code are not full, we scan 

them, and the bit error rate of the printed quantum dots image 

directly generated from the carrier image is 
40 10 .  

 

 

 

Fig. 6. The  Experimental of 2 2pixel  Arbitrary Position Quantum Dots Image. 
 

4 CONCLUSION 

In this paper, we propose an image enhancement and 

extraction algorithm for printed quantum dots, which effectively 

solves the problem of quality deterioration that occurs when 

mobile phones read printed quantum dots images. We mainly 

use Generative Adversarial Network (GAN) to restore low-

quality images read by mobile phones to high-quality images. 

At the same time, We design the extraction algorithm using the 

distribution characteristics of the printed quantum dots in the 

security QR code to direct the generation of printed quantum 

dots images from its complex carrier image. It is different from 

most image restoration algorithms in that the focus of this 

paper is to make the extracted printed quantum dots images 

meet the requirements of the error rate allowed by information 

detection, correction, and decoding. The experimental results 

show that the algorithm can effectively enhance and extract 

the printed quantum dots image, and generate a dots matrix 

image that meets the actual application requirements, which 

can be more widely used in the field of printing anti-

counterfeiting. 
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