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Abstract: This research study analyzes machine learning-based techniques to identify Distributed Denial of Service (DDoS) attacks. Cyber-attacks are 
used to bring down the services of affected servers. Hereafter these servers cannot provide services to the end-users. Therefore, it is essential to detect 
and mitigate these types of attacks. Machine learning-based techniques can differentiate between attacks and legitimate user requests. Moreover, 
different types of attacks can be classified by these techniques. In this research, three different neural networks have been compared, these are (i) Feed 
Forward Neural Network (ii) Case Cade Neural Network and (iii) Fitting Neural Network. These networks have been trained with two different training 
algorithms, i.e., Quasi-newton backpropagation algorithm and one step secant algorithm. During this research work, the knowledge discovery data set 
KDD-CUP99 is used. The results indicate that fit net shallow neural network has better accuracy result with a short training time. 
 
Index Terms: Knowledge Discovery Dataset (KDD), Artificial Neural Network (ANN), Distributed Denial of Service (DDoS) Attacks, Broyden-Fletcher-
Goldarb-Shanno (BFGS), One step secant method.   

———————————————————— 

 

1 INTRODUCTION 

DENIAL OF SERVICE attacks produces one of the potential 
problems and Circulated Distributed Denial of Service (DDoS) 
attacks, whose impact can be extremely serious, are among 
the most difficult security issues in the current web of particular 
concern. With virtually zero guidance in advance, a DDoS 
attack will fume the figuring and communication materials of its 
victim within a short time frame without much of a stretch. The 
reality of the problem has led to different security components. 
The attack by DDoS is an attempt to make a device or network 
resource inaccessible to its intended users [1]. Figure 1 shows 
the architecture of DDoS attacks. 

 

Fig. 1. Architecture of DDoS attacks 
 
In this research, the comparison has been made of DDoS 
attacks detection using three neural networks (i) Feed Forward 
Neural Network (ii) Case Cade Neural Network and (iii) Fitting 
Neural Network. There are several types of DDoS attacks [2]. 
Some names of these DoS/DDoS attacks are Neptune, tear 

drop, smurf, IPSWEEP, and Ping of Death (PoD). In this 
research, these attacks have been detected as well as 
classified by using various neural networks. 
 

2    NEURAL NETWORKS  

Neural networks are seen as nonlinear observable data 
showing devices where the relation between data sources 
Neural network comprises of and flows is shown or the neural 
network consists of three neural layers of unit a layer of "input" 
units is associated with a layer of "covered up" units, which is 
associated with a layer of "output" units [3]. Information enters 
at the data sources and goes through the network, layer by 
layer, until it shows up at the output. Neural network used in 
this research are described in the following sub sections. 

 

2.1 Feed Forward Neural Network  
Feed forward neural network is the most fundamental artificial 
neural network that is utilized for standard relapse and 
characterization issues. It has no circling in the network. The 
data just streams in the forward direction in each layer of the 
network. In this organization, the information moves from the 
underlying hubs to the shrouded hubs and yield hubs in only 
one direction Perception is a single-layer neural network and 
multi-layer neural network. Perception is a linear (binary) 
classifier. It is also used for supervised learning [4]. Figure 2 
shows the architecture of a feed forward neural network. 

 
 
 
 
 

 
 
 

Fig. 2.  Feed Forward Neural Network 
 
2.2 Cascade Neural Network 
Cascade-forward neural network is a class of neural network 
that resembles feed-forward networks, but which contains a 
connection to the following layers between the input layer and 
all previous layers. The output layer is also directly connected 
to the input layer with the oversized layer of a network with 
three layers [5]. The advantage of this method is that it takes 
into account the non-linear relation between input and output 
layer by not eliminating the linear relationship between the two 
layers as shown in Figure 3. 
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Fig. 3. Cascade Neural Network 
 

2.3 Fit Net Shallow Neural Network 
A neural network has initial layers, in addition to an input and 
an output layer, which may also be considered hidden layers. 
These could be called encoders. These layers are hidden in a 
shallow network. There are number of studies that can fit any 
function in a shallow network. It will need to be fully 
overweight. The fit net shallow neural network creates number 
of parameters. In short, "shallow" neural network is a term 
used to describe a neural network that typically has only one 
hidden layer [6].  

 

Fig. 4. Fit Net Neural Network 
 

In the comparison with a deep neural network that has several 
hidden layers, often of different types as shown in Figure 4. 
 

3. TRAINING ALGORITHMS  

In this research, two training algorithms are used i.e., quasi-
Newton back propagation algorithm and one step secant 
method. 

 
3.1 Quasi-Newton Gradient 
Optimization methods, algorithms and heuristics can be 
divided in the following categories: unconstrained nonlinear, 
constrained nonlinear, convex optimization, combination and 
met heuristics. The unconstrained nonlinear can have 
functions, gradients. Some unconstrained nonlinear functions 
include golden-section search, line search, successive 
parabolic interpolation, nelder-mead method and interpolation 
methods. The gradients are further divided into categories 
namely convergence, quasi-newton Convergence gradients 
include trust region and wolfe conditions. Quasi-Newton 
gradients include: Berndt-Hall-Hall-Hausman, Davidon-
Fletcher-Powell, Broyden-Fletcher-Goldarb-Shanno (BFGS), 
L-BFGS and Symmetric rank-one (SR1). Hessian includes 
Newton’s method [7]. In this research, a quasi-Newton 
gradient method named as Broyden-Fletcher-Goldarb-Shanoo 
or simply BFGS quasi-Newton method is used. In numerical 
optimization, the BFGS algorithm is an iterative method and it 

uses successive approximation to solve unconstrained 
nonlinear optimization problems. The BFGS method 
approximates newton's method. It finds a stationary point of a 
function and it belongs to hill-climbing optimization techniques. 
It will find optimal solution, if the gradient be zero. The term 
zero gradients mean the slope will be zero. No matter how 
much value on x-axis changes but there will be no change in 
y-axis value. Both first-order derivative and second-order 
derivative can be used in these methods [8].  
 
3.2 One Step Secant Method 
Search results featured a web fragment to try bridge the 
difference between the algorithm attempt to bridge conjugate 
gradient algorithms and the quasi-Newton (secant) algorithms 
are the one step secant (OSS) procedure. This algorithm does 
not store the entire hessian matrix. It suggests that the 
previous hessian was the matrix of identities at each iteration. 
The secant method is a variation on the newton method 
concept. It takes its name from the fact that it creates a 
straight line. One step algorithm is an appropriate algorithm for 
training without blockage [9]. 
 

4. RELATED WORK 

Mukhopadhaya et al. [10] have recognized different kinds of 
DoS attacks and propose a new methodology to simulate and 
used the artificial neural network in MATLAB and training the 
KDD data set in neural network. After training, the results show 
that which neural network is best for the detection of DOS. 
Saied et al. [2] have aimed to detect and mitigate known and 
unknown DDoS assaults before reaching the victim. To detect 
recognized and unknown DDoS attacks and the capacity of 
DDoS attackers to crash or overload a target. The distributed 
denial of service attacks have been chosen due to deficiencies 
in current methods compared to other security domains. Li et 
al. [11] have described distributed denial-of-service attacks 
detection technique, based on neural network using artificial 
intelligence. In the technique, server resource assessment and 
network traffic. It has better outcomes to detect DDoS attacks 
to train ordinary or abnormal detection capacity. Ali et al. [12] 
have discussed artificial neural networks (ANN) as a machine 
learning solution for denial of service attacks, distributed denial 
of service attacks and intrusion detection systems. The 
proposed method used the backpropagation of the bayesian 
regularization (BR) and the scaled downward propagation 
algorithm of the conjugate gradient (SCG). The network has 
been trained and tested using the CICID 2017 data set and 
subset that meets the criteria of the real world. The input data 
set characteristics that best characterize each attack and 
ordinary network traffic have been carefully selected. The 
result revealed that the suggested technique used bayesian 
regulation effectively to detect DoS/ DDoS. The outcome 
disclosed that the suggested technique effectively used 
bayesian regularization to detect DoS/ DDoS assaults with a 
precision of 99.6% and scaled conjugate gradient descent of 
97.7%. Kale and Choudhari [13] have worked on the attacks of 
distributed denial-of-service (DDoS). Current machine learning 
approaches such as neural classifiers can detect such attacks 
on DDoS. Such classifiers lack the capacity to generalize 
resulting in lower performance resulting in high false positives. 
The authors test the quality of the choice of a comprehensive 
set of machine learning algorithms. He proposed a 
classification algorithm. Hence, the system must be 
implemented and tested in such a way that it develops by 
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evaluating the network traffic linked anomalous pattern and 
identify incoming traffic as an attack. Training time depends on 
the number of times the classifier requires training, which in 
effect, depends on the average square error between 
iterations hitting the global minimum. Training is improved by 
eliminating overlapping data and keeping only samples of 
training adjacent to the boundary of judgment. Often since the 
output vector number is smaller, the training time is lower. It is 
therefore, clear that the RBP boost algorithm will be ideal for a 
setting in real-time. Yusof et al. [14] have used detection 
algorithms of different types of distributed denial-of-service 
attacks. The authors also provide overview of the current 
algorithm for detection and security to mitigate four kinds of 
DDoS attacks i.e., user data gram flood, synchronize flood, 
ping of death and smurf attack. The paper analyses system 
vulnerability targeting segments of transfer control when the 
syn flag provides room for denial of service attack called SYN 
flood attack. 
 

5. SIMULATION RESULT  

In this research, MATLAB 2018a tool was used. First, clean 
the knowledge discovery database (KDD) data set and give 
the values of protocols, attacks and flags. Afterwards, develop 
a neural network model and training the KDD data set using 
artificial neural network (ANN). After completion of the training, 
we got the results of DDoS attacks. In this research two 
algorithms trainbfg and trainoss were used for training neural 
network that updates weight and bias values. The creators 
have changed over the element factors "Convention type" with 
qualities like TCP=0, http=1, SMTP=2, UDP=3, Finger=4, 
FTP=5, FTP_data=6, Domain=7, Telenet=8, NTP_u=9, 
Private=10, Csnet_ns=11, Supdup=12, Vmnet=13, ICMP=14, 
eco_i=15, Other=16, Urp_i=17, ecr_i=18, POP_3=19, 
uucp_path=20; “Flag” with corresponding values S0=0, 
RSTR=1, SO=2, REJ=3, S2=4, RSTO=5, SH=6, S1=7, 
OTH=8, S3=9.in the data collection the attack was classified 
as tcp=0, UDP =1, ICMP=2, SYN=3, Pod=4, Http =5, Smurf 
=6, Tear drop =7, neptune=8, IPSWEEP =9, Figure 5 shows 
the architecture of artificial neural network. There are 41 
inputs, 20 neurons in hidden layer and 5 neurons in the output 
layer of the neural network. The distributed denial of service 
(DDoS) attacks are divided into five classes for simplicity. 

 
 
 
 
 
 
 
 
 

Fig. 5. Artificial Neural Network with Input, Hidden and Output 
layers 

 
5.1 Results of Feed Forward Neural Network by Using One 
Step Secant Algorithm 
The results in Figure 6 indicate that the overall accuracy of the 
neural network model is 99.8%. In the data set, there are more 
than twenty classes. However, for simplicity, these twenty 
classes are sub-divided into five classes. First four classes 
actual individual classes in the data set while the fifth class 
includes all other classes. 

 

 
Fig. 6 Confusion Matrix of Feed Forward Neural Network 

 
5.2 Results of Feed Forward Neural Network by Using 
BFGS Quasi-Newton 
 
Figure 7 indicate that the overall accuracy of the neural 
network model is 100% in confusion matrix. 

 

 
Fig. 7 Confusion Matrix of Feed Forward Neural Network 

 
5.3 Results of Cascade Neural Network by Using BFGS 
Quasi-Newton 
Figure 8 shows the classification results for fit net with shallow 
neural network which is 99.7% and miss classification 0.3%. 
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Fig. 8 Confusion Matrix of Cascade Neural Network 

 
5.4 Results of Cascade Neural Network By Using BFGS 
Quasi-Newton 
Figure 9 shows the classification results for fit net with shallow 
neural network which is 99.6% and miss classification 0.4%. 
 

 
Fig. 9 Performance of Cascade Neural Network 

 
5.5 Result of Fitnet Shallow Neural Network by Using 
BFGS Quasi-Newton 
Figure 10 shows the classification value FITNET with shallow 
neural network which is 99.9% and miss classification 0.1%. 
 
 

 
Fig. 10 Confusion Matrix of Fit Net with Shallow Neural 

Network 
 

5.6 Result of Fitnet Shallow Neural Network by Using 
BFGS Quasi-Newton 
Figure 11 shows the classification value FITNET with shallow 
neural network which is 99.5% and miss classification 0.5%. 
 

 
Fig. 11 Performance of Fit Net with Shallow Neural Network 
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Table 1 shows training time and accuracy of neural networks. 
 

Table 1. Training time and accuracy of neural networks 

Ex.
# 

Neural 
Networks 

Algorithms 
Classif
ication 

Miss-
classifi
cation 

Training 
Timing 

1 
Feed 
Forward 
Neural 
Network 

One Step Secant 
Method 
Overall Accuracy of 
Confusion Matrix 

 
99.8% 

 
0.2% 

 
45 min 
08 sec 

2 

Qusai-Newton 
Gradiant 
Overall Accuracy of 
Confusion Matrix 

 
100% 

 
0.0% 

 
38 min 
23 sec 

3 

Case 
Cade 
Neural 
Network 

One Step Secant 
Method 
Overall Accuracy of 
Confusion Matrix 

 
99.7% 

 
0.3% 

 
29 min 
03 sec 

4 

Qusai-Newton 
Gradiant 
Overall Accuracy of 
Confusion Matrix 

 
99.6% 

 
0.4% 

 

 
30 min  
15 sec 

5 

Fit Net 
Neural 
Network 

One Step Secant 
Method 
Overall Accuracy of 
Confusion Matrix 

 
99.9% 

 
0.1% 

 
19 min 
03 sec 

6 

Qusai-Newton 
Gradiant 
Overall Accuracy of 
Confusion Matrix 

 
99.5% 

 

 
0.5% 

 
14 min 
07 sec 

 
The Actual result overview is shown in Table 2. 

 
Table 2. Training time and accuracy of neural networks 

Ex. 
# 

Neural 
Networks 

Algorithms 
Mean 

Squared 
Error 

Number of 
Epochs 

1 Feed 
Forward 
Neural 
Network 

One Step Secant 
Method 
Overall Accuracy 

 
0.0010673 

 
359 

2 
Qusai-Newton 
Gradiant 
Overall Accuracy 

 
0.0003289
3 

 
 991 

3 Case 
Cade 
Neural 
Network 

One Step Secant 
Method 
Overall Accuracy 

 
0.001347 

 
997 

4 
Qusai-Newton 
Gradiant 
Overall Accuracy 

 
0.0013559 

 
297 

5 
Fit Net 
Neural 
Network 

One Step Secant 
Method 
Overall Accuracy 

 
0.0006027
7 

 
750 

6 
Qusai-Newton 
Gradiant 
Overall Accuracy 

 
0.0017894 

 
999 

 

6. CONCLUSION 
In this research feed forward, cascade and fit net with shallow 
neural network algorithms were used for training and detection 
of the DDoS Attacks. After the training the detection accuracy 
of fit net shallow neural network gives better results as 
compared to both networks in short training time with good 
accuracy results. In the future, different algorithms and neural 
networks can be used to detect which network and algorithm 
is best for detection of DDoS attacks. 
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