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Abstract : The objective of this empirical study was to measure a set of factors associated with the safe behavior of mobile 

device users. An adapted model was created using protection motivation theory, theory of reasoned action, and theory of 

planned behavior to predict the intention to have a safe behavior that leads to a safe conduct. The research was non-

experimental with a transversal-descriptive, correlational-causal design. A survey was developed to test the relationships. The 

sample of this research (292) was only people who own a mobile device and use it in some way as part of the work, whether 

provided by the company or through BYOD The results clearly define how technological advances in mobile devices have 

brought new security risks.  It was found that users do not feel fear or threats when using mobile devices. This research 

revealed the importance of creating awareness among users of mobile devices from the dangers they are exposed when 

accessing bank accounts, social networks, company databases, emails, among others.  

 

Index Terms : Perceived vulnerability, Perceived severity, attitude towards behavior, Safe behavior, mobile devices, protection 
motivation theory, theory of planned behavior. 

——————————      —————————— 

1 Introduction 

Mobile devices, smartphones, and tablets have become 
indispensable tools in the daily life of individuals (Ozturk et 
al., 2017).  This boom is largely due to the ease of 
portability. This is defined as the ability to communicate, 
interact with others, obtain information, perform important 
procedures, and even have entertainment from anywhere, 
anytime, without the need to be static to get access to these 
services (Wang et al,. 2019). They have been incorporated 
into daily life and routine, to the extent that if they are 
forgotten, people feel that they have forgotten an essential 
and necessary part to function in their daily lives 
(Ruvalcaba et al., 2015). Wang et al (2019) exposed that 
mobile device have changed our way of doing business as 
well as our daily routine activities and even our enjoyment. 
That is, mobile devices are part of a new culture, impacting 
our way of thinking, acting, communicating, and even 
educating ourselves. Virtually all mobile devices have 
access to the Internet either through the telephone network 
or through wireless networks better known as WI-FI 
(Keshtkarjahromi et al., 2018). In general terms, it is one of 
the most important characteristics, which has allowed to 
break the physical connectivity barriers.  The applications 
(apps) of mobile devices are mostly used to provide 
services on the Web, such as: cloud storage, social 
networks, emails and many others. They use a compact 
interface and simple programming logic because they are 
designed for the platform of mobile operating systems. 
These in turn allow users to install and use them according 
to their own needs and interests (Yu et al., 2018).  Bring 
your own device (BYOD) is defined as the use of mobile 
devices owned by employees to access the network and 
business content both from the workplace and from outside 
the workplace (Chen, et al., 2020; Olalere et al., 2015).  
The BYOD concept describes the tendency of employees to 
use their private mobile devices to manage company data 
from anywhere and at any time, which could translate into 
an increase in productivity without employing any cost from 
the company. Mobile technology is changing the way we do 
business.  It is due to the ease of connectivity anywhere 

and at any time (Hubert et al., 2017). According to 
Bonderud (2017), if businesses do have a BYOD policy in 
place, they are already behind. Companies take advantage 
incorporating this technology and gain competitive 
advantage. In many cases they do it by allowing employees 
to use their own smartphones and tablets as a work tool, 
obliged indirectly to produce or be available and connected 
24/7/365. 

 
1.1 Conduct of the users.   
User’s behavior related to the use and security of 
technology has been a well-studied field. It is commented 
that users are the weakest link in the management of the 
security of business information systems. Often these 
perform certain insecure or improper uses and violate 
security policies, although not necessarily with malicious 
intentions (Karyda, 2017).  While it is true that mobile 
technologies are essential tools for many people and 
companies; it also brings great risks consequently that can 
directly affect the security of personal and business data 
(Dokuchaev et al., 2020; Ghafir et al., 2018; Karyda, 2017; 
Chunata & De Jesús, 2015).   

1.2 Information Security 

In general terms, safety is the quality or state of being safe 
or free from damage. For information to be secure it is 
important to be protected against risk of loss, damage or 
unwanted modifications or other threats (Surwade & Patil, 
2019). Today, the engine of the global market and business 
operations is technology and its information systems, 
placing it as one of the most valuable and important assets 
(Krushkov, 2018; Surwade & Patil, 2019). Security is 
defined as the protection of information and information 
systems for access and unauthorized uses, interruption, 
disclosure, modification, and destruction (Boiko & 
Shendryk, 2017). It is important to protect personal and 
business data against these dangers. According to 
Surwade & Patil (2019), the purpose of information security 
is to protect valuable resources such as: information, 
computer equipment and programs through the appropriate 
selection of security applications. The three component of 
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information security within an organization are 
confidentiality, integrity, and availability; also known as the 
CIA triad (Boiko & Shendryk, 2017; Surwade & Patil, 2019). 
Confidentiality - refers to the concept of privacy, referring to 
the protection of data from unauthorized persons to view it 
or use the information. Integrity - It refers to the ability to 
prevent data from being changed in an unauthorized or 
unwanted manner, whether to eliminate, change or add 
information. Availability - refers to the ability to access data 
by authorized personnel when needed (Shave, 2018 
Information security, apart from being a necessity, is a 
statute or statute of law that comes from the National 
Conference of States Legislature for 46 states, including the 
District of Columbia, Puerto Rico, and Virgin Islands of 
August 2019.  Accordingly, companies in the United States 
that handle private and confidential information, must 
comply with legal regulations. Among the most important 
are Gramm-Leach-Bliley Act, Health Insurance Portability 
and Privacy Act (HIPAA) and Payment Card Industry Data 
Secure. Surwade & Patil (2019), indicated that information 
security is not only the responsibility of a small group of 
professionals in charge of security, but also of the 
administrators and above all, the behavior of the 
employees. Summarizing, mobile technology has negative 
consequences for the organization if employees misuse it 
or connect to insecure external networks, opening a 
security breach for the organization's information (Pham et 
al., 2017). According to Alraja et al., (2019), before building 
a secure mobile environment, one must first understand the 
attitudes of users towards the security and privacy they 
perceive when incorporating mobile devices into the 
company. Among its conclusions are a better education 
related to applications, platforms and security, new and 
better security indicators in applications, and improve 
security related to access and backup copies in case of loss 
or theft of the device. An education will make users feel 
more secure and confident when using their mobile devices 
in the company. One of the benefits of BYOD is the 
flexibility you have in choosing your own mobile device 
which makes you feel more comfortable and therefore has 
better mobility and is more productive both outside and 
inside the company. (Baillette & Barlette, 2018; Garba et 
al., 2015; Olalere et al., 2015).  The company also benefits 
because the employee has access at any time and from 
anywhere to the information required to produce. In 
addition, this benefit is obtained without having to invest in 
any type of equipment. On the other hand, BYOD brings 
with it a series of challenges, difficulties and vulnerabilities 
in the control and security of business information (Chen, et 
al., 2020; Macía et al., 2015).  Another important aspect 
that impacts on access control and bandwidth are the 
personal applications that employees use such as social 
networks, instant messaging, mobile video conferencing 
and cloud storage among others. (Bonderud, 2017).  But 
the biggest concern for system administrators and 
information technology (IT) professionals is the leakage of 
insider information from the company (Garba et al., 2015; 
Singh et al., 2017).  When corporate information is 
accessed from personal devices, the risk of data leakage is 
especially accentuated. This leak is due not only to the loss 
of devices, but also to viruses and malware, the data output 
between mobile applications and intrusions or unauthorized 
access by third parties in the corporate network. According 

to Singh et al (2017); Al-khatib & Hammood, (2017); the 
applications that users download may have been 
manipulated to include malware (viruses, worms, trojans, 
rootkits, scareware, spyware, intrusive adware, crimeware, 
among others). These risks are also related to the lack of 
control that IT staff can exercise because these mobile 
devices belong to the users themselves (Garba et al., 2015; 
Ghafir et al., 2018).   

 

2 Problem Statement and Hypothesis 
Development 

Access to information and services through mobile devices, 
especially smartphones and tablets, is constantly 
increasing. The security problems that these devices are 
exposed are like those that a personal computer is exposed 
to (Dokuchaev et al., 2020). Unlike computers, only 4% of 
smartphones and tablets have an antivirus and antimalware 
(Chen & Li, 2017; Jayakumar et al., 2019). It is important, 
therefore, that levels of confidentiality, integrity, and above 
all control of access, and authentication are guaranteed as 
a means of security for both personal data and company 
data (Shave, 2018). The purpose of this research is to 
determine the behavior of users using mobile technologies 
and how it can affect the security of the information 
contained and / or accessed by companies and their 
personal information.  The intention is to make the user and 
the companies aware of the importance of having a safe 
behavior when using mobile devices. This safe behavior is 
preceded by the user's intention to take this safe action and 
is also influenced by the effective response to the 
perception of vulnerability and danger. Thus, this paper 
proposed the following hypotheses: 
H1. There is a significant positive relationship between the 
perception of severity and the effective response. 
H2. There is a significant positive relationship between the 
perception of vulnerability and the effective response. 
H3 There is a significant positive relationship between the 
perception of severity and the intention of safe behavior. 
H4 There is a significant positive relationship between the 
perception of vulnerability and the intention of safe 
behavior. 
H5 There is a significant positive relationship between the 
attitude to perform a behavior and the intention of a safe 
behavior. 
H6 There is a significant positive relationship between the 
subjective norm and the intention of safe behavior, valuing 
beliefs and motivation. 
H7. There is a significant positive relationship between the 
control of perceived behavior and the intention of safe 
behavior. 
H8 There is a significant positive relationship between the 
effective response and the action of safe behavior. 
H9 There is a significant positive relationship between the 
intention of safe behavior and the action of safe behavior. 

 

3 Research Model 
Building on the hypotheses presented, the model of this 
research is based on three theories: PMT, TRA, and TPB. 
Figure 1 depicted the research model and the 
measurements used that were based on these three 
theories.  All the measurement used are summarized in 
Appendix 1. All these variables used Likert-type scales that 
range from 1 to 5. 
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4 Research Methodology and Literature 
Review 

We developed a survey to collect data from individuals 
between the ages of 21 to 65 years, who have a mobile 
device, specifically tablets and smartphones that they use 
to access information related to their current job. The 
people who participated did so voluntarily. This research 
was approved by Institutional Review Board (IRB) in the 
Ana G. Méndez University System, Universidad del Turabo. 
This request was accompanied by all the documents and 
protocols required by the Board. The staff in charge of the 
IRB office evaluated the need and relevance of the study 
confirming that the confidentiality of the participants was 
being guaranteed. A questionnaire was used to obtain the 
data. It was designed and adapted from other research that 
use the same theories and constructs of the model 
proposed in Figure 1. The following investigations were 
used: Wall & Buche (2017); Wall & Warkentin (2019).  The 
research instrument was composed of questions that were 
used to gather information about the following constructs: 
perceived severity, perceived vulnerability, attitudes 
towards behavior, subjective norm, control of perceived 
behavior, intention of safe behavior and safe behavior.   A 
Likert scale of five points was used for the premises related 
to the constructs where each participant will answer each 
question with: Strongly disagree (1), Disagree (2), Neutral 
(3), Agree (4), or Very agree (5). 

 

5 Theoretical Background 

 

5.1 Protection Motivation Theory (PMT).  
The PMT theory was originally developed by Dr. R.W. 
Rogers in 1975 to better understand fears and especially 
how people handle them (Schuetz et al.,2020).  Dr. Rogers 
in 1983 extends his theory to a more general persuasive 
communication. PMT is one of the main theories that tries 
to explain the change in behavior starting from a perceptive 
process regarding the threat and how it will be faced (Boer, 
1996).  The theory of PMT explains the effects of the 
appeal to fear, in behavior change attitude, establishing fear 
as an effective resource described in three dimensions. 

First, the message should include information about the 
threat that is relevant to the individual. Secondly, the 
message must include an indication of the probability that 
the event or threat will occur assuming nothing is done to 
avoid it. And finally, information on how the individual can 
avoid or respond to an adverse event or potential threat and 
how likely or effective it must be to respond or fight the 
event (Roger, 1975). According to Schuetz et al (2020), 
once a person has been exposed to the fear appeal, they 
must recognize and assess the threat severity. The 
perception of the individual at the level of the severity of the 
perceived threat, the susceptibility of the threat, and the 
effective response; will give rise to a form of motivation 
towards the protection that ideally is the attitude or behavior 
of change that the persuasive message intends to give 
(Roger, 1975). The health is one of the main scenarios for 
studies related to information security when using mobile 
devices (Cilliers, 2020, Bhuyan et al.,2017).  Taking into 
consideration the adoption of mobile technology to access 
patients’ medical information and how the attitude and 
behavior of users can affect the confidentiality, integrity and 
availability of such information with reference to the theory 
of PMT. It is important to underscore that these records are 
protected by HIPPA. Cilliers (2020), in their study on the 
adoption of mobile devices in the health industry, reported 
that everyone perceives security risk differently and its 
possible consequences. 

 
5.2 Theory of Reasoned Action (TRA).  
The theory of TRA was developed by Fichbein and Ajzen in 
1975 for the prediction and understanding of human 
behavior (Branley & Covey, 2018, Bauer & Bernroider, 
2017). The TRA theory postulates that individual behavior is 
driven by their behavioral intention which is conditioned to 
the attitude of the person towards the behavior and the 
subjective norms, which are of a social nature around the 
realization or not of the behavior (Humaidi & Balakrishnan, 
2018). The attitude toward behavior is defined as positive or 
negative feelings of the person about the conduct of a 
behavior. This intention is determined by two main factors: 
the nature of the person and their subjective norms which 
are of a social nature (Humaidi & Balakrishnan, 2018). In 
the research carried out by Humaidi & Balakrishnan, 
(2018), it was related to the compliance or not of the 
security policies, which directly impacts the security of the 
organization's information. They placed the user and their 
perception as the main actor in the success or otherwise of 
the implementation of security measures.  On the other 
hand, the theory of TRA and its relationship with mobile 
devices has been used to measure the intention of 
adoption, in different scenarios, especially to make online 
payments and mobile banking (Branley & Covey, 2018; De 
Luna, Cabanillas, Montoro-Ríos, & Luz, 2015, Liébana, 
Bauer & Bernroider, 2017). From Luna et al. (2015) used 
the subjective norm as a determining factor for the 
intention. This subjective norm is determined by the social 
impact, especially of people recognized as important or 
dear, to have the direct intention to use mobile technology 
to make online payments. In his study Tham et al (2017), 
used TRA to try to predict the factors that influence the 
behavioral intention of payment adoption used mobile 
devices and Bauer & Bernroider (2017), for the intention of 
the use of mobile technology in banking. All relationships 
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between the variables and constructs were statistically 
significant, supporting the influence on the intention of 
direct adoption (Branley & Covey, 2018; Tham et al., 2017). 

 
5.3 Theory of Planned Behavior (TPB).  
The TPB theory states that individual behavior is driven by 
behavioral intentions according to the individual function of 
attitudes towards a certain behavior influenced by 
subjective norms and the control of perceived behavior 
according to experience and trust (Cheung & To, 2017). In 
summary, the intention of a behavior can be evaluated as 
the sum of the evaluations of desires, consequences and 
experience (Miralles et al., 2017). The subjective norm is 
defined as the perception of an individual about the 
behavior that important people expect him to perform, in 
synthesis that is influenced by others. In the case of 
Widyarini (2017), he used TPB to explain the transition in 
the behavior of online banking users to change or adopt 
mobile banking. Among the constructs used were the 
subjective norm, the control of perceived behavior and the 
attitudes in correlation with the intention of changing 
behavior to mobile banking and, in turn, that intention towar 
ds current behavior. A statistically significant correlation 
was foundCilliers (2020), indicated in their study that TPB 
theory can describe how users' behavior can change to a 
more conscious and safer one. They stated that individual 
behavior can be explained by the influence of attitudes, 
subjective norms, and the control of perceived behavior. In 
the case of attitude refers to the positive or negative feeling 
that users have towards a behavior. It is defined as a 
tendency to evaluate things in a way. This evaluation can 
be positive or negative and in the same way it will be the 
change in behavior (Cilliers, 2020). This attitude can be 
explicit which is influenced by our beliefs and behaviors in a 
conscious or implicit way which may be influenced by 
beliefs and unconscious behaviors. The awareness of 
information security risk influences the attitude toward the 
behavior of users On the other hand, Agudelo et al (2015), 
used the theory of TPB to explain the unintentional or 
accidental behavior of users and understand the reasons 
behind this behavior, which can help the organization to 
develop policies more effective the purpose is to avoid the 
risk of knowledge leakage by incorporating personal mobile 
devices into the company (BYOD). They expressed that this 
internal security risk is due to the legitimate access to 
facilities, information and knowledge of the organization 
through their devices which depend on a safe behavior by 
the user. Agudelo et al., (2015) argued that user behavior 
can be categorized as accidental or malicious, 
understanding that accidental behavior has the greatest 
potential for damaging knowledge leakage. 

6 Data analysis and results 

Structural equation modeling (SEM) was used to validate 
the research model. SmartPLS was employed to perform 
the analysis. Factor analysis was conducted to examine 
common aspects between the constructs.  Factor analysis 
is a statistical procedure that allows identifying dimensions 
underlying a measure (Brown, 2015). To carry out a factor 
analysis, two statistical tests were performed: the sample 
adequacy measure of Kaiser-Meyer-Olkin (KMO) and the 
Bartlett sphericity test. The Kaiser-MeyerOlkin test (KMO) 
was 0.810, which indicates that the sample is adequate. 

While the p-value of Bartlett's test was .000. This indicates 
that it is statistically significant (p <.05) and, therefore, there 
are no problems of correlation between the variables. After 
checking the validity to perform the factor analysis, the 
communalities were evaluated, which indicate the 
proportion of the variance explained by the common factors 
in a variable. The communalities are the sum of the factorial 
weights squared in each of the rows. Most of the value of 
the extraction of communalities over passed values of 0.50 
(20 items). Only two premises obtained an extraction of 
0.474 and 0.329 respectively, which is below 0.5; Appendix 
2 shows the results. The factor analysis revealed six 
components that had eigenvalues equal to or greater than 
1.00 and that represent 64.25% of the total variance. The 
first component explains 26.03% of the total variance, the 
second explains 13.63, the third explains 7.70%, the fourth 
explains 6.60%, the fifth explains 5.29% and the sixth 
explains 5.00% of the total variance. Table 1 reports the 
results. 
 
Note: This table is organized by the indicators of the 
rotation of the components and not by the number of 
premises. 

 
6.1 Descriptive analysis 

The sample was 292, of which 42% were male and 58% 
were female. The age distribution was 17% were in the age 
range of 21 to 29 years, 31% were in the age range of 30 to 
39, 30% was in the range of 40 to 49, 17% was in the range 
of 50 to 59 and only 5% was in the range of 60 to 65 years. 
These data allow us to conclude that most of the 
participants are between the ages of 30 to 49 years old with 
61%.  Within the educational level, 3% of the participants 
have high school level, 7% associate degree or technical 
degree, 37% Baccalaureate, 41% masters; and 12% a level 
of doctorate. It should be noted, according to the 
distribution, that 84% of the sample have a high level of 
education, above the associated degree or technical 
degree. Regarding the user experience managing mobile 
devices, it was found that 95% of users have been using 
tablets or smartphones for more than 4 years. Only 4% take 
between 3-4 years and 1% between 1-2 years. It means 
that the sample indicates that most have sufficient 
experience using mobile devices. Therefore, also most of 
the users have experience using the Internet from their 
mobile devices with 86%, with more than 4 years. 11% 
have experience with the Internet 3-4 years ago, 2% have 
between 1-2 years and only 2% have no experience. On 
the other hand, it was very important to know in which of 
the operating systems for mobile devices users have more 
experience. It was found that with the most experience they 
have is in IOS-Apple with 42%, followed by Android with 
35% and then Windows with 14%. 

 
6.2 Structural equation modeling 

For the evaluation of the research model structured 
equations (Structural Equation Modeling - SEM) was used. 
According to Chin et al (2020), the structural equation 
model is a multivariate data analysis method that can prove 
causally supported models theoretically. The composite 
reliability is typically higher than Cronbach's alpha statistic, 
values between 0.60 and 0.70 are considered acceptable in 
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exploratory investigations, values between .70 and .90 are 
acceptable in investigations in advanced stages and values 
greater than .90 are not desired because they indicate that 
all the indicators are measuring the same phenomenon and 
are therefore invalid to measure the construct (Sarstedt et 
al., 2017). Using the SmartPLS program, the composite 
reliability index was calculated, obtaining values between 
0.840 and 0.890, which can be observed Table 2. These 
results show that there is a high level of reliability of internal 
consistency, in each of the analyzed constructs, because 
they are within the accepted values (Sarstedt et al., 2017; 
Chin et al., 2020). Convergent validity is the degree to 
which a measure correlates positively with alternative 
measures of the same construct (Sarstedt et al., 2017; Chin 
et al., 2020). Which means that when evaluating a set of 
indicators, they actually measure a particular construct and 
are not measuring another different concept. To establish 
the convergent validity, the external loads of the indicators 
are considered, as well as the average variance extracted 
(Average Variance Extracted - AVE) (Sarstedt et al., 2017). 
According to Chin et al (2020), a latent variable or construct 
must explain a substantial part of the variance of each 
indicator, so a value of AVE of 0.50 or higher is 
recommended. This means that the external load of an 
indicator must be above 0.708, since its squared number 
equals 0.50 (Sarstedt et al., 2017). The results obtained 
ranged from 0.716 to 0.906 for 20 of the 22 indicators. 
These values are above the recommended value of 0.708 
(Sarstedt et al., 2017). However, the indicator CP21, 
obtained a value in the load of 0.697 and the indicator GP1, 
obtained a value in the load of 0.687 which is below 0.708. 
These indicators are below the value recommended by 
Sarstedt et al (2017). However, in the evaluation made 
using the combination of the composite reliability (Pc) and 
the AVE it was decided not to eliminate them. On the other 
hand, the values of the AVE, fluctuated between 0.570 to 
0.802. These results exceed the recommended minimum 
value of 0.50 (Sarstedt et al., 2017). The evaluation of 
these analyzes allows us to conclude that the convergent 
validity was confirmed in all the constructs of the model of 
this investigation.  

 
6.3 Confirmatory Factor Analysis 

A Confirmatory Factor Analysis (CFA) is a multivariate 
statistical procedure that is used to test how well measured 
variables represent the number of constructs studied in the 
model (Brown, 2015). Table 2 presents the factorial loads of 
the research constructs. The factorial loads of all the items 
are also highly significant since they exceed the 
recommended value of 0.60. These results again 
demonstrate the convergent validity of all the items to 
measure the constructs studied. In Figure 2, it shows the 
values of the relations between constructs or the coefficient 
of the route (beta value = β). According to Ringle et al 
(2020), this value must be greater than 0.2. A significant 
impact relationship can be observed between the attitude of 
behavior and the intention of safe behavior with a value of 
0.279. Also, behavior control significantly impacts the 
intention of safe behavior with a value of 0.315. Figure 14 
shows the coefficient R2 that was obtained in each of the 
model's constructs. This coefficient is a measure of the 
predictive accuracy of the model and represents the 
amount of variance of the construct that is explained by the 

model (Sarstedt et al., 2017). The value of R2 is always 
between 0 and 1; the closer one is to one, the more 
accurate the prediction (Sarstedt et al., 2017). 
 

Tabla 1 

Confirmatory factor analysis 

Constructs Indicators AT SB PC PS SI SN RE PV

AT16 0.894 0.022 0.200 0.531 0.408 0.215 0.181 0.408

AT17 0.897 0.146 0.306 0.498 0.413 0.216 0.158 0.355

SB28 0.050 0.879 0.279 0.121 0.077 0.084 0.059 0.085

SB29 0.115 0.906 0.283 0.147 0.092 0.103 0.057 0.086

PC20 0.302 0.247 0.764 0.206 0.355 0.090 0.272 0.125

PC21 0.174 0.326 0.697 0.213 0.212 0.185 0.292 0.097

PC22 0.278 0.386 0.716 0.253 0.264 0.153 0.198 0.149

PC23 0.189 0.192 0.836 0.109 0.406 0.033 0.256 0.065

PC24 0.163 0.155 0.851 0.070 0.338 0.053 0.286 0.019

PS1 0.377 0.095 0.199 0.687 0.223 0.130 0.174 0.315

PS2 0.418 0.119 0.213 0.840 0.289 0.159 0.161 0.449

PS3 0.548 0.224 0.174 0.760 0.253 0.097 0.036 0.343

PS4 0.411 0.030 0.024 0.722 0.275 0.302 0.062 0.660

SI25 0.338 0.033 0.299 0.322 0.761 0.147 0.184 0.306

SI26 0.421 0.091 0.369 0.311 0.841 0.175 0.195 0.330

SI27 0.307 0.100 0.317 0.168 0.749 0.161 0.206 0.168

SN18 0.237 0.071 0.033 0.259 0.185 0.884 0.062 0.322

SN19 0.183 0.115 0.174 0.139 0.174 0.867 0.148 0.179

RE RE9 0.189 0.065 0.333 0.149 0.247 0.118 1.000 0.128

PV5 0.306 0.045 0.092 0.486 0.247 0.203 0.073 0.786

PV6 0.364 0.025 0.025 0.505 0.227 0.274 0.067 0.800

PV7 0.369 0.134 0.131 0.466 0.349 0.235 0.150 0.854

Note: PS = Perceived Severity, PV = Perceived Vulnerability, AT = Attitude Toward 

Behavior, SN = Subjective Norm, PC = Perceived Control, RE = Response  Efficacy, SI = 

Behavioral Security Intention & SB = Security Behavior.  RE = 1.000 because it only  has a 

single indicator.

SN

PV

AT

SB

PC

PS

SI

 

The safe behavioral intention construct obtained an 
explanatory power of 33.4% of the variance (R2 = 0.334), 
according to the composition of the variables that impact it: 
perceived severity, perceived vulnerability, attitude towards 
behavior, subjective norm and perceived control. Likewise, 
the construct of effective response obtained an explanatory 
power of 2.5% of the variance (R2 = 0.025), according to 
the composition of the variables that impact it: perceived 
severity and perceived vulnerability. In addition, the safe 
behavior construct obtained an explanatory power of 1.1% 
of the variance (R2 = 0.011), according to the composition 
of the variables that impact it: intention of safe behavior and 
effective response. As the construct of interest of this 
research is safe behavior, it can be concluded that the 
model has a low level of accuracy to predict safe behavior. 
However, the intention of safe behavior has a good 
explanatory power according to the exposed model. 
Therefore, the literature argues that the intension of a 
behavior leads to or results in the performance of 
behavioral action (Miller, 2017, Widyarini, 2017, Agudelo et 
al 2015, McGill & Thompson, 2017, Branley & Covey, 2018; 
Humaidi & Balakrishnan, 2018; Boss et al., 2015; Bhuyan et 
al., 2017). 
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6.4 Analysis of the Routes and Bootstrapping Model 
The PLS algorithm was used, in order to assess all the 
relationships of the model analysis of routes in the 
proposed research model. By using this PLS algorithm it 
was possible to obtain the relations between the constructs, 
the load of the indicators and the explanatory power of the 
latent variables of the model based on R2. Figure 2 shows 
the results obtained in the SmartPLS program, using the 
algorithm of partial least squares to generate the analysis of 
the model of routes (Path Analysis). The circles represent 
the research constructs, and the value that lies within the 
circles represents the coefficient of determination R2. The 
values in the arrows that leave from one construct to 
another is the coefficient of the route (beta value = β), 
which indicates the relationship between the constructs. 
This coefficient must have at least a value of 0.2, although it 
is recommended that it be above 0.3 (Ringle et al., 2020). 
The rectangles represent the indicators of the constructs. 
These indicators are encoded using the abbreviations of the 
construct to which they belong (Appendix K). The arrows 
leave the constructs towards the indicators, as it is a 
reflective study. The values found by these arrows 
represent the loads of the construct indicators. 

 

Fig 2. Results of the PLS-SEM (Path Analysis) 

 

 
 
Figure 3. Results of the PLS-SEM (bootstrapping) 

 

6.5 Hypothesis testing and results 

The results revealed that four hypotheses were supported 
(H4, H5, H7, H9); with a confidence level of 90% and a 
theoretical value equal to or greater than 1.28 for one-way 
hypotheses (Hair et al., 2015). The hypotheses H1, H2, H3, 
H6, H8, no significant evidence was found to be supported 
(see Table 2).  

 

Table 2 
Summary Hypothesis Testing 

Hypothesis 
 

Route Beta (β) 
Value 

t 
Value 

Hi1 Perceived 
Severity  
Response 
Efficacy 

0.112 
1.15

6 

Hi2 Perceived 
Vulnerability   
Response 
Efficacy 

0.062 
0.81

6 

Hi3 Perceived 
Severity  
Behavioral 
Security 
Intention 

0.005 
0.08

3 

Hi4 Perceived 
Vulnerability   
Behavioral 
Security 
Intention 

0.178 
2.85

2 

Hi5 Attitude Toward 
Behavior  
Behavioral 
Security 
Intention 

0.279 
4.26

5 

Hi6 Subjective Norm 
 
Behavioral 
Security 
Intention 

0.049 
0.82

3 

Hi7 Perceived 
Control  
Behavioral 
Security 
Intention 

0.315 
4.95

6 

Hi8 Response 
Efficacy  
Security 
Behavior 

0.045 
0.68

7 

Hi9 Intention 
Behavioral 
Security 
Intention  
Security 
Behavior 

0.084 
1.34

2 

 

7. Discussion and Conclusions 
Based on the PMT, TRA, and TPB; a research model was 
developed to measure the intention of having a safe 
behavior that in turn will lead to a security behavior using 
mobile devices. Using a sample of 292 mobile users, this 
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research allowed us to establish that there is no statistically 
significant relationship between the perception of severity 
and the effective response. These results indicate that for 
users of mobile devices, their effective response is not 
linked or inspired by fear or threats. These results are 
different from the literature (Blythe et al., 2015, Schuetz et 
al., 2020, Cilliers, 2020, Mamonov & Benbunan-Fich, 2018, 
McGill & Thompson, 2017). The possible explanation for 
these results is that the effective response is made to 
reduce or eliminate the perception of a security threat 
(Bonderud, 2017). Apparently, the users of mobile devices 
do not feel significant threat when using them. According to 
the results, perceived vulnerability, control, and attitudes 
impact the intention to have a safe behavior when using 
mobile devices. The findings were able to predict 33.4% of 
the intensity of safe behavior by mobile device users, 
although it could only predict 1.1% of safe behavior. 
However, and according to Wall & Buche (2017), the 
intention to perform a behavior is the first step for the action 
of realizing it. Psychological theories models argue that 
individual behavior is predictable and influenced by 
individual intention, affirming and demonstrating that 
behavioral intention will have a significant influence on the 
final action of its performance (Miller, 2017; Widyarini, 
2017; Agudelo et al., 2015; McGill & Thompson, 2017; 
Branley & Covey, 2018; Humaidi & Balakrishnan, 2018; 
Boss et al., 2015; Bhuyan et al., 2017; Widyarini, 2017). 

  

8 Implications 

8 1 Implications for Research  

A new research model was developed that allows the 
opening for other investigations in other countries. Future 
research could be more specific and add areas where data 
is more sensitive such as health, government, and the 
military among others. Other possible investigations could 
be carried out comparing different geographical areas and 
even with other countries.  

 
8.2 Implications for Practice 

This study showed that in Puerto Rico more and more 
companies are adopting the use of personal mobile devices 
as work tools, a term known as BYOD, and they also 
establish specific policies for their incorporation. On the 
other hand, less than half of users are concerned about 
business data accessed or stored on their mobile devices. 
This shows that there is a need to increase the awareness 
of using mobile devices and the importance of information 
security. This may be happening because the victims of 
cybercrime do not always realize that they have been 
subject to some security breach because the mobile device 
is not the main objective, but rather the accesses that are 
made from them.  It is very important that companies 
implement specific security policies for the use of mobile 
devices at work.  
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9. Appendixes  
 

9.1 Appendix 1. Constructs, authors, & definitions 

 
 

 

Construct, Theory Variables Authors Definitions 

Perceived Severity, PMT 
Variable: Threat  

Blythe et al., (2015);  Cilliers 
(2020);  Schuetz et al (2020);  
Bhuyan et al (2017) 

Degree of physical, psychological, economic 
damage, to social threats and dangers to 
others and to oneself experienced by the 
individual. It is the part of the threat that the 
end user can feel. 

Perceived Vulnerability, PMT 
Variables: Threat and Fear 

Blythe et al., (2015) 
Cilliers (2020); Schuetz et al 
(2020); Bhuyan et al (2017) 

When an individual feels susceptible to a 
threat communicated or felt. This feeling can 
lead to fear in an individual and who reacts 
according to this fear. 

Response Efficacy, PMT 
Dependent Variables: Severity and 
Perceived Vulnerability. 
 

Blythe et al., (2015); Cilliers 
(2020); Schuetz et al (2020); 
Bhuyan et al (2017) 

The appeal to fear through the perception of 
danger and vulnerability contains 
manifestations that make an individual act 
or react effectively. 

Subjective Norm, TPB, TRA 
Variables: Beliefs, Norms and 
Motivation 

Agudelo et al. (2015); Safa et 
al. (2015); De Luna et al. 
(2015) 
Schuetz et al (2020); Bhuyan 
et al (2017) 

It refers to the way in which an individual 
receives or interprets what people and 
groups say, especially if they feel 
appreciation or admiration towards them. 

Attitude Toward Behavior, TPB, TRA 
Variables: Beliefs, Norms and 
Motivation 

Agudelo et al. (2015); Safa et 
al. (2015); Schuetz et al 
(2020); Bhuyan et al (2017) 

It is the function of a structure of cognitive 
beliefs that comes from the realization of a 
behavior according to the result and the 
evaluation of the result of the same. 

Perceived Behavior Control, TPB  
Variables: Experience and Trust 

Agudelo et al. (2015); Safa et 
al. (2015); Miller (2017) 

Refers to the ease or difficulty of performing 
the perceived behavior and is a reflection of 
the experience of the past, as well as the 
impediments and obstacles provided 

Behavioral Security Intention, PTM, 
TPB, TRA 
Dependent Variables: Severity and 
Perceived Vulnerability, Attitude 
Toward Behavior, Perceived 
Behavior Control and Subjective 
Norm 

Agudelo et al. (2015); De Luna 
et al. (2015); Cilliers (2020); 
Schuetz et al (2020);  Bhuyan 
et al (2017) 

The option to perform a certain behavior if 
they are convinced that it is important or 
safe. 

Security Behavior, PTM, TPB, TRA 
Dependent Variables:  Behavioral 
Security Intention and Response 
Efficacy 

Agudelo et al. (2015); Safa et 
al. (2015); Schuetz et al 
(2020); Bhuyan et al (2017) 

Regarding the predisposition and interest of 
a user to have a security practice or 
behavior with their mobile device. It is 
influenced by a climate of security, 
compliance with policies and by its effective 
response to danger or vulnerability. 
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9.2 Appendix 2. Factorial Matrix Communalities  
 

Premises Initial Extraction 

1. It represents a serious problem for me to lose or have my mobile device 
stolen. 

1.000 .474 

2. I am worried about losing or having my personal data stolen from my 
mobile device. 

1.000 .588 

3. I am worried about losing or being robbed of the data of the company 
where I work on my mobile device. 

1.000 .717 

4. I am worried about catching some malicious software (ex: virus, malware) 
on my mobile device. 

1.000 .711 

5. I am worried about the activation or execution of the applications of my 
mobile device, without the need to enter any password or password. 

1.000 .627 

6. I am worried that my mobile device does not have antivirus, antimalware 
and antispyware protection. 

1.000 .725 

7. For me, it is a threat if my mobile device performs tasks that have not 
been activated or is too slow. 

1.000 .521 

9. I feel comfortable using my mobile device efficiently. 1.000 .329 
16. The protection of personal data represents a priority for me when using 

my mobile device. 
1.000 .603 

17. The protection of corporate data represents a priority for me when using 
my mobile device. 

1.000 .716 

18. People important to me think it is good to use security measures for the 
use of my mobile device. 

1.000 .724 

19. People who are important to me use passwords or entry keys to access 
their applications and remote access through their mobile devices. 

1.000 .790 

20. I have the necessary experience to use my mobile device as a work tool. 1.000 .539 
21. I feel confident when using my mobile device to store or access my 

personal information. 
1.000 .653 

22. I feel confident using my mobile device to access or store information 
about the company where I work. 

1.000 .628 

23. I have the necessary knowledge to efficiently use my mobile device 
when connecting to the Internet. 

1.000 .727 

24. I have the necessary knowledge to use the different applications of my 
mobile device. 

1.000 .768 

25. I intend to be more careful with my mobile device to avoid being stolen 
or lost. 

1.000 .565 

26. I plan to comply, in the company for which I work, with security practices 
related to the use of mobile devices. 

1.000 .629 

27. I intend to use different and complex passwords or passwords in my 
mobile device. 

1.000 .613 

28. I keep my personal or sensitive data on my mobile device. 1.000 .715 
29. I keep important data of the company where I work on my mobile device. 1.000 .774 
   

 

9.3 Appendix 3. Factor Analysis 

 Initial Own Values 
Extraction of sums of 
Loads to the Square 

Rotation of sums of 
Loads to the Square 

Comp Total 
% Of 
Variance 

% Cum. Total 
%Of 
Variance 

% Cum 
 
Total 

%Of 
Variance 

% Cum 

1 5.727 26.032 26.032 5.727 26.032 26.032 3.106 14.117 14.117 

2 2.999 13.631 39.663 2.999 13.631 39.663 2.915 13.248 27.365 

3 1.693 7.695 47.358 1.693 7.695 47.358 2.616 11.892 39.256 

4 1.452 6.600 53.958 1.452 6.600 53.958 2.046 9.300 48.556 

5 1.163 5.288 59.246 1.163 5.288 59.246 1.861 8.458 57.015 

6 1.101 5.004 64.250 1.101 5.004 64.250 1.592 7.236 64.250 

7 .867 3.941 68.192             
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8 .793 3.607 71.798             

9 .737 3.352 75.150             

10 .675 3.070 78.220             

11 .643 2.923 81.143             

12 .590 2.681 83.824             

13 .515 2.343 86.167             

14 .482 2.192 88.358             

15 .430 1.954 90.312             

16 .406 1.845 92.157            

17 .391 1.777 93.934            

18 .368 1.671 95.605             

19 .309 1.404 97.009             

20 .274 1.247 98.256             

21 .211 .957 99.213             

22 .173 .787 100.000            

 


