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Abstract:— Electronic Health Record, is used to store digitized information and records of patients and their state of health over period. This information 
can be accessed by every hospital which deployed EHR i.e., Electronic health record. These hospitals can track the past data of patient, this helps 
doctors in understanding the patient and status of their health which further eases the treatment and it’s Quality. Health level 7(Shortly HL7) has come up 
with an architecture using XML based markup to ensure records of patient are collected effectively and can be understood by Doctor or any when 
needed. Unfortunately, Hospitals are not deploying Health Information System (HIS) fearing cost expenses, So HIS has to be limited to few countries. It’s 
difficult too, when every hospital adopts HIS, it becomes tough to manage data unless carefully done. In this paper, we would like to explain Our Clinical 
Document Architecture of creation of document and its integration into cloud using Open source API and Cloud computing, so that it eliminates the need 
of licensed product which helps in cost reduction. Our system helps to integrate multiple documents of Patient into single and arranges it in chronological 
order which makes physicians and patients work easy. Developers who are using different platforms and are interested in enhancing our systems 
interoperability, they are welcomed. 
 
Index Terms:— Clinical Information, Cloud Environment, Electronic Record, Information Exchange,  
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1 INTRODUCTION      
Electronic Health Record is a huge gathering of  health 
information for the patients which is circulated within different 
hospitals to the doctors and patients, where the health 
information is as known as details related to the health condition 
of an particular individual or the doctor to an individual patient 
and it can also carry of more n umber of processes for Health 
care ( HC) delivery. A Health information Exchange is required 
in this place to make sure it is a wealthy EHR. And moreover, 
many of the Health Information Systems which are in service 
are dissimilar and opposite. Therefore, successful exchange of 
health information requires to be systematized for the exchange 
of patient’s health information exchange among various 
hospitals. Mainly, the Clinical document standardization is kept 
at a specified state of promising to make certain necessary 
exchange of the patients and make use of information. Health 
level 7(Shortly HL7) has come up with an architecture using 
XML based mark-up to ensure records of patient are collected 
effectively and can be understood by Doctor or any when 
needed. Clinical Document by Health Level Seven is a major 
standard for clinical documents is a document mark-up standard 
that specifies the structure and semantics of ‘clinical documents’ 
for the purpose of exchange. In 2001, this document of clinic 
has been developed and the second release came out in 2005. 
A number of projects based on clinical document Architecture 
has been effectively finished in various countries. Depending on 
open Electronic Health Record and CEN13606, an involved task 
or job are being done on developing the semantic information 
exchange. To ensure interoperability of HIE, the number of HIS 
that supports CDA needs to be sufficiently large. 
 
 
 
 
 
 
 
 
 
 
 
 
 The format of the clinical document is multiplex and the making 

of exact clinical document is difficult to reach without great 
comprehend of the clinical document standard and adequate 
contact with it.  Here, every hospital needs a separate clinical 
generation system for generating the details of patient details. 
This information can be accessed by every hospital which 
deployed EHR i.e., Electronic health record. These hospitals 
can track the past data of patient, this helps doctors in 
understanding the patient and status of their health which further 
eases the treatment and it’s Quality. Also, there is an 
unwillingness to the new systems unless it is complete 
requirement for supply of care. As a result, except handful 
countries in New Zealand or Australia the rate of adoption of 
EHR is very less. The US Government runs the Meaningful Use 
Program to improve efficiency in healthcare and patient safety. 
This program was launched as a part of incentives to raise the 
EHR adoption rate for EHR adopting hospitals. The clinical 
document pertaining to a patient is generated at the clinic where 
the patient is diagnosed. The generated clinical document can 
be sent to other clinics after patient’s consent is acquired. In 
Korea, the family doctors’ concept does not exist. So, as a result 
the patients visits various hospitals for treatment. Therefore, the 
exchange of health information is triggered in this case. 

 
2 SCOPE OF THE PROJECT 
To develop Electronic Health record which helps to improve 
patient safety and quality of care. EHR – Electronic Health 
record is longitudinal collection of health information of 
individuals. 

 
3 LITERATURE REVIEW 
Literature Survey is one of the most prominent steps in any 
software development process.  It is important to determine 
the time factor, company strength and economy before 
developing any web application tool. Once we are satisfied 
with all the required things, we need to determine which 
language and operating system (OS) can be used to develop 
the tool. Now the programmers start building this web 
application tool with the support of senior programmers or 
from books or any other websites. Therefore, every time 
before we start building a system, we take all the above 
requirements into consideration. So, here are some of the 
surveys we have done from various papers regarding CDA 
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generation. The establishment regarding the Meaningful Use 
criteria has constructed an essential necessity because of 
robust interoperability concerning health records. An overall 
assignment regarding a non-public health document (PHR) 
has no longer been agreed upon. Standardized articles sets 
hold been built for precise entities, however integration into 
them has no longer been supported. The cause about this 
research study used to be after explore the problem then 
promotion concerning interoperability requirements among kin 
in conformity with PHRs according to describe interoperability 
progress in that area. The study was performed consonant the 
primary standards over a systematical review, including 61 
articles aged in the study. Lagging interoperability has 
stemmed beyond slow reception by using patients, creation 
regarding different structures appropriate in accordance with 
fast improvement after meet necessities for the Meaningful 
Use stages, and speedy promptly improvement about PHRs 
formerly in accordance with the charge because integration 
amongst more than one system. Findings about this 
instruction recommend up to expectation time limits for 
implementation after seize Meaningful Use developing 
repayments are supporting the creation concerning PHR 
statistics silos, thereby hindering the aim on high-level 
interoperability. [1] In latest years, half sensible or business 
Personal Health Records yet some associated functions such 
as much Google Health [1] yet Microsoft HealthVault [2] hold 
been launched. On the other hand, Cloud Computing has 
matured extra or turn out to be the principal streams in 
accordance with recognize an extra wonderful operational 
environment. However, and far, so have been bit studies in 
regards in accordance with applying Cloud architecture among 
the PHR bluntly no matter producing volume data. In its paper, 
we stricture our trial about the normal structure format by 
using applying the Cloud factors because of assisting 
healthcare report areas and liven the required conditions in 
imitation of recognize it.[2] If you patients lack have faith 
among Electronic Health Records (EHRs) yet Health 
Information Exchanges (HIEs), sentiment as the confidentiality 
or truth over their digital health information is at risk, she may 
not necessity in accordance with expose health information in 
accordance with you. Withholding their fitness records should 
bear life-threatening consequences. To ax the saying about 
digital health statistics in accordance with reap better fitness 
outcomes, smarter spending, and healthier people, vendors or 
humans alike have to have confidence to that amount an 
individual’s health information is private and secure[3]. The 
proposed algorithm for used to enhance the resolution of video 
with the help of the Super Interpolation Algorithm [5]. Your 
practice, not you EHR developer, is accountable because 
receiving the steps needed to shield the confidentiality, 
integrity, and then presence on fitness records in your EHR 
system. Benefited beside wind computing, users be able 
acquire a wonderful then canny strategy because data sharing 
among crew individuals of the planet with the characters of vile 
preservation then younger management cost. Meanwhile, we 
have to furnish protection guarantees because of the sharing 
data archives due to the fact he are outsourced. Unfortunately, 
because about the standard change regarding the 
membership, apportionment statistics while imparting privacy-
preserving is nonetheless a challenging issue, in particular 
because of an untrusted wind appropriate in conformity with 
the collusion attack. Moreover, for present schemes, the 
protection concerning authorization assignment is based on 

the tightly closed conversation channel, however, to hold 
certain trough is a intense grant yet is difficult because 
practice. In it paper, we endorse an invulnerable data 
distribution schedule for brawny members. Firstly, we suggest 
an impenetrable pathway for resolution assignment except 
somebody tightly closed communication channels, then the 
customers do safely obtain their personal keys beyond team 
manager. Secondly, our design be able attain fine-grained get 
admission to control, anybody consumer within the team 
execute usage the source among the wind or revoked users 
cannot access the bird once more below they are revoked. 
Thirdly, we do guard the blueprint from collusion attack, as 
capability to that amount revoked customers can't find the 
unique information file even if it plot together with the 
untrusted cloud. In our approach, by means of leveraging 
polynomial function, we may attain a secure person revocation 
scheme. Finally, our schedule can acquire best efficiency, 
which skill previous users want no longer in accordance with 
replace their private keys because the state of affairs either an 
instant user joins between the team and a person is revoked 
beside the crew [4]. The proposed regulation is a nice or 
flexible disbursed Scheme along manifest potential records aid 
after ensure the right over user’s statistics within the cloud. To 
fully ensure the facts fairness permanency yet stability store 
toughness the durability bird toughness users longevity count  
such  is permanency concerning durability quintessential 
permanency importance stability in accordance with  allow 
longevity masses auditing work because bird information 
storage, therefore so much users might also rely on unbiased 
third birthday celebration auditor  to permanency balance  the 
stability outsourced durability data. Durability the Third-party 
auditor do periodically check the morality about every the facts 
stored of the planet, which affords less difficult pathway 
because the users after confirm their storage right of the cloud 
[6]. 

 
3. EXISTING SYSTEM 
Health information exchange needs to be standardized and 
effective. Health Information of patient should be able to share 
among hospitals. Core component of clinical document 
standardization is to guarantee interoperability It takes more 
time for medical personnel to study data among different 
documents. 
 
3.1 Disadvantages of Existing System 
Unfortunately, to the best our knowledge we don’t have a 
solution to integrate multiple clinical documents into one. And 
there is practical hurdle for individual hospital to develop a 
system to integrate them. 

 
4. PROPOSE SYSTEM 
CDA records can be created on the health data frameworks by 
different doctors by utilizing distributed computing framework. 
In various times, numerous patients are probably going to 
contact numerous doctors for better outcomes. Doctors need 
not invest much time in understanding each record. To deploy 
Electronic Health record successfully and improve patient’s 
safety and quality of care. CDA document integration system 
integrates multiple scattered documents of different hospitals 
into one. CDA Generation API helps to generate CDA 
documents on cloud. CDA Documents generated in cloud 
server were managed by Template manager. 
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4.1 Advantages of Propose system 
Hospital systems need not replace with entire new systems, 
they just need to extend their systems. Hospital 
administrations will be free from training their personnel to 
generate, integrate and view standard complaint CDA 
documents. The documents produced by cloud CDA service 
will be in approved format of National Institute of Standards 
and Technology. Existing EHR and more hospitals will 
consider to adopt CDA in their practices, if provided it for free 
or at lower price. 

 
5. METHODOLOGY 

  

 
 
The above figure shows that, the methodology of Clinical 
Manuscript Architecture for Health Information Exchange.  

 
6. MODULE DESCRIPTION 
 
6.1 End User 
End User means patients, the user can register and when 
admin authorized then they can login n use this application. 
The patient module have some functionalities they are view 
CDA, Request CDA & search key, view search key & search 
patient based on name or search key. Initially, Users from 
hospital environment should register from web end. Server 
stores the information in database. Then patient will be able to 
login and fix appointment to doctor by mentioning time and 
date of appointment, disease, specialist and name of the 
doctor. Each doctor will be able to watch his appointments in 
his end. 
 

 

6.2 Hospital A & Hospital B 
First the hospitals need to register with cloud so that they can 
update or save their data in it. If the cloud accepted their 
request, they can login. This module functionalities are 
Generate CDA, View request CDA replies, View Generate 
CDA. The Doctor can enter Patient health report and Generate 
CDA and its Stored-on Cloud Server. In this module, the new 
patient enters into hospital and no need to share details about 
the disease and symptoms. 
 

 
 
The patient history is already maintained in cloud server. We 
just need to retrieve patient’s history by using key commands. 
Retrieved data consists of patient’s data such as previous 
hospitals visited, diseases suffered, prescriptions written etc.  
 
6.3 Cloud or Admin 
Cloud means in this app Admin; The Admin have full control of 
this application n modules n functionalities of all modules. This 
module functionalities are View Generated CDA, CDA replies, 
CDA Request, User Request, CDA Search key, send CDA 
Reports (for Doctor & patient), Authorize New Doctors & 
Patients, View all Transactions & ChatsIn this module, Patients 
health information is updated to cloud server. Cloud server 
generate unique id for each patient based on their details such 
as name, father name, DOB, UID etc. using PJW Hash 
algorithm. For the patients who already have an id, Health 
information is just appended to that id, where as if the patient 
is new and has no ID, new ID is created and then health 
information is updated and new CDA document will generate. 
 

 
 
6.4 Health care service provider (Doctors) 
This module functionalities are view CDA, view Reply Letter (It 
can send another Doctor), Reply Letter (give report to another 
doctor or patient required). Here, in this module, doctor views 
patients’ information such as disease, symptoms etc. and 
orders for lab test if required. Provided with Lab test results, 
Doctor suggests prescription to the patient and patient’s 
history is maintained database appropriately. Doctor can check 
patient’s health history before prescribing medicines to patient. 
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7. CONCLUSION 
Hospitals need not purchase licensed software to generate 
and integrate CDA documents and bear the cost like previous. 
Our cloud computing based CDA generation and integration 
has few striking advantages over other existing projects in the 
market. Our CDA document integration service from our cloud 
server adequately addresses the issue of integrating scattered 
clinical information on different documents and make 
everything available in one document for one patient Our 
services are readily applicable to various developer platforms 
as we used open source API to drive our CDA generation and 
integration system. 

 

REFERENCES 
[1] J. Lahteenmaki, J. Leppanen, and H. Kaijanranta, 

"Interoperability of personal health records", 
http://dx.doi.org/10.1109/IEMBS.2009.5333559. 

[2] S. Kikuchi, S. Sachdeva, and S. Bhalla, "Applying 
cloud computing model in PHR architecture", DOI: 
10.1145/2160749.2160798. 

[3] Clemens Scott Kruse, Brenna Smith, Hannah Vander 
linden and Alexandra Nealand, "Security Techniques 
for the Electronic Health Records", doi: 
10.1007/s10916-017-0778-4. 

[4] Zhongma Zhu and Rui Jiang "A Secure Anti-Collusion 
Data Sharing Scheme for Dynamic Groups in the 
Cloud "IEEE Transactions on parallel and distributed 
systems, VOL. 27, No.1, January 2016. 

[5] S. Muthuselvan, S. Rajaprakash, J Hemanth Sai, 
Byrapaneni Nikhi, Resolution Enhancement in Video 
Using Super Interpolation Algorithm", International 
Journal of Innovative Technology and Exploring 
Engineering (IJITEE), ISSN: 2278-3075, Volume-8 
Issue-8 June, 2019 

[6] Shivali Munjal and Shelly Garg, "Enhancing Data 
Security and Storage in Cloud Computing 
Environment", Vol. 6 (3), 2015, 2623-2626. 

 


