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Abstract: MPLS is a packet delivery technology on high-speed backbone networks that connects several advantages of circuit-switched and packet-
switched communication systems that produce better technology than existing. MPLS works on packages with MPLS headers, which contain one or 
more labels. The MPLS header consists of 32 data bits, including a 20-bit label, 2 test bits, and 1 stack collection bit, and 8 TTL bits. Labels on MPLS are 
used for process forwarding, including traffic engineering processes. It is hoped that with this MPLS path the network can be connected and connected 
easily and the access process is expected to be faster and better. This study aims to create a network model and implement a VPN network with routing 
protocols on the Multiprotocol Label Switching (MPLS) network at AMIK Indonesia. This research will use the method. This research will use the 
literature study method which is intended to obtain and study data contained in personal computers connected to the network in the AMIK Indonesia 
computer network laboratory. Data is collected according to the focus of research in the form of network topology used, IP addressing and MPLS 
techniques. The collection of data/information is simultaneously a simulation of researchers to imitate or represent the behavior of real systems. The 
conclusion obtained from this study is that this research has succeeded in building MPLS VPN networks and providing a stable network bandwidth 
efficiency and is used at AMIK Indonesia. 
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1 INTRODUCTION                               
The development of the convergence of the internet and 
telecommunications, with applications in it that are 
increasingly dependent on the availability of large bandwidth, 
with its QoS settings requiring networks and elements therein 
that provide full support for data security and increased 
network performance [1]. So, we need data delivery 
technology that not only facilitates routing and discovery of the 
best trajectories but also can provide security in data 
communication. IETF standardizes the Multi-Protocol Label 
Switching (MPLS) solution as the development of Virtual 
Private Network (VPN) technology to improve forwarding 
performance [2] and traffic engineering intelligence on packet-
based networks. This technology can simplify the routing 
process that is a burden on the router because it must analyze 
each incoming IP header, as well as optimize path selection 
through class of service and traffic engineering management 
capabilities. Virtual Private Network (VPN) allows 
communicating securely throughout a public network in such a 
way that the public network operates as one or several private 
communication links [3]. The development of MPLS in video 
streaming service networks can be improved to produce a 
better quality [4]. MPLS provides a solution to improve network 
performance, where MPLS makes the network simpler by 
adding headers or labels to packets as identification that will 
be used in the switching process [5]. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

MPLS VPN application is also able to improve the Quality of 
Service (QoS) OSPF routing protocol on VoIP networks, 
specifically on the parameters of throughput and jitter in 
service over Internet Protocol (VoIP) [6]. This research 
develops a network model and VPN network implementation 
with a routing protocol for the Multiprotocol Label Switching 
(MPLS) network implemented at the AMIK Indonesia College. 
After the model design is carried out, the network 
implementation is continued, so that the MPLS network 
performance will be tested and compared to the performance 
without MPLS using the model the research team planned. 

 
2 LITERATURE REVIEW 
 
2.1 Virtual Private Network (VPN) 
Virtual Private Network (VPN) is a private network that 
connects one network node to another network node using a 
public network (internet). The data passed will be 
encapsulated and encrypted to ensure confidentiality. VPN 
networks are connected by communication service providers 
(Service Providers) through their routers to other routers using 
encrypted internet lines between two points. The security 
system on VPN uses several layers, i.e. 
 
a. Tunneling Method 

Create virtual tunnels on public networks using protocols 
such as Point to Point Protocol (PPTP), Layer 2 Tunneling 
Protocol (L2TP), Generic Routing Encapsulation (GRE) or 
IPSec. PPTP and L2TP are Layer 2 Tunneling Protocols, 
the function is to do payload wrapping on PPTP frames to 
be passed on the network. Whereas IPS stayed at layer 3, 
used packets, and would wrap IP headers before sending 
them to the network. 
 

b. Encryption Method 
To wrap a data packet that passes in tunneling, the data 
passed on the packaging will be changed with certain 
cryptographic algorithms such as DES, 3DES, and AES. 
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c. User authentication method 
Because many users who will access usually use many 
user authentication methods such as Remote Access Dial-
in user services (RADIUS) and Digital Certificates. 
 

d. Data integrity 
Data packets that are passed on public networks need to 
guarantee data integrity (integrity), whether changes occur 
or not. The VPN method uses HMA C-MD5 or HMA C-
SHA1 so that the data packet does not change at the time 
of transmission [7]. 

 
2.2 Multiprotocol Label Switching (MPLS) 
Multiprotocol Label Switching (MPLS) is a packet delivery 
technology on high-speed backbone networks that combines 
some of the advantages of circuit-switched and packet-
switched communication systems that give birth to better 
technology than both [8]. MPLS is a network architecture 
defined by IETF to combine the label swapping mechanism at 
layer 2 with routing at layer 3 to speed up packet delivery [9]. 
Packets in MPLS are forwarded by routing protocols such as 
OSPF, BGP or EGP, routing protocols at layer 3 of the OSI 
system, while MPLS is located between layers 2 and 3 [10]. 
 
2.3 Routing 
In a packet switching system, routing refers to the process of 
selecting a path for sending packets, and a router is a device 
that performs this task [11]. Routing in IP involves both existing 
gateways and hosts. When an application program in a host 
will communicate, the TCP / IP protocol will generate it in the 
form of many datagrams. The host must make a routing 
decision to choose the delivery path. A routing protocol is a 
protocol used by routers to exchange routing information [12]. 
Routers on TCP / IP networks form a routing table based on 
routing information that is exchanged at certain intervals. The 
routing protocol has the ability to dynamically build information 
in the routing table. If there is a change in the routing protocol 
network is able to update the routing information. Routing on 
TCP / IP networks is divided into 2 types : 
a. Interior Gateway Protocol (IGP) 

A routing protocol that handles routing in an autonomous 
system. 
 

b. Exterior Gateway Protocol (EGP) 
A routing protocol that handles routing between 
autonomous systems. An autonomous system is an 
internet network system that is under one administrative 
and technical control. 
 

There are several types of routing protocols that are often 
used, including: 
a. Routing Information Protocol (RIP) 
b. Enhanced Interior Gateway Protocol (EIGRP) 
c. Open Shortest Path First (OSPF) 
d. Border Gateway Protocol (BGP) 

 
Based on the main division, the routing protocols included in 
IGP are RIP, EIGRP, and OSPF, while those included in EGP 
are BGP. EGP has the ability to determine policy routing 
because some autonomous systems on the internet have 
policies in terms of routing [13]. For the implementation of 
routing in this IGP policy is not required [14]. 

 
2 RESEARCH METHOD 
 
2.1 Method 
This research will use the literature study method intended to 
obtain and study data contained in personal computers that 
are connected to the network in the AMIK Indonesia computer 
network laboratory. Data collected according to the focus of 
research in the form of network topology used, addressing IP 
addresses and MPLS techniques. The collection of 
data/information is at the same time researchers as 
simulations to imitate or represent the behavior of real 
systems. 
 
2.2 Software used 
In building a computer network simulator based on GUI 
(Graphical User Interface) in this study using simulators 
namely GNS3 and Visio 2016 as network architecture design. 
 
2.3 System Requirements Analysis 
This analysis was conducted to determine what operational 
needs are needed in making VPN computer network 
simulations with Routing Protocol on Multiprotocol Label 
Switching (MPLS) networks covering hardware, software and 
brainware requirements. 
a. Hardware 

 NoteBook with Intel Core i3 2.2 GHz Processor 

 4 Gb Random Access Memory (RAM) capacity 

 Hard drive with a capacity of 1 TB 

 VGA nVidia 820m. 

 
b. (Software 

 Microsoft Windows 8.1 

 GNS3 network simulation 

 Microsoft Visio Network Design 2016 

 Virtual Machines (Virtual Box, Qemu Emulator) 

 CISCO ISO Program 

 
c. Brainware 

Human Resources Needs are individuals who will be 
directly involved in making VPN network simulations with 
Routing Protocol on MPLS Networks. The needs are 
limited to users who can design and run this system later. 

 
2.4 System Design 
The design referred to here is the topology or physical form of 
the simulation to be made. Includes IP Addresses on each 
interface used. The network implementation that will be carried 
out in this study is made based on Figure 1. The network 
connectivity described occurs between 2 hosts through 3 
connected routers. For addresses that are configured are IPv4 
and IPv6 addresses. Where each host is configured with an 
IPv6 address. Whereas the three routers that are directly 
connected to the host are configured with IPv4 and IPv6 
addresses. For the addressing table for each router and host 
can be seen in the table below. 
 

TABLE 1.  
Setting IP Address on each interface 

Devic
e 

Interfa
ce 

IPv4 Address IPv6 Address 

PC0  Fa0/0  
192.168.10.1/2
4  

2001:db8:1:a::10/6
4  
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PC1  Fa0/0  
192.168.10.2/2
4  

2001:db8:1:a::11/6
4  

PC2  Fa0/0  
192.168.10.3/2
4  

2001:db8:1:a::12/6
4  

Route
rA  

Gig0/0  
192.168.10.254
/24  

2001:db8:1:a::1/64  

 
Se0/0/
0 

10.2.2.1/24 2001:2:2:2:1::1/64 

PC3  Fa0/0  
192.168.20.1/2
4  

2001:db8:1:b::10/6
4  

PC4  Fa0/0  
192.168.20.2/2
4  

2001:db8:1:b::11/6
4  

PC5  Fa0/0  
192.168.20.3/2
4  

2001:db8:1:b::12/6
4  

Route
rB  

Gig0/0  
192.168.20.254
/24  

2001:db8:1:b::1/64  

 
Se0/0/
0  

10.2.2.2/24  2001:2:2:2::2/64  

Route
rC  

Gig0/0  
192.168.30.254
/24  

2001:db8:1:b::2/64  

 
Se0/0/
0  

10.2.2.3/24  2001:2:2:2::3/64  

 

3 RESULTS 
From this simulation several things have been done, viz: 
a. Configure IPv4 on the host and router 
b. Configuring IPv6 on Host and Router 
c. dynamic routing configuration 
 
The network framework is built as shown in Figure 1 below. 
 

 
 
Fig. 1. Network Framework that is built consists of 3 Routers, 
on Router A there are n-Computing servers, while Routers B 

and C are servers in different spaces and places. 
 

a. Configuring IPv6 on the RouterA 
RouterA> enable 
RouterA # configure terminal 
RouterA (config) # ipv6 unicast-routing 
RouterA (config) #int Gig0 / 0 
RouterA (config-if) # ipv6 enable 
RouterA (config-if) # ipv6 Address 2001: db8: 1: a :: 1/64 
RouterA (config-if) #no shutdown. 
 

 Configuration on RouterA on WAN addresses (Se0 / 0/0) 
RouterA (config) #int se0 / 0/0 
RouterA (config-if) #interface serial0 / 0/0 
RouterA (config-if) # ipv6 enable 
RouterA (config-if) # ipv6 Address 2001: 2: 2: 2 :: 1/64 
RouterA (config-if) #no sh 

 
b. Configuring IPv6 on the RouterB 
RouterB (config-if) # ipv6 unicast-routing 
RouterB (config) #int Gig0 / 0 
RouterB (config-if) # ipv6 enable 
RouterB (config-if) # ipv6 Address 2001: db8: 1: b :: 1/64 
RouterB (config-if) #no sh 
 
Configuration on RouterB at WAN address (Se0 / 0/0) 
RouterB (config-if) #interface se0 / 0/0 
RouterB (config-if) # ipv6 enable 
RouterB (config-if) # ipv6 Address 2001: 2: 2: 2 :: 2/64 
RouterB (config-if) #no sh 

 
c. Configuring IPv6 on the RouterC 

RouterB (config-if) # ipv6 unicast-routing 
RouterB (config) #int Gig0 / 0 
RouterB (config-if) # ipv6 enable 
RouterB (config-if) # ipv6 Address 2001: db8: 1: c :: 1/64 
RouterB (config-if) #no sh 
 
Configuration on RouterC on WAN addresses (Se0 / 0/0) 
RouterC (config-if) #interface se0 / 0/0 
RouterC (config-if) # ipv6 enable 
RouterC (config-if) # ipv6 Address 2001: 2: 2: 2 :: 3/64 
RouterC (config-if) #no sh 

 
Dynamic routing using RIP between routers results, All devices 
in this simulation already use dual-stack. From the test results 
on this simulation if a connection test (ping) is performed from 
PC0 (2001: db8: 1: a :: 10) to the Gateway (2001: db8: 1: a :: 
1) the status is successful, but if pinged to PC3 on a different 
network cannot, because the routing process has not been 
done for IPv6 itself. Can be seen in the image below. 
 

 
 

Fig. 2. Error on PC0 to PC3, Test ping to PC3 on a different 
network, because the IPv6 routing process has not been set. 

 
To do routing so that it can be connected from one network to 
another, dynamic routing will be used using RIP Routing. The 
steps are as follows: 
 
a. RIP Routing configuration on RouterA 
RouterA> en 
RouterA # conf t 
RouterA (config) # ipv6 router rip ciscorip 
RouterA (config-rtr) #exit 
RouterA (config) #int gig0 / 0 
RouterA (config-if) # ipv6 rip ciscorip enable 
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RouterA (config-if) #ex 
RouterA (config) #int se0 / 0/0 
RouterA (config-if) # ipv6 rip ciscorip enable 
RouterA (config-if) #exit 
RouterA (config) #end 
RouterA # 
 
b. Configuring RIP Routing on RouterB 
RouterB (config) # ipv6 router rip ciscorip 
RouterB (config-rtr) #exit 
RouterB (config) #interface gig0 / 0 
RouterB (config-if) # ipv6 rip ciscorip enable 
RouterB (config-if) #ex 
RouterB (config) #int se0 / 0/0 
RouterB (config-if) # ipv6 rip ciscorip enable 
RouterB (config-if) #exit 
RouterB (config) #end 
RouterB # 
 
The last step that has not been done is to test the connection 
from PC0 to PC3. 
 

 
 

Fig. 3. The connection result from PC0 to PC3 was 
successful. 

 

4 CONCLUSION 
The conclusion obtained from this study is that MPLS VPN 
really provides bandwidth efficiency on the backbone, the 
application of MPLS VPN networks has been functionally 
functional according to the initial plan of this study and the 
author also managed to configure different networks and 
obtain a stable bandwidth capacity. 
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