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Abstract:  Malware continues to be a serious threat starting from home users to large enterprises. This makes it a hot research topic. 
Detection of malware is done using static and dynamic analysis of malware signatures and behavior patterns. These are proven to be 
ineffective and time consuming while detecting unknown malware. In order to identify the new malware many machine learning 
algorithms are created. Feature engineering is a key step for building these algorithms. This takes too much time. By using deep 
learning techniques this step can be completely avoided. Recent research reported that many of them used biased dataset, which is 
completely ineffective in real-time situations. Hence this drives to create a new algorithm/architecture to detect malware using deep 
learning. By using specialized Convolutional Neural Networks for capturing patterns in malware sequences using the concept of weight 
sharing. Also adding this with Recurrent Neural Networks, we could capture recurring patterns in malware. 
 
Index Terms: Malware analysis, Convolutional Neural Networks, Recurrent Neural Networks, image processing. 
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1 INTRODUCTION            
Malware is a major threat to the security of computer users 
which can cause huge financial losses to firm. With increasing 
applications of Internet of Things (IoT), this made attackers to 
target them. Malware has different names such as adware, 
rootkit, backdoor, ransomware, trojans, worms, spyware etc. 
i.e depending on the behavior, thus detecting these malwares 
became as an evolving problem for researchers. There are 
two types of malware analysis and detection mechanisms: 
static analysis and dynamic analysis. Examining and 
Extracting information from theexecutable file without running 
is Static Analysis. Running the malware and observing its 
behavior on the system is Dynamic analysis. With a new 
variant of malware, experts generally analyze the sample 
manually or create a program that can match with similarity of 
this class of malware. Recently, image classification has been 
improved a lot with the development of deep learning 
techniques. Convolutional Neural Networks demonstrated 
better performance. Here feature engineering, feature learning 
and feature representation are automatically acquired.              
This paper includes the related works and algorithms in 
section 2, design methodology in section 3 and conclusion in 
section 4. 
                

2. RELATED WORK 
Malware can be detected by finding a match with virus 
definition dataset which is updated from time to time. This 
method is signature-based detection. However, when a new 
malware variant is found, it couldn't detect it [1]. However this 
requires extensive domain knowledge to reverse engineer. In 
order to avoid this detection, hackers use polymorphism as 
obfuscation techniques. Many software tools can be used to 
unpack this. As this process is resource intensive task, [2] 
presented this as a 3step process. 
 
 
 
 
 
 
 
 

 
In the first step, malware is unpacked. In step 2, the 
executable is disassembled. In step 3, API call is extracted. 
Step 4 involves API call mapping and statistical feature 
analysis. [3] presented an extension to [2] by adding another 
step. Here it involves incorporating machine learning 
techniques.  Recently with the increase in malware attacks 
and obfuscated malware [4], many researches are improving 
machine learning algorithms for malware detection. Machine 
learning Algorithms (MLAs) requires feature engineering and 
feature selection. It requires domain level knowledge. Various 
features can be obtained through Static and Dynamic analysis. 
Static Analysis can be done by capturing the information from 
executables without running it. Dynamic analysis is done by 
running the malware in an isolated environment. Various 
complexities of Dynamic Analysis explained in [5]. Dynamic 
Analysis is efficient and long-term solution for malware 
detection. But deploying it would take a long time to analysis 
the executable. Anti-malware commercial programs generally 
use the hybrid of static and dynamic analysis. In recent times, 
Deep learning is improved a lot. Here feature engineering is 
not required because it will learn them automatically. It also 
outperformed many machine learning algorithms. There exist a 
very few research studies towards the application of deep 
learning for malware analysis. As Dynamic Analysis requires a 
specialized environment, here I would concentrate only on 
Static Analysis. Most of the new malwares are formed by 
changing a small part of old malware to evade signature-
based detection. To overcome this, it is important to learn the 
local and similar characteristics of malware. Several malwares 
have only small change in code, we could take advantage of 
this by using image processing techniques. Once the malware 
binary is converted to image and applying classification 
algorithms on this makes the task simple. As only a small part 
of code is changed, only a small part of the image is changed. 
Global view of the image remains the same. The main 
advantage of the image conversion is that it can handle the 
packed malware without even unpacking it. Convolutional 
Neural Network and Recurrent Neural Networks can be used. 
CNN is used on images. RNN can be used after flattening the 
last layer of CNN. RNN is used to detect recurring patterns. 
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Fig1: Binary to Image Conversion 

 
In order to convert to image, we need to decide the width of 
the images. The following table shows, how to decide it. [6] 
 
 

 
Table1: Width of Images 

 
2.2 Convolutional Neural Network 
CNN is a deep learning model which has shown successful 
results particularly in the field of image classification. CNN 
consists of multilayered neural networks as well as other deep 
learning methods and has a specific structure called a 
convolution layer.  
      

 

 
Fig2: Width, Height and Depth of CNN 

                  Source: http://cs231n.stanford.edu/ 
 

 
 

Fig3: Depth of the output 
Source: http://cs231n.stanford.edu/ 

 
From Fig2, we define the following quantities Width (W1), 
Height (H1) and Depth (D1) of the original input. The Stride S, 
the number of filters K, the spatial extent (F of each filter (the 
depth of each filter is same as the depth of each input). The 
output is W2 × H2 × D2. From Fig3, K filters will give us K 
such 2D outputs. We can think of the resulting output as K × 
W2 × H2 volume. Thus D2 = K. Fig4 is a sample CNN for 
handwritten character recognition. 
 
 

           
 

Fig4: CNN for handwritten character recognition 
Source: http://cs231n.stanford.edu/ 

 
2.3 Recurrent Neural Network: 
RNNs are neural networks, specialized for processing a 
sequence of values x (1) , . . . , x (τ) . It can scale to much 
longer sequences that would be practical for networks without 
sequence-based specialization. It does so by sharing 
parameters across different parts of a model. Fig5 explains 
recurrent connections between hidden units. and Fig6 explains 
RNN withsingle input and single output. 

 
         
 
 
 
  

http://cs231n.stanford.edu/
http://cs231n.stanford.edu/
http://cs231n.stanford.edu/


INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 9, ISSUE 01, JANUARY 2020       ISSN 2277-8616 
 

 

 
1690 

IJSTR©2020 

www.ijstr.org 

 
 
Fig5: Recurrent connections between hidden units 

         Source: http://cs231n.stanford.edu/ 

                  
 
 
              

Fig6: RNN with single input and single output 
                       Source: http://cs231n.stanford.edu/ 
 
2.4 Malimg dataset 
Malimg dataset contains 9,339 malware samples from 25 
various malware families. The detailed statistics of the dataset 
is reported following table. 
 

 
 

Table2: Statistics of the data sets 
 

 3. DESIGN METHODOLOGY 

First malware binary is converted into image. Apply CNN on 
the image. As last layer in CNN is in form of n-dimentional 
matrix, we will flatten it. Flattening means we convert n-
dimentional matrix to 1-dim column matrix. Flattening is done 
because the Bi directional Long-Short Term Memory (BiLSTM) 
requires single dimentional input.  Flattened input is passed 
into BiLSTM. BiLSTM will try to learn the features by trying to 

classify the input dataset. 
 

1. Converting Malware binary to Image. 
2. Applying CNN to Malware Image. 
3. Converting CNN into Flatten. 
4. Applying BiLSTM to classify the input. 

 
 
 

 
 

Fig7: BiLSTM system 
 

4 CONCLUSION 
Most of the people used MLAs. Applying Deep Learning 
architectures can give us good results compared to MLAs. If 
the number of layers in these architectures are more, then the 
amount of time to train these will increase. Similarly test time 
complexity increases. Hence I would like to design a Light-
weight Malware Classifier which can tell whether the file is 
malware or not.  
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