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Abstract: The requisite of trust in cloud is well justified because of architecture of the technology but the ever increasing data 
leakage cases have turned it into necessity. Cloud services are delivered from data centers to cloud consumers through cloud 
providers. It is required to evaluate the trust level of Cloud Providers as they are one of the key elements in the cloud services 
deliver aspect. The consumers need to evaluate the trust level of provider before enrolling for cloud services but they are not 
much aware about the procedure and evaluation facets.  The main objective of this paper is to support the consumers in 
evaluating the trust level of the provider. As it seems that complete IT industry is regulated through standards & Certifications, so 
it is used as main criteria of trust evaluation.  An OTF (Overall Trust Factor) is calculated on the basis of customer‟s preferred 
components and certifications attainment status of provider is assessed in respect to these components for trust evaluation.   
 
Index Terms: Trust, provider, Certification, Support, OTF (Overall Trust Factor), Security, Governance, Audit, SLA, Cloud 
Provider, Cloud Consumer, Cloud Trust 

———————————————————— 

1. INTRODUCTION:   
“Cloud Computing”, a new technology has proved it‟s 
prospective by changing the ways IT (Information 
Technology) related tasks are completed in the 
organizations. Now a simple machine with basic 
configuration can complete any complicated task using 
Infrastructure (IaaS) & Software (SaaS) support from Cloud 
services. Cloud computing is current trend of executing IT 
services where data  and processing moves from desktop 
to the data center  which is far away from geographical 
location of data owner [1].  Internet is the prime media of 
delivering cloud services and one of main cause behind 
security related challenges. Another important aspect that is 
the root cause of cloud challenges is “Cloud Architecture”. 
Cloud computing is amalgamation of few old technologies 
like: client-server computing, grid computing, utility 
computing, virtualization, (SOA) Service Oriented 
Architecture to name a few [2].  Cloud architecture defines 
the relations ship and placement of these technologies to 
deliver services like: IAAS, PAAS and SAAS.  Each of these 
services has their own distinct and unique architecture 
which may lead to their respective challenges [3]. Some of 
challenges that are related to cloud computing: Data 
Security, Security issues of virtualization, Security threats 
from cloud software and hardware, security issues related 
to network and internet, inadequate SLA [4]. These issues 
are result into problems like : Authentication and identity 
Management, Access  Control and Accountability, Trust 
Management and Policy Integration, Secure Service 
Management, Privacy and Data Protection and 
Organizational Security  Management [5] [6].  Current cloud 
trends can have glimpse of these challenges. While going 
through the current cloud security reports it has been found 
that there is a rapid growth of vulnerabilities in cloud 
containers. Cloud containers are the virtual machines that 
are used as a replacement of traditional machines in cloud 
environment. These vulnerabilities have increased by 46% 
in the first two quarters of 2019 as compared to first two 
quarters of 2018 and almost 240% as compare to 2016 [7]. 
The major security threats in 2019 are data loss and 

leakage (64%), unauthorized access (42%), SOC 
compliance (34%) and infrastructure security (33%) [8]. 
Rapid increases in the data leakage frequencies are leaving 
an impact on Cloud Trust. Cloud Trust ensures consumer‟s 
confidence and assurance in cloud provider and its working 
mechanism. Now days before enrolling for cloud services 
consumers would like to evaluate the trust level of the 
provider. The most considerable aspect is that cloud 
consumers are not available with multiple means to assess 
the trust aspect or Quality of services cloud provider is 
offering to their cloud consumers.  Although Legal system 
and private bodies are trying to support the consumers by 
issuing guidelines and instructions for the cloud consumer 
and cloud provider [9] [10] but there is not substantial 
guidance regarding evaluation of “Trust”  level. The 
researchers of this domain have tried to address this 
problem by proposing various framework to evaluate the 
trust level of the provider. Lot of cloud trust frameworks are 
available in the current literature like trust framework based 
on SLA(Service Level Agreement) [11],Quality of services 
like Availability, Reliability, Turnaround  Efficiency and Data 
Integrity is used for trust evaluation [12].As security is the 
prime concern in cloud, literature has some of the trust 
model based  on security [5] [13]. As per a model trust can 
be delivered as a service in cloud environment [14]. Despite 
the availability of differential trust models, through this 
research piece author would like to propose a new trust 
model that will support the cloud consumers in pre 
evaluation of cloud provider‟s trust status.  Proposed trust 
model is based on one of most popular aspect of IT industry 
“Certifications”. The benefit of this evaluation scheme is that 
it can be executed using the public domain of  provider like 
Website, promotional documents, contractual documents 
and any other public document that provider is releasing to 
promote its business. The next few sections will explain the 
details of the proposed scheme: 
 
 

2. IT CERTIFICATIONS:   
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In the cloud environment where the complete process of 
service deliveries are executed through Internet, where 
security and privacy can be easily breached. So, the 
signaling theory has lot of relevance in as the cloud 
consumer requires some king of assurance about the cloud 
provider. In “Signaling Theory” one party credibly conveys 
some information about itself to the other party [15]. 
Certifications are best rehearses of “Signaling Theory”. IT 
certifications are written assertions from third party that 
confirms some specific necessities about a product, system 
or a service. The prime objective of certifications is to 
reduce consumer‟s perceived risk and deliver of committed 
services as per required security and privacy by the 
provider.  These certifications are awarded after the 
successful execution of a structured process that is 
completed by a third party employee as per demarcated 
process. Designated members of third party will issue a 
written approval or certificate to the provider if he 
compliance as per the necessities and requirements of the 
Certification. These third party vendors‟ intermediates not 
just for issuing a certificate but they responsible to maintain 
certifications commitments through oversight of deter, 
punish or remedy inappropriate behavior.  [16]. The 
literature has sufficient testimonies that certifications are 
relevant for digital services like cloud computing  as 
consumers‟ has to deal with unknown providers for their 
confidential data and information. Keeping the same 
statements in mind the author has decided to do the trust 
evaluation of provider on the basis of this aspect.  Another 

important aspect that insisted the author to use this aspect 
is the reality that attainment of these certifications can be 
easily verified through public domain (website/social media 
platforms) or pubic documents (contract/ promotional 
documents) of the provider. 

 

3. METHODOLOGY:  
In order to execute the proposed idea, the author has 
executed following structured procedure for trust evaluation 
of the provider: 
 
3.1. Trust Components:  

3.1.1. Component Selection: The foundation step is to list 
out the components that can leave some kind of direct 
or indirect impact on trust. As precursor to the current 
work author has already listed set of components and 
their sub elements that has an impact on trust [4]. 
Author along with coauthors has done extensive 
survey of existing cloud trust literature [17] [18], blogs 
about cloud security and current cloud trends [8] [19] 
during the preparation of trust components. Authors 
have also input their own knowledge about the subject 
at the components finalization. The selected list of 
components has been discussed with the domain 
experts before finalizing the final list of trust 
components and their elements. The final list of 
components and their sub elements can be find the 
table 1. 

 
Table1: List of components and Sub elements that has an impact on trust [4] 

Components/Sub Elements Security Governance SLA Audit Diverse 

Sub Elements 

Data Security IT Governance 
Performance 
Level Metrics 

Periodical Audits Technology Stack 

Privacy Policy Risk Compliance Security Metrics 
Security and 
Management 
Logs 

Capacity 

Authentication & 
Authorization  
 

Exit Process 
Data 
Management 
Metrics 

CASB 
Implementations 

Service and 
Helpdesk 

Cloud Network and Internet 
Security 

 
Personnel Data 
Management 
Metrics 

Availability of 
audit data to 
Consumers 

Cost and Benefit 
Equation 

Cloud Application Security   
Responsibilities 
and Penalties 

External Auditing 
Customer‟s 
Feedback 

 
Physical Infrastructure 
Security 

  
Region and 
Domain  
Concerns 

 

 
3.1.2. Consumer‟s perception about Trust: During this trust 

support initiative author would like to explore 
consumers‟ perceptive in trust and then try to 
address this issue. To continue with the same trend 
once the trust components have been decided, 
author like to discern how cloud consumers rank 
these components in trust aspect. To achieve this 
objective, author have exercised a process to 
distribute an online questionnaire was prepared and 
distributed among free and paid cloud consumers to 
get their reviews. The complete details of the task 
was published as under the title: ” IAAS Service in 
the Public Domain: Impact of Various Security 
Components on Trust” [20]. While analyzing the 
results it has been observed that almost more than 
60% of the consumers have rated that security has 

the maximum contribution in the trust. The next most 
influencing factor was Governance among the rest 
three. For the complete details referenced paper can 
give lot of inputs about exact percentage contribution 
of each component in trust.  

3.1.3. Components contribution in Trust: The responses 
against the questionnaire was analyzed in the SPSS 
version 20. Various techniques like; Compute Mean, 
Compute Median, Compare Mean and many more 
useful SPSS techniques. The details can be find in 
the authors previous under the title:” Contribution of 
Various Components in Cloud Trust: A Cloud 
Consumer‟s Perceptive”  [21]. A controlled 
mechanism has been adopted by the author for the 
percentage evaluation process. The steps involved in 
the adopted process can be explained in the Figure1.  
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Figure1: Steps to convert Customers preferences into contribution percentage [21] 

 
 
 

 
 
 
 
 

Table 2  Extraction of Percentage contribution from customer’s preferences” [21] 

 Security Governance SLA  Audit  Diverse 

Mean (M) 4.3958 3.1544 1.9654 1.9675 1.3397 
Weight (W) 5 3 2 2 .5 
Weighted Contribution (Wc) 22.4 8.43 3.88 3.92 .815 
Percentage Contribution(Pc) 56.78 21.37 9.83 9.93 2.06 
Percentage Perceived (Pp) 57 21 10 10 2 

 
 

Table 3: Percentage Contribution of various components in Trust [21] 

Component % contribution in Trust 

Security 57% 

Governance 21% 

SLA (Service Level Agreement) 10% 

Audit 10% 

Diverse 2% 

 
The statistics generated during the process of structured 
conversion is listed in the Table2 and Table3. The next 
important step is to add novel feature of this research work. 
Certifications in reference to above mentioned components 
and sub elements.  
3.2. Certification Requirements:  Various formal and 

informal groups works for the betterment of Cloud like 
CSCC (Cloud Select Customer‟s Council ), 
CSA(Cloud Security Alliance), CSIG (Cloud Select 
Industry Group), NSIT(National Institute of Standards 
& Technology), (Security, Trust and Assurance 
Registry) to name a few. The prime objective of these 
organizations to work for the betterment of the 
technology “Cloud Computing” and to safe guard the 

interests of its beneficiaries like Cloud Consumers and 
Cloud Providers. To achieve their objectives they keep 
on doing activities like releasing related statistics,  
issuing guidelines, finding shortcoming, updating 
scope of improvements, releasing new standards or 
certifications,   recommending standards and 
certifications to follow certain benchmarks.   
Differential certifications are available around the 
globe that concerns “Cloud Computing”. This piece of 
research has adopted certifications recommended by 
CSIG and CSCC [10] [9]. The recommended list by 
CSIG and CSCC against trust components listed in 
the table3. 

Table 4 Standards and Certifications Recommended by CSCC and CSIG for Selected Components [9] 

Components Security Governance SLA Audit 

List of 
Recommended standards 
& Certifications 

ISO/IEC 27001 ISO/IEC 27014 ISO/IEC 27004 C 

ISO/IEC 27002 ISO/IEC 38500 ISO/IEC 27002 ISO/IEC 27007 

FIPS 140-2 ISO 20000 ISO/IEC 19086 Part 
I 

ISO/IEC 27008 

ISO/IEC 27017 COBIT 5 ISO/IEC 19086 Part 
II 

STAR 

ISO/IEC 27040 ITIL v3 ISo/IEC 19086 Part 
IV 

SSAE 

HTTPS/SFTP/VPN SSAE 16   

LDAP ISO/IEC 27005   

SAML 2.0 NSIT 800-173   

OAuth 2.0 ISO/IEC 19086   

ISO/IEC  29134    

ISO/IEC 27018    

ISO/IEC  29100    

ISO/IEC 27033    

NIST SP 800-53    

SC7-SC8    

FIPS99 & FIPS200    

ISO/IEC 27034    

  
Table4 does not list any certification for trust component: 
Diverse. There are few good reasons not to include this 
component in trust computation: 

3.2.1. As per consumers‟ preferences about trust 
component, the percentage of “Diverse” component 
in trust is very low and almost negligible [Reference 
Table3]. 

Mean 
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3.2.2. There is no specific Certifications recommended by 
CSIG and CSCC related to “Diverse” component 
[Reference Table1]. 

3.2.3. Providers‟ comparison on the basis of “Diverse” 
component is very subjective like “Feedback/help 
and support” and cannot be easily evaluated. 
Hence, the “Diverse” component is not included in 
the Trust Evaluation process. 

3.3. OTF Calculation: 
3.3.1. Providers Attainment Status: In order to calculate the 

trust level of the provider it is required to evaluate 
certification attainment status of provider against the 
recommended certifications [Reference Table4]. This 
information about the provider can be collected from 
the website, Legal Documents, Marketing 
Documents, Legal Agreements. The attainment 

status of the provider cab represented through a 
Boolean value: 

0: Absence of Recommended Certification                              
                            1:  Presence of Recommended 
Certification                                 
 In order to execute the proposed scheme details of 
80 providers are collected and represented in the 
table. Where column name represent the trust 
component, each row represent individual providers 
and each intersection (Cell) represent the certification 
attainment status of the provider is reference to the 
respective certification. The composite score of each 
“Trust Component” is generated by adding the score 
attained by the provider against recommended 
certifications.  Sample data can be viewed in Table 5. 
Table 5 represents  of composite score of each “Trust 
Component” by a respective provider. 

 
Table5: Sample rows generated during the execution of 3.3.1 

Company security  Governance SLA Audit 

Provider1 12 0 0 2 

Provider2 10 1 0 0 

Provider3 8 0 0 3 

Provider4 10 0 0 3 

  
3.3.2. Component Weight: On the basis of cloud consumers 

choices [Reference 3.1.2] percentage contribution of 
each “Trust Component” is calculated [Reference 
Table 3]. On the basis of table3 author would like to 
assign a weight to each component so that it can be 
used in OTF (Overall Trust Factor) calculation. Let 
weight 1 be assigned to Governance. Security 

percentage contribution is 57%, which is almost 
double of Governance with 21%. So, a weighted 
value 2 is assigned to the security. SLA and Audit 
almost equal and they are exactly half of the 
Governance. Hence a weight .5 is assigned to the 
SLA and Audit. 

 

Table 6 Component weight as per their Percentage Contribution 

Component Name Component Weight 

Security 2 

Governance 1 

SLA(Service Level Agreement) .5 

Audit .5 

 
3.3.3. OTF (Overall Trust Factor) Computation: The next step is to compute OTF, overall trust factor of the provider. OTF 

computation process can be explained through Figure 2.  
 

Figure 2: OTF(Overall Trust Factor) Computation Process 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
All the three inputs required by the compute engine will be provided to it in reference to a  provider. Three inputs are: 
 

3.3.3.1. Recommendations by CSIG & CSCC (Reference Table4) 
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3.3.3.2. Providers Certification attainment status (Reference 5) 
3.3.3.3. Component Weight (Reference Table6) 

 
The compute engine will practice out Equation1 to equation5 for computing trust value of the provider. Components Score(CS): 
Let components  Score be  CS1,CS2...CSn [Reference Table5] Component Weight(CW): Let Component Weight be 

CW1,CW2....CWn [Reference 6 ] Security Value (Sv) SV = ∑ ∫ CSi ∗ CWi 
                     Equation 1                                                       

Governance Value (Gv)=     GV = ∑ ∫ CGj ∗  CWj 
     Equation 2                                                           SLA Value (SLAv) = SL =

∑ ∫ CSLk ∗  CWk 
             Equation 3                                                       Audit Value (Av)= A = ∑ ∫ CAl ∗  CWl 

                .      

Equation 4  OTF (Overall Trust Factor) = ∑ Sv + Gv + SLAv + Av                                        Equation 5     
 
 
Once a trust value is generated for the provider, a class label is assigned to the provider based on the threshold. 

If (OTF > 20) Then 
Trust_value == „2‟ 

Class_Label = “High” 
Else if (OTF < 20 and OTF > 10) 

Trus_ value = „1‟ 
Class_Label = “Medium” 

Else 
Trust_Value = „0‟ 

Class_Label = “Low” 

    End if 
 

3.3.4. The threshold is decided on the basis of following factors: 
- Discussion with  Domain experts 
- Trust values generated on data sets used for this research piece. (Reference Table 5) 
- Contextual text written on  concern forums and websites 
- Authors own previous knowledge 

 

4. CONCLUSION AND FUTURE WORK:  
In the current piece of research author has tried to compute 
the trust value of the provider on the basis their certification 
attainment status of the provider. Author has selected this 
criterion for trust evaluation as it the way through which IT 
industry is regulated and these details can be easily 
retrieved from public domain like website, promotional 
documents, and legal documents of the provider.  This 
piece of work will be helpful for both stakeholders of the 
cloud domain like: Cloud Provider (CP) and Cloud 
Consumer (CC). A consumer can evaluate the trust level of 
the provider before enrolling for the services with cloud 
provider.  The cloud provider can also use this framework 
for self-evaluation and can improve its trust aspect by 
attaining the certifications that has more weightage for 
cloud consumer. Further various ML (Machine Learning) 
algorithms can be employed to make predictions on behalf 
of this framework. 
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