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Abstract: Albeit there are many frameworks for assessing organizations’ readiness to protect critical infrastructure from cyber threats, in the context of 
their application to specific organizations, such as the military, it requires significant adjustments or formulating more straightforward frameworks. The 
purpose of this study is to examine the effectiveness of the application of Sixware cybersecurity (SWCS) framework developed for sub-organizations in 
the Ministry of Defense and the Indonesian military. We used mix-method-convergent by analyzing interview data with three organizational unit leaders 
and distributing questionnaires to three organizational units with 70 respondents in the Indonesian Ministry of Defense. We found that the SWCS 
framework was practical and had good portability. Another finding is that applying the SWCS framework is more suitable for assessing cyber defense 
readiness in uniform organizations or communities in the field of IT and network management or cybersecurity operations. These findings also 
encourage further research to prove whether the SWCS framework is also appropriate for respondents in different organizations or non-IT communities.  
 
Index Terms: Cybersecurity framework, cybersecurity operations, cyber defense readiness, military information system, protect critical infrastructure. 

——————————      —————————— 

1 INTRODUCTION                                                                     

N the era of the industrial revolution 4.0, the Internet of Things 
(IoT), the Internet of Military Things (IoMT) and Society 5.0 
society, management of development and guaranteeing its 
sustainability increasingly depends on information and 
communication technology. Even some experts have 
emphasized that the IoT era is transitioning to the era of the 
Internet of Everything (IoE), where everything can 
communicate with others [1]. Nowadays, economic activities, 
public services, politics, and national defenses are 
increasingly computerized, autonomous, and integrated. In 
this context, government authorities face complex resource 
readiness, development, and system security assurance. 
Furthermore, the transition to IoE will cause the network 
system of government, industry, and other communities to 
become more open so that their vulnerability, especially from 
cyber threats, will increase. Since the Stuxnet attack in 2010, 
such malware has become more varied and targets critical 
infrastructure in more sophisticated ways. Stuxnet (2010), 
Havex (2013), Blackenergy (2015), CrashOverride (2016), 
Triton (2017) are sophisticated malware-based cyber 
intrusions capable of causing damage or taking over certain 
aspects of system functionality [2]. Malware attacks such as 
―CrashOverride‖ can mimic and run in normal network traffic 
mode [1].  
 
 

 

The Macrosource-Media [3] predicts a ransomware attack 
every five seconds by 2021 that will incur global costs over 
$20 billion. The latest ransomware attacks in 2020 occurred at 
several companies such as Orange Telecom France, Telecom 
Argentina, Japanese car manufacturer Honda, and Australian 
beverage producer Lion. The causes of all data breaches in 
2019 were hackers and criminal insiders, 51%, and the 
remaining 49% were human error and system glitches. 
Cyberattacks are unlikely to stop in the future, and it will be 
more challenging to deal with them [4]. More specifically, in 
this paper, we refer to the state defense-security authority’s 
readiness in viewing cybersecurity and how they provide 
resources to prevent attacks, practice cyber hygiene, patch 
vulnerabilities, detect threats, and respond to breaches faster. 
The Mena report (2019) [5] states that militaries worldwide are 
budgeting for and pursuing new generations of information 
technology, including cybersecurity. Such information 
technology will open up significant growth opportunities by 
increasing the speed and accuracy of logistics battlefield 
planning, increasing the functionality of autonomous systems, 
assisting with decision-making, lowering overhead costs, and 
reducing troop risk. The report states that the global military 
cybersecurity market will grow to $16.01 billion by 2023 with a 
compound annual growth rate (CAGR) of 3.6% from 2018-
2023. Inevitably, most digital infrastructure architectures at the 
national level of a country are Internet-based, inherently 
insecure. Responsibility for cybersecurity is distributed across 
multiple departments and agencies, many with overlapping 
authorities, and none of which have sufficient decision power 
to direct actions that often consistently address conflicting 
issues. Although most of the operation of information and 
communication networks can be left to the private sector, in 
the military such options are considered taboo for a variety of 
reasons. It is possible that in the military, there will be a lack of 
technological capabilities. Many therefore suggest public-
private partnerships that require a comprehensive framework 
to ensure coordinated response and recovery to fill gaps [6]. 
Other suggestions, such as cyber-attack damage insurance 
[7], are not suitable for military environments. In short, any 
network will face cyber threats today and in the future, even if 
it is in a small and straightforward organization. They need to 
respond to the threat early to minimize losses. For that, they 
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can at least measure the vulnerability of their small network to 
cyber threats. In that context, they need a portable analytical 
framework suitable for a small organization. Most of the 
existing conceptual frameworks for analyzing an organization’s 
readiness to face cyber threats are general - not for specific or 
small organizations, rarely portable, or require expensive 
complex measurements. Typically, applying analytical 
frameworks to small organizational networks, such as using 
the COBIT 5[8], the NIST-2018[9], and ISO 27001, requires 
modification to avoid the field measurement difficulties. This 
study has two basic assumptions to develop a suitable 
cybersecurity framework in military and state defenses 
organization. First, there is no ideal cyber defense framework 
for military institutions, primarily to protect the entire 
information system or critical infrastructures. Second, for 
different systems of military doctrine, there is a need for a 
specific protection framework. Thus, the pattern of protection 
against cyber threats in the context of military or state 
defenses institution is not sufficient to be based solely on 
theory and others’ experiences. However, given the complexity 
of cyber defense, the exchange of experiences and research 
data of cyber threats is crucial for developing a specific cyber 
defense framework. For that reason, we have introduced the 
Sixware Cybersecurity Framework (SWCSF) [10], [11], and in 
this study, we aim to analyze and develop its portability and 
effectiveness. There are two research questions: How 
prepared are organizational units at the Ministry of Defense 
facing cyber threats? Is the SWCS framework easy to 
implement? 

 
2 LITERATURE REVIEW 
In this section, we review the literature covering several 
aspects of a cybersecurity framework for assessing the 
preparedness of an organization to face cyber threats. We will 
focus on the characteristics and challenges of its 
implementation. Several studies describe a cybersecurity 
framework as a tool for managing and mitigating cybersecurity 
risks [12], [13] and that for implementing mechanisms to 
achieve the desired effect in some situations [14], [16]. Others 
focus on cybersecurity risk assessment in general [12], [17]. 
Given the military’s increasing dependence on information and 
communication technology, cyber defense is of paramount 
importance. Cyberattacks can interfere with the military’s 
performance in carrying out its mission, such as sabotage of 
air threat detection systems [18], theft of critical data, and theft 
of robotic defense equipment (drones) [19]. The virtual world is 
now considered the fifth battle dimension, after the land, sea, 
air, and space dimensions [20]. The fifth can occur at any time, 
where the enemy is actively targeting critical national 
infrastructure, especially the energy, transportation, 
information, communication, and defense industrial base 
sectors, to weaken military capabilities, readiness, and force 
projection. The enemy penetrated critical infrastructure and 
identified vulnerabilities for future exploitation [21]. Several 
countries have been actively arming critical infrastructure as a 
form of hybrid warfare [22]. In the future, the military will make 
cyber elements an integrated and crucial part of warfare that is 
increasingly network-centric due to the increasing military 
investment in information and communication technology, 
nanotechnology, and computers [23]. However, cyber defense 
alertness and primary concern should focus on protecting 
critical national infrastructures, especially defense/military 
infrastructure [11]. 

Infrastructure is a combine various facilities. Tabansky [16] 
added that infrastructure is considered critical if the disruption 
that occurs on it can lead to a socio-economic crisis, leading to 
instability in the community, which has negative consequences 
politically, strategically, and insecurity. Refer to the USA Patriot 
Act, critical infrastructure is a system and assets, both physical 
and virtual, whose paralysis and damage will impact national 
security, national economy, public safety, health, or a 
combination of these conditions [24]. In the context of the 
military, critical infrastructure is facilities, information systems, 
and military assets, both physical and virtual, which can have 
catastrophic effects in carrying out military activity in the event 
of a disturbance [25]. Radar, satellites, satellite control 
stations, communications facilities, broadband towers, fuel 
depots, water management facilities, power plants, power 
stations, equipment control computers, and servers are critical 
military infrastructure examples. The smallest organizational 
form of operating critical infrastructure is organizational units 
that directly gets the consequences of cyber-attacks. In line 
with Stanciu [26], in the context of small organizational units in 
the military, commanders often do not have enough 
information to make informed decisions to mitigate 
cyberattacks. They have limitations in controlling security, 
implementing, and reacting when an incident occurs [27], [28]. 
Therefore, we consider it essential to have a small 
organizational unit’s cybersecurity framework to assess their 
cyber defense readiness. Organizational readiness to deal 
with cyber-attacks - has become an integral part of 
organizational risk management [29]. There are several 
exciting cybersecurity frameworks besides the SWCS 
framework currently developing for the Ministry of Defense’s 
organizational units and Indonesia’s military. Mitre Cyber Prep 
2.0 [30] refers to three readiness factors of a threat-oriented 
approach: the organization’s intention to face cyber threats, 
technical-operational, and process capabilities. The NIST 
Cybersecurity Framework is a guide for public and private 
sector organizations to enhance their ability to identify, 
prevent, detect, respond to, and recover from cyberattacks [9]. 
While emphasizing comprehensive handling capabilities, the 
NIST Framework is a work order approach. Malatji (2019) 
warns that carrying out a complete security vulnerability 
analysis on a complex system as the NIST guidelines are 
complicated and difficult to prove. Besides, because each 
organization’s security risks are different, the tools and 
techniques required to achieve security outcomes will differ 
[31]. CBK is a conceptual framework that provides a basis for 
people or employees to understand a particular field’s terms 
and meanings. CBK serves as a mechanism for characterizing 
the content of a knowledge area; provides an overview of the 
field and at the same time a snippet of its contents; and clarify 
the scope of the field concerning other disciplines and provide 
a basis for curriculum development, the design of training 
programs or seminars, or even professional certification. In 
practice, developers develop CBK in industry, government, 
and education, especially to meet the needs of security 
professional certification procedures (for example, CISSP, 
GIAC, and CISA). CBK (ISC)-2, which is used for CISSP 
(Certified Information Systems Security Professional), focuses 
on a general framework for information security terms and 
principles that seek to solve related problems. Thus, in the 
context of small organizational units, the CBK framework only 
provides knowledge for employees, so that it still requires 
adaptation to a broader organizational preparation framework, 
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such as mitigation planning, budgeting, and means of 
protection. ISO/IEC (27001-27002) is an international standard 
on how to manage information security. This standard 
specifies the requirements for establishing, implementing, 
maintaining, and improving an information security 
management system (ISMS). Thus the target is certification by 
an accredited body. Small organizational units, particularly in 
the military environment, are more likely to adopt its audit 
institutions by making the ISO/IEC standard a reference only 
[32]. Other frameworks that have also received the spotlight 
for developing the SWCS framework are COBIT 5. In short, 
the concept of SWCS framework adapts theory or standard, 
experience, doctrine, and information flow in defense and 
military organizations in Indonesia. This concept has six 
components in assessing organizational units’ readiness 
against cyber threats, namely: Brainware, Hardware, Software, 
Infrastructureware, Firmware, and Budgetware. [11].  

 
3 METHODS  
This research uses a mixed-methods approach, a research 
framework that combines quantitative and qualitative research 
methods. With that approach, we analyzed the two in parallel 
and synthesized to obtain a convergent conclusion, in which 
quantitative data provides the generalizability of the synthesis, 
while qualitative data offers information about the context of 
the synthesis. The approach then is known as convergent 
design or concurrent mixed-method [33 p.5]. We collected 
qualitative data through structured interviews with experts at 
the locus and quantitative data through questionnaires. The 
interview questions refer to [10] to obtain a context for the 
organization’s readiness to face cyber threats and explore 
emerging issues. The questionnaire form refers to [11] to 
determine the organizational capabilities based on the six 
components of the sixware cybersecurity framework at three 
organization units at Ministry of Defense Indonesia:  Center of 
Data and Information (CDI), Center of Cyber Defense (CCD), 
and R&D Agency (RDA). The following is an overview of the 
flow of this research activity. 

 
Fig. 1. An overview of the research design 

 
In synthesis to answer the first question of this study, we 
combine the qualitative and quantitative analyses, which are 
further discussed. Whereas to answer the second question, 
we assessed the return rate of the form and the error rate of 
filling in and then discussed the results. 

4 RESULTS AND DISCUSSION 
We annotate each interviewee’s documents (commander or 
person in charge of experts representing each locus). See 
Table 1. The results were mapped into a color degradation 
matrix where green indicates the best readiness or well 
prepared and managed, yellow indicates moderate 
preparation, and red indicates low readiness. 

 
Table 1. Interview Result 

SWCS  Context 
ANNOTATION 

CDI CCD RDA 

Brainware 4 3 4 

Hardware 5 5 3 

Software 4 4 3 

Infrasware 5 5 4 

Firmware 4 3 3 

Budgetware 3 2 2 

 
The number of respondents is 70 from three work units in the 
Indonesian Ministry of Defense. The questionnaire data 
description is shown in Figure 2. 
 

 
Fig 2. The questionnaire data description 

  
For the quantitative analysis, we present the questionnaire’s 
reliability and the SWCS index results as an aggregation of its 
components. All questions from each component show good 
reliability, as shown in Table 2. 

 
Table 2. Reliability of SWCS Components 

 Brainw
are 

Hardwa
re 

Soft 
ware 

Infrasw
are 

Firmwa
re 

Budget
ware 

K (indi- 
cators) 

4 3 5 8 3 4 

Cronbac
h-α 

0.71 0.75 0.75 0.72 0.79 0.73 

 
The SWCS framework’s implementation can be implemented 
adequately, reasonably good portability, and with a simple 
calculation pattern. Indicators analysis of CDI, RDA, and CDC 
shows that its reliability and correlation are relatively stable; 
the Cronbach Alpha reliability is between 0.73 (good) and 0.96 
(excellent). 
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Fig. 3. SWCS index of the loci 

 
We debated the questionnaire analysis results of RDA in Table 
3, which its interpretation differed significantly from that of the 
interviews in Table 1. Table 4 provides a clearer picture of 
these differences. As a note, RDA is an organization whose 
members are mostly researchers. They are not employees 
who directly deal with cybersecurity operations and network 
management. As researchers, they have the advantage of a 
relatively good knowledge base, including in the IT field. 
Therefore, in observing the answers to the questionnaire, we 
found that respondents from RDA tended to use their 
knowledge compared to respondents from the other two loci, 
which deal with cybersecurity operations and network 
management daily, make more use of their work experiences. 
We suspect that the SWCS questionnaire we use would be 
more appropriate if the respondents were from the community 
managing networks and cybersecurity operations. However, 
we have not proven this conjecture because available data do 
not provide sufficient statistical significance. 

 
Table 1. Interpretation of Quantitative Data 

Organiza-tion 
Name 

BR 
H
W 

S
W 

I 
S 

FW 
B
W 

SWCS 
Index 

Interpr
etation 

Center of 
Data & 
Information 
(CDI) 

62.
67 

89.
88 

99.
41 

88.
43 

10
0 

84.
44 

86.47 Good 

Research 
Developme-nt 
Agency (RDA) 

80.
14 

96.
32 

78.
62 

91.
29 

95.
17 

89.
83 

88.29 Good 

Center of 
Cyber 
Defense 
(CCD) 

53.
43 

69.
52 

96.
57 

80.
89 

67.
14 

81.
43 

73.58 
Passa
ble 

 
Combining the result of qualitative analysis (Table 1) and 
quantitative analysis (Table 3) obtained interpretive 
conclusions, as shown in Table 4. 

 
Table 4. Synthesis of both analysis 

Organiza-tion 
Name 

SWCS 
Index 

Quanti-
tative 
Descri-
ption 

Qualitati-ve 
Descripti-on 

Interpretati-on 

Center of 
Data & 
Information 
(CDI) 

86.47 Good Well-
prepared 
and 
managed 

CDI has 
adequate cyber 
defense 
technology and 
development 
plans, well-
prepared and 

managed, but 
is lacking in 
Budgetware 

Research 
Development 
Agency 
(RDA) 

88.29 Good Not ready RDA has the 
right level of 
cyber 
Brainware, 
sufficient 
research 
capacity but 
poorly 
prepared in 
terms of 
hardware and 
software and 
deficient in 
terms of the 
Budgetware  

Center of 
Cyber 
Defense 
(CCD) 

73.58 Passa-
ble 

Well trained 
but dubious 
readiness 

CCD has 
adequate cyber 
defense 
infrastructures 
and 
development 
plans, but 
human 
resource 
capacity still 
needs 
improvement 
and is deficient 
in the 
Budgetware 
component 

Meanwhile, we believe that the SWCS framework’s portability 
is quite useful in form returns analysis (96%). Meanwhile, the 
respondents’ consensus analysis shows two clusters: 72% 
and 28%. Such a figure of 72%, according to [34], is a high 
consensus. In the case of SWCS, we refer both analyzes 
results to good portability.  

 
5 CONCLUSION  
If This study aims to prosecute the use of SCWS in terms of its 
implementation effectiveness and portability. We found that the 
SWCS framework has good reliability and high portability. 
However, we also found a gap in the analysis results between 
the questionnaire and the interview. We prove through mix-
method approach that the SWCS questionnaire question 
design is suitable for assessing small organizational units with 
uniform tasks in IT management and cyber operations. Our 
findings can serve as ideas for further research to test the 
effectiveness and portability of the SWCS framework, primarily 
about the appropriateness of its application to other small 
organizations or the non-IT community.  
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