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Abstract: The period of the internet of things (IoT) its growing combination means that the systems are having huge quantities of statistics each second 
from millions of systems. The present method used to manage this information is a technology named as cloud computing. Though, due to its necessity 
of data centers, this can become infeasible for the handling of information from the internet of things due to space among these IOT keen items and the 
data center. Present growths in ICTs like in Internet-of-Things and Cyber-Physical Systems grow healthcare answers with brighter and forecast abilities 
together for home, office and also in hospitals. In the maximum of IoT-based healthcare organizations, particularly at smooth households or clinics, a 
linking opinion is required among sensor organization system and the Internet. The fog computing is attaining attention in the area of health care with the 
IOT. The goal of the research is to present skills called fog computing with IOT in the arena of healthcare. The author discussed a framework to improve 
fog performance via a collective rule amongst fog knots to attain the best load and job distribution. In the paper, fog computing is measured as an 
addition of the cloud computing to the verge of the system, which is an extremely virtualized stage of source pool that delivers calculation, storage, and 
networking facilities to adjacent end consumers. 
 
Index Terms: IOT, Fog computing, Fog-Iot, ECG, Healthcare, ICT    
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1 INTRODUCTION 

Hhospitals were the 1st establishments that combined the 
computing schemes for bringing healthcare solicitations 
founded on the Hospital Information System architecture [3]. 
Meanwhile, the development of ICT and cloud computing has 
intensely altered the method the healthcare facilities are 
distributed. The growth of ambient bright schemes authorized 
patients to self-handle their own illness and deliver well-being 
application resolutions away from hospitals. Numerous 
research works have been available and diversity of 
applications have applied that allowed patients to use medical 
devices, wearable strategies, and actuators so as to observe 
energetic bio-signals like blood pressure and body fever. 
Furthermore, devices are also used in home-based work in 
order to observe patients’ actions and ecological 
circumstances. The material from sensual strategies from both 
medicinal and ecological is conveyed to remote medical 
middles where the material is handled and deposited so that it 
can be available by the healthcare specialists. Mobile 
submissions and profitable goods have also been established 
that allow wearable devices such as phones and lookouts to 
collect bio-signals or regulate the movement tracking of 
customer’s daily actions offering proposals, and stop 
worsening of operator’s healthcare circumstances. An amount 
of IoT facilities, such as calculation assets, storing abilities, 
heterogeneity, high dispensation, and others that transported a 
technical uprising, are delivered by cloud computing. The 
cloud brings the virtualization of computing incomes at 
numerous ranks.  
 

 
 
 
 
 
 
 
 
 
 

2 INTERNET OF THINGS AND FOG COMPUTING 

IN HEALTHCARE  
 
2.1 Internet of things 
Detailed Internet of Things (IoT) is getting an extensive 
approval and a rising acceptance in numerous features of 
everyday time [2,4]. IoT tools deliver a capable and organized 
method to recover the health and happiness of manhood. It is 
foretold that IoT-based schemes will alter the healthcare 
sector in terms of social welfares and dispersion as well as 
cost-efficiency. By relating IoT skills to healthcare, the value 
and price of medical care can be enhanced by systematizing 
jobs before achieved by individuals [10],[11]. The period of the 
internet of things (IoT) its growing combination means that the 
systems are having huge quantities of statistics each second 
from millions of systems. The present method used to manage 
this information is a technology named as cloud computing. 
Though, due to its necessity of data centers, this can become 
infeasible for the handling of information from the internet of 
things due to space among these IOT keen items and the data 
center. Present growths in ICTs like in Internet-of-Things and 
Cyber- Physical Systems let us grow healthcare answers with 
brighter and forecast abilities together for home and office and 
also in hospitals. In the maximum of IoT-based healthcare 
organizations, particularly at smooth households or clinics, a 
linking opinion is required among sensor organization system 
and the Internet. The fog computing is attaining attention in the 
area of health care with the IOT. By many skills progresses, 
civilization is moving near an ―always connected‖ example. 
Systems together strengthened and wireless is universal, 
open morals are clear and rolled out letting for distinctive 
addressing structures. Ideas associated with the Future 
Internet are being investigated and smeared [6]. 
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Fig. 1.  One paradigm and different visions [13] 

 
The vrious meaning of IOT noticeable by the research 
municipal appear to the robust curiosity in the IoT dispute and 
to the verve of the discussions on it. By researching all the 
areas, an attentive reader may learn an actual difficulty in 
accepting what IoT actually is, which simple thoughts stand 
after this idea, and which community, financial and practical 
insinuations the full placement of IoT will need. Another novel 
idea related to the ―Upcoming Internet‖ is ―Internet of Things‖ 
(IOT).The period of the internet of things (IoT) its growing 
combination means that the systems are having huge 
quantities of statistics each second from millions of systems. 
The present method used to manage this information is a 
technology named as cloud computing. Though, due to its 
necessity of data centers, this can become infeasible for the 
handling of information from the internet of things due to space 
among these IOT keen items and the data center. Present 
growths in ICTs like in Internet-of-Things and Cyber-Physical 
Systems let us grow healthcare answers with more bright and 
forecast abilities together for home and office and also in 
hospitals [8].The IOT labels a dream where substances 
become portion of the Internet: where all things are 
exceptionally recognized, and available to the system, its 
location and position recognized, where facilities and aptitude 
are additionally added to this extended Internet, combining the 
numerical and physical biosphere, eventually impacting on our 
expert, individual and communal surroundings. The 
architectural rudiments usually desirable in healthcare IoT 
structures are demonstrated in Fig. 2. The architecture 
comprises main components:  

1. Internet-connected doorways,   
2. Cloud and big data provision.  

 

 
Fig. 2. General IoT-based health monitoring system  [1] 

 
The Internet of Things (IoT) is already very popular among 
every people. All can understand it in numerous zones from 

wearable suitability chasing gadgets, keen home applications, 
to keen self-driving vehicles. Healthcare is predictable to be 
amongst the areas that may be altered via IoT by increasing 
its diffusion and dropping the facility price. It provides 
perspective to continuous and consistent distant observing 
due to its universal nature while letting liberty of movement for 
persons. Movement tracking and following up of the heart 
degree and calorie consumption are some of the areas of 
commercially obtainable IoT strategies. In expert medicinal 
surroundings also, the excellence of healthcare facilities can 
be improved by computerizing patient nursing. This allows an 
intelligible healthcare scheme at household and in the hospital 
via the cloud. It is projected that the present hospital-centered 
repetition of medical maintenance will be stable by its home-
based complement in 2020. This development is predicted to 
touch home-centered method in the next period [2]. To 
provision such a move and climbing, new computing methods 
want to be established. Mixing of presently obtainable 
disjointed answers near all comprehensive healthcare is a 
serious obligation, and at a similar period possible, in IoT.. 

 
2.2 Fog computing in health care 
As a novel example of computing, fog is still not an acceptable 
idea in the municipal. In the paper [3], fog computing is 
measured as a postponement of the cloud to the advantage of 
the system, which is an extremely virtualized stage of source 
pond that offers calculation, storing, and interacting facilities to 
all end workers. Fog computing is also defined as ―a situation 
where an enormous amount of mixed omnipresent and 
dispersed strategies interconnect and possibly collaborate 
amongst them and with the system to perform storage and 
dispensation jobs without the interference of 3rd gatherings. 
These jobs can be for secondary basic net purposes or new 
facilities and applications that track in a sandboxed situation. 
Operators leasing share of their plans to host these facilities 
get enticements for doing so.  

 
 

Fig. 3. Components of IOT [5] 

 
Normally, a Fog computing atmosphere consists of old-style 
networking mechanisms and can be located at the earlier 
closeness of IoT devices as exposed in Fig. 3. These 
mechanisms are delivered with varied calculating, storing, 
schmoozing, etc. abilities and can provision facility 
applications implementation. Fog computing coating delivers 
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calculating, schmoozing, storing, and additional area precise 
facilities for IoT schemes. The healthcare area has a set of 
supplies that exclusively classify it from other IoT requests. 
Figure 4 demonstrates a widespread opinion of the facilities of 
the Fog layer, which are deliberated distinctly in the next 
pieces.  
 

 
 

Fig. 4. Fog computing in health care [4] 
 
1. Data Management: 
It has a significant part in Fog computing by which the sensual 
statistics is nearby treated to remove evocative data for 
operator response and announcements beside with scheme 
plan amendments. In system architecture, Fog coating 
constantly obtains a huge volume of sensual facts in a small 
era of time from the sensor system, so it should accomplish 
the inward information to deliver a quick reply about various 
operator and system circumstances. This job becomes more 
important in healthcare situations meanwhile dormancy and 
indecision in decision making might cause permanent 
indemnities for the patients.  

 
2. Data Filtering: 
It is the 1st data dispensation component to make cleaning 
approaches at the advantage after getting statistics from the 
device network. To get patient medical situation, numerous 
bio-signals such as ECG, EMG, and photo plethysmo gram are 
composed using applicable probes.  

 
3. Data Compression:  
For decreasing a big volume of conveyed information over a 
communication network, information can be compressed by 
lossless or lossy density approach. In healthcare IoT 
applications, lossless compression is better in most of the 
situation since lost statistics can cause unsuitable sickness 
analysis.  

 
2.3 Taxonomy 
In this section fig. 5 represents a taxonomy for fog computing, 
which is discussed below: 
  
  

 
 
 
 
 

 
 

Fig. 5.Taxonomy of fog computing, [9] 
 
1. Fog nodes configuration. 
The computational nodules with mixed building and 
conformations that is able to deliver substructure for fog 
computing at the advantage of the network. 

 
2. Nodal collaboration. 
This is the method for handling teamwork amongst diverse fog 
nodules inside the edge system. 

 
3. Resource/service provisioning metric. 
These are the features that donate to delivery assets and 
facilities proficiently under diverse restraints. 

 
4. Service level objectives. 
These have been reached by organizing fog computing as a 
middle level among cloud data centers and end devices. 

 
5. Applicable network system. 
The diverse networking organizations where fog computing 
has been presented as allowance of other computing 
examples. 

 
6. Security concern. 
The security problems that have been measured in fog 
computing on diverse conditions.   

 

3 LITERATURE REVIEW OF HEALTHCARE USING FOG 

COMPUTING AND IOT 

So many researches have been done in the field of the IOT in 
health care. This section is divided into three parts and under 
these parts, literature review of both the technologies has 
been presented. The three parts are: 

1. Model disposition in ECG using IOT and Fog 
computing: 

2. Health Monitoring in IOT and Fog Computing: 
3. Intermediate coating in healthcare in fog computing 

 
The main literature review has been discussed is given below: 

 
1. Model disposition in ECG using IOT and Fog 
computing: 
Orestis Akrivopoulos et al.(2015) presented with a device of 
EGC that help in giving high definition traces. From every 10 
seconds, there is analyzing of signals with the help of a series 
of algorithms and various productions of alerts. The alert 
produced and traces both are stored in the internal memory of 
the devices. Tuan Nguyen Gia et al. (2015) takes help from 
ECG feature as this feature plays a very important role in 
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analyzing various cardiac diseases. Signals for ECG are 
designed in smart gateway with various feature extraction 
process including heart rate, P and T wave through wavelet 
transform mechanism. Results help in predicting that fog 
computing helps in achieving more than 89% of low latency 
and bandwidth efficiency. Ida Syafiza M. Isa et al.  (2012) 
examined the fog computing majorly in health care. In this 
work, application on heart monitoring was done in which each 
patient need to send their 30 minute recording of 
Electrocardiogram signal for handling, investigation and 
decision making at fog processing units. The values are 
minimized in such a way that energy can be consumed less in 
both processing and networking equipment’s. The results help 
in calculating that energy is saved upto 69% as compared with 
central cloud. Prabal Verma et al.  (2018) projected a new way 
for monitoring ECG which is based on IoT techniques. The 
data for ECG are collected using various nodes which are 
directly send over IoT cloud using strong wifi connections. For 
such work both HTTP and MQTT protocols are been used 
over IoT cloud that help in providing visual and timely ECG 
data to users. M. Ryan Fajar Nurdin et al. (2018 ) presented 
one of the applications of IOT as data transmission for ECG 
signals. ECG monitoring system can be used by various users 
at parallel interval of time through internet. The system 
consists of ECG hardware, web server for storage and web 
application. The ECG machine help in collecting the ECG 
signals from patients body, then raw data is sent over 
computer server. The data can be only accessed by 
authorized patient using internet. Mohammed et.al (2019)  has 
given a remote patient monitoring using web services and 
cloud computing. The main signifance of such application was 
to make an android application for ECG signal monitoring and 
data storage which can be helpful in other medical side. 
 
2. Health Monitoring in IOT and Fog Computing: 
Suh et al.(2018)  projected a wireless sensor grounded system 
for heart failure patients. 3 tier architecture has been followed 
for making such a system which consists of database, sensor 
and web servers. The system helps in detecting various 
different heart-related problems. Jara et al. (2018) presented 
an interconnection framework for mobile health using sensing 
capability of IoT devices. With the help of internet capabilities, 
various technical innovations for health monitors and medical 
devices were introduced. Banee et al. (2017) projected the 
various methods and algorithms for analyzing data from 
sensors using various healthcare services. They help in 
detection, prediction and also help in decision making. Xu et 
al. (2015) presented a model for various medical services 
during an emergency by using IoT technology. A semantic 
model has been designed which help in storing and managing 
a large amount of data generated by various IoT devices. Gia 
et al. (2015) presented a unique technique for diagnosis from 
various health monitoring applications using various IoT 
protocols. All the techniques fail to extend the capabilities of 
fog computing. Nandyala and Kim et al. (2010) presented an 
architectural opinion of IoT based u-healthcare nursing 
system. This architecture mainly highlighted on compensations 
of Fog computing which interrelates more by helping faster to 
the edge at Keen Households and Keen Hospices. Christos 
Tselios et al. (2019) offered a way to end operators that would 
like to do self-observing of their medical circumstances. These 
customers might be either patient that have convalesced from 
an event and need to observe themselves occasionally or 

other persons that want to observe and be alert about their 
medical disorder on a systematic basis as part of a defensive 
health nursing and early analysis of possibly frightening 
medical circumstances. Orestis Akrivopoulos et al. (2012) 
described the idea of Fog computing in Healthcare. An 
intermediate coating of intellect is definite among device 
nodules and cloud. An example of a keen e-health Gateway is 
obtainable for application.  
 
3. Intermediate coating in healthcare in fog computing 
Ahmad et al. (2017) proposed an agenda for healthcare 
named as health for where the fog layer is used as an 
intermediate coating among cloud and the end workers. 
Authors mostly focused on increasing and amenably 
monitoring the information confidentiality disputes in 
healthcare systems. To improve the system safety, cloud 
entree security broke is combined with health for. Furthermore, 
cryptographic primitives were also described to raise the 
usefulness of the Health Fog. Negash et al. (2018) focused on 
a keen e-health entry employment for use in the fog computing 
coating. They highlighted mostly on linking a network to such 
entries, both in home-based and clinic use. Furthermore, types 
of the entry in fog application are discussed and assessed. 
Rahmani et al. (2015) used the idea of Fog computing in 
Healthcare. An intermediate coating of intellect is definite 
among device nodules and cloud. A example of a keen e-
health Gateway is obtainable for application.   
 

4 IOT-FOG HEALTHCARE  

This section has a responsibility to properly interact with IoT 
things which are used to notice patients signs and do prime 
handling on the detected facts [9]. Consequences of this 
section are a summary of patients situations sent to the 
caregiver’s console. Furthermore, the fog is also capable to 
respond upon indication irregularity detection. To be organized 
to a sensed Cloud for information storing and illness 
recognition. This comprises the machine learning section for 
information preparation and analyzing actions for sickness 
discovery prototypes [10]. Monitoring Platform: This comprises 
the caregivers console for information conception, observing, 
and to control over the composed information from things.  

 

 
 

Fig. 6. IoT-Fog based Patients Monitoring System [19] 
 

5 PROPOSED IOT-FOG FRAMEWORK 

In keen healthcare systems IoT-Fog delivers facilities with 
latency sensitivity that is dispersed at the edge of the system. 
The aims of fog computing is to deliver readability, low-latency 
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and quicker replies to healthcare submissions. Thus, handling 
fog presentation and functionalities becomes a significant goal 
to evade latency and system failure because these are serious 
issues in healthcare systems. In this section, a new outline for 
best source management and task distribution is presented for 
fog computing which goals to determine the issues below 
mentioned (Anzanpour et al. (2018)). It lets Fog2Fog 
association to attain the finest probable QoS . 

 
Fig. 7. IoT-Fog based Strata for Healthcare Systems [11] 

 

6 CHALLENGES AND ISSUES IN ADAPTING FOG WITH 

IOT FOR HEALTHCARE SYSTEM [21] 
1. One of the significant features is common assets that 

disturb the performance of fog computing. To equal 
the necessities in healthcare, the substructure of fog 
computing should be achieved correctly. 

2. The problems in the organization of sources, which 
were produced by the devices, provisioning, 
bounciness, or source sharing were defined. It was 
verified that handling subtle facts within a local net is 
a difficult job.  

3. On the conflicting, some procedural tasks rise by 
relocating computational substructure in the 
closeness of the operator. It additional makes 
difficulties if not achieved correctly.  

4. Edge computing desires the determination of the 
practical tasks recognized by investigators in earlier 
studies. The main task is incompetent information 
flexibility thus making it inappropriate for dispersed 
information-intensive applications which might be 
located across multiple geographical sites.  

5. A fog-based middleware will have numerous tasks in 
cloud healthcare suggested facilities. The fog layer 
needs the continuing organization of big capacities of 
sensual information over a small time period and 
suitable reply under numerous circumstances.  

6. For the fog layer, it is also vital to be rebuilt and 
flexible over time, particularly in the incidence of 
serious actions. The fog nodule is not capable to hold 
a huge amount of actions per second in the fog 
nodules since has a quantified finite size.   

 
 

7 CONCLUSION 

IoT that depends on skills gives numerous facilities and 
inventions within the healthcare business but maximum of 
these facilities and inventions are still developing. In this 
research, the concept of IoT, fog computing and combination 
of both in the perspective of healthcare systems is presented. 
Furthermore author discussed about a outline to improve fog 
presentation via a cooperative rule among fog nodules to 
attain best assignment and job distribution. The introduction to 
the internet of things and fog computing are discussed in the 
paper. IOT is getting an extensive approval and a rising 
acceptance in numerous features of everyday time. Its tools 
deliver a capable and organized method to recover health and 
happiness of manhood. It is foretold that IoT-based schemes 
will alter the healthcare sector in terms of social welfares and 
dispersion as well as cost-efficiency. By relating IoT skills to 
healthcare, the value and price of medical care can be 
enhanced by systematizing jobs before achieved by 
individuals.The period of the internet of things its growing 
combination means that the systems are having huge 
quantities of statistics each second from millions of systems. In 
the paper, fog computing is measured as an postponement of 
the cloud to the advantage of the system, which is a extremely 
virtualized stage of source pond that offers calculation, storing, 
and interacting facilities to all end workers. The main focus is 
on the literature review of both the techniques i.e. internet of 
things and fog computing. 
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