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Abstract: In Mobile Adhoc Networks (MANETs), one of the most challenging tasks is detecting and isolating the wormhole attacks/links through the
network during data transmission. To tackle this challenge, a Fuzzy Logic and AIS-ISWAD (FLAIS-ISWAD) technique has been proposed in which all the
network parameters were given to the FL to construct the high-performance stable routes and then AIS was performed to isolate the wormhole links in
MANETs. Conversely, this technique was performed only on the homogeneous networks whereas the data transmission rate was constant. Therefore,
this article focuses on increasing the detection accuracy in the heterogeneous networks by using variable transmission data rates. To achieve this, a
Multirate FLAIS-ISWAD (MFLAIS-ISWAD) technique is proposed to detect the wormhole links in multirate 802.11 wireless channel. In this technique,
each node considers the per-hop baseband rate of transmission and computes all the parameters. Also, the Round Trip Time (RTT), processing delay,
queuing delay and channel access delays are computed along with all other system parameters used by the FLAIS-ISWAD technique for wormhole
attack detection and mitigation process. Finally, the simulation results show the performance efficiency of the MFLAIS-ISWAD technique compared to
the FLAIS-ISWAD in terms of throughput, End-to-End Delay (E2E-D), jitter, Packet Delivery Ratio (PDR), Packet Loss Ratio (PLR) and Detection Ratio
(DR).
Index Terms: MANET, Wormhole attacks, FLAIS-ISWAD technique, Multirate wireless channel, Round trip time.

——————————  ——————————

1 INTRODUCTION
MANET is consisting of several self-configuring mobile nodes
that are moving autonomously in any direction within their
communication region. However, this autonomous movement
can affect the network topology. The repetitive modifications in
the network topology can degrade the scalability and network
performance. Besides, these networks are susceptible to
various kinds of attacks like a wormhole, blackhole, grayhole,
Denial-of-Service (DoS), etc., in which the detection of
wormhole attacks has high complexity compared to other
attacks. Since the attacker does not need any break to launch
wormhole attacks in the network. In particular, wormhole
attacks are a severe attack on routing wherein two intruders
connected by a high-speed off-channel connection, namely
wormhole link which is established via a network cable and
any form of wired link or a long-range wireless transmission in
a different band. Each wormhole node is equipped with radio
transceivers which are well-suited with the ad-hoc network to
be attacked. Once the wormhole link is established, the
adversary traces the wireless information they overhear,
transmits it to each other and replays the packets via the
wormhole link at the other end of the network. Replaying
legitimate network messages at improper locations, wormhole
attackers may make far apart nodes believe they are
immediate neighbors and force all transmissions between
artificial nodes [1-3].
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Generally, ad-hoc routing protocols are divided into two types,
namely proactive and reactive protocols. Proactive routing
protocols rely on the periodic transmission of routing updates
whereas reactive routing protocols search paths only when it
is needed. A wormhole attack is evenly hazardous for both
proactive and reactive protocols [4-8]. For this reason,
wormhole attack/link detection in the network is very essential.
In the past decades, few researchers have practiced on
detecting and preventing the wormhole attacks in the networks
[9-12]. Recently, Kaur et al. [13] proposed a novel Secureaware Wormhole Attack Detection (SWAD) technique based
on the maximum E2E-D between two nodes within the
transmission range. It does not require the mobile nodes to be
equipped with GPS, clock synchronization or any other type of
special hardware. On the other hand, the length of paths
passing through the wormhole attackers is not taken into
account during detection. When the attackers are located in
the chosen path, the path length may be reduced
considerably. Therefore, Selladevi et al. [14] proposed an
Improved SWAD (ISWAD) technique by considering both path
length and the maximum E2E-D for wormhole attacks/links in
MANETs. Conversely, more parameters are required to
increase detection accuracy efficiently. As a result, the Artificial
Immune System-based ISWAD (AIS-ISWAD) technique is
proposed in which system parameters are also taken into
account to detect the wormhole links [15]. These various
parameters are effectively learned by the AIS for increasing
the detection performance extensively. Also, a scalable and
distributed scheme is introduced by using the sequential
probability ratio test model to isolate single-point failures and
high mobility of nodes. Nonetheless, a high-performance
stable path from all available paths does not well differentiate.
Also, uncertainty arises during the computation of affinity value
between antibody and antigen. As a result, a Fuzzy Logic and
AIS-ISWAD (FLAIS-ISWAD) technique was proposed as an
improvement of AIS-ISWAD to detect the wormhole
links/attacks in Ad-hoc On-demand Distance Vector (AODV)
routing protocols [16]. Initially, maximum E2E-D, path length
and system parameters were computed between the source
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and destination nodes. Then, these parameters were given to
the fuzzy logic system to differentiate the high-performance
stable paths among available paths and handle an uncertainty
problem in affinity computation. Additionally, AIS was applied
as a learning process to detect and the wormhole attacks/links
without affecting the overall network performance.
Nonetheless, this technique performs only on the
homogeneous networks whereas the data transmission rate
was constant. Hence in this article, Multirate FLAIS-ISWAD
(MFLAIS-ISWAD) technique is proposed to detect the
wormhole links in heterogeneous networks i.e., multirate
802.11 wireless channel. The main aim of this technique is to
increase the detection accuracy and network performance
while variable data transmission rate is used. In this technique,
each node considers the per-hop baseband rate of
transmission and computes all the parameters. Also, the
Round Trip Time (RTT), processing delay, queuing delay and
channel access delays are computed which are not
considered by the FLAIS-ISWAD technique during detection.
Based on these measures, the FLAIS-ISWAD technique is
extended to detect the wormhole links in the multirate
transmission cases with increased detection accuracy.
The remaining part of this article is as follows: Section II
surveys the previous researches on wormhole attack detection
techniques. Section III explains the methodology of the
proposed wormhole attack detection techniques. Section IV
demonstrates the simulation results of the proposed
techniques and Section V concludes the entire discussion.

2 LITERATURE SURVEY
An efficient approach [17] was proposed for wormhole attack
detection and prevention in wireless ad-hoc networks. In this
approach, the wormhole attacks were detected by using the
deviations in routing data between neighboring nodes.
Conversely, the overall control packet and routing overhead
were not reduced. A WADP (Wormhole Attack Detection and
Prevention) technique [18] was proposed in MANET based on
the modified AODV routing protocol. In WADP, two extra fields
such as IP of intermediate node and the unique number
assigned to it were included in the RREP packets. When the
node was not capable to specify the accurate IP and number
combination, it was considered as malicious. Further, a double
authentication was used to detect and prevent these malicious
nodes. But, false positive problem was not solved while hidden
wormhole attacks have occurred. A Wormhole Resistant
Hybrid Technique (WRHT) [19] was proposed in Wireless
Sensor Network (WSN) based on the concept of watchdog
and Delphi schemes to guarantee the wormhole will not be left
untreated in the sensor network. In WRHT, the dual wormhole
detection mechanism was used for computing the probability
of factor time delay and packet loss probability of the
established path to find the probability value of wormhole
presence. However, the performance efficiency was not
analyzed in terms of throughput, E2E-D and other parameters.
Jitter monitoring-based Wormhole (JITWORM) attack
detection [20] was proposed in MANET. In this technique, the
wormhole attack was identified during the path discovery and
data transmission phases. The wormholes were detected by
employing a mechanism of analyzing the jitter applied to
packets by the nodes. If the percentage of packets to which
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jitter was not applied was greater than a set threshold, then a
wormhole was considered to be present. Once wormhole was
detected, it may be prevented from the network. However, it
needs to detect wormholes during RREP based on link
analysis by the neighboring nodes. An efficient and reliable
wormhole attack method [21] was proposed to detect the
wormhole attacks. As well, a localization-based mechanism
was proposed to reduce the detection cost of wormhole
attacks based on the primary observation that a huge amount
of network traffic was interrupted by the wormholes. But, the
energy consumption of this method was high. A
computationally intelligent method based on Artificial Neural
Network (ANN) [22] was proposed to detect the possible
positions of wormhole nodes in WSN. Nonetheless, a precise
position of the malicious nodes was not detected. An
Advanced Hybrid Intrusion Detection System (AHIDS) [23]
was proposed to automatically detect the WSNs attacks. In
this system, an anomaly detection and misuse detection were
performed based on the fuzzy rule sets including the multilayer
perceptron neural network. The feed forward neural network
with backpropagation neural network was used for fusing the
detection outcomes and classifying the types of attackers.
Also, the wormhole attack detection was achieved based on
the wormhole resistant hybrid technique. However, the
performance was still not effective in terms of throughput and
energy consumption. Graph-based wormhole attack detection
[24] was proposed in MANETs to use reactive routing
protocols to detect the wormhole attacks. In this method, the
routing data in the exchanged messages and the routing
tables of nodes were used. On the other hand, it needs the
prevention of wormhole attacks based on the time travel of
Route Request (RREQ) messages between every two
successive nodes in suspect paths. Wormhole attack detection
and mitigation [25] was proposed by using EIGRP protocol
based on the RTT. By utilizing this protocol, the shortest route
was identified and the wormhole attack node was detected
based on the RTT variation. However, packet delivery ratio
was not effective.

3 PROPOSED METHODOLOGY
In this section, the proposed MFLAIS-ISWAD technique is
described in brief. Assume 𝑁 number of mobile nodes and
bidirectional transmission over a distributed wireless channel.
Also, consider 𝑀 number of attackers present in the network
for generating the wormhole attacks whereas 𝑀 should be
larger than 1 and less than 𝑁 − 1. Assume that all the nodes
are in promiscuous mode and forecasting the neighboring
nodes. In this mode, all the data packets are transmitted to the
higher layers and are not filtered at the MAC level. Thus,
permitting data packets to be authenticated and verified at the
network layer. The flow diagram of the MFLAIS-ISWAD
technique is shown in Fig.1.
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Fig. 2. RREQ Process between Source and Destination.

Fig. 1. Flow Diagram of MFLAIS-ISWAD Technique.

The FLAIS-ISWAD technique is extended in the following
three basic ways:
 Every node takes into account the per-hop baseband
rate of transmission to tackle the multirate
transmission problems.
 Every node computes the processing time, queuing
and channel access delays including the parameters
such as maximum E2E-D, path length and system
parameters such as node density, system/network
overhead, network capacity (storage) and detection
time deviation measure considered by the FLAISISWAD technique.
 Every node forecasts the characteristics of its
neighboring node during the packet transmission. In
most cases, a node may overhear the transmission of
its neighbor and so any unexpected delays in
transmitting a packet is a robust sign of a wormhole.
In this protocol, a multirate transmission scenario as shown in
Fig.2 is considered. At first, 𝑆 broadcasts the RREQ packet to
the destination 𝐷 for discovering the high-performance stable
path. By receiving the RREP packets, 𝑆 computes the RTT
between the participating nodes. In the route discovery
process, the source node 𝑆 is responsible for computing RTTs
and the processing time of all nodes and all nodes including
destination 𝐷 are responsible for transmitting their timestamps
𝑇
,𝑇
,𝑇
and 𝑇
to the 𝑆 along with the RREP
packet. If any of the input nodes does not transmit its
RREQ/RREP receiving and transmitting time with RREP, then
𝑆 includes that the node in the malicious list for complete
authentication based on the values received from other
neighboring nodes. Processing time including queuing delay at
each participating node is a significant factor computed by 𝑆 in
detecting wormhole attacks.

At first, 𝑆 computes the processing time and the expected
transmission time based on the packet size and transmission
rate between two nodes. Then, 𝑆 compares it with the actual
RTTs and if the variance is less than or equal to threshold 𝑇,
then the path is considered as a non-malicious node;
otherwise, 𝑆 flags an aware that a wormhole is detected
between nodes 𝑁 and 𝑁 . An expected transmission time
(TT) is computed by 𝑆 as follows:
𝑇𝑇 =
(1)
Then, the source 𝑆 computes the Processing Time (PT) of
each participating node as:
𝑃𝑇
=𝑇
−𝑇
(2)
𝑃𝑇
=𝑇
−𝑇
(3)
Thus, 𝑇
and 𝑇
are computed and transmitted by the
neighboring nodes. This is considered to be more secure as a
malicious node cannot modify the values of neighboring
nodes. The source node 𝑆 is responsible for computing the
expected TT of RREQ and RREP packets according to Eq.
(1). Also, the source 𝑆 node receives the packet sizes
transmitted by each node. The transmission time is computed
as follows:
𝑇𝑇
=
(4)
𝑇𝑇

=

(5)

Hence,
𝑅𝑇𝑇
= 𝑇𝑇
+ 𝑇𝑇
(6)
The RTT between two nodes does not include the processing
time of the RREP packet. Thus, the processing time is
included in Eq. (7). Then, the source 𝑆 can compare the
expected RTTs and actual RTTs. The generalized form of
computation is as follows:
𝑅𝑇𝑇 = ∑
𝑇𝑇 + 𝑃𝑇
(7)
Thus,
𝑅𝑇𝑇 = ∑

((

) + 𝑃𝑇 )

(8)
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After that, all these computed values including the other
parameters such as maximum E2E-D, path length and system
parameters such as node density, system/network overhead,
network capacity and detection time deviation measure are
given to the FLAIS system [6]. In this system, all the input
parameters are fuzzified in terms of fuzzy linguistics variables
such as Low-Low (LL), Low-Medium (LM), Low-High (LH),
Medium-Low (ML), Medium-Medium (MM), Medium-High
(MH), High-Low (HL), High-Medium (HM) and High-High (HH).
It provides the output variable, namely fuzzy path priority i.e.,
the high-performance stable path among all available routes.
This is achieved based on the set of rules in the form of IFTHEN configuration. According to this output variable, the
high-performance stable route is chosen and the wormhole
links through the network is prevented during data
transmission. Few sample fuzzy rules are given in Table 1.

ISSN 2277-8616

MFLAIS-ISWAD technique is analyzed and compared with
existing FLAIS-ISWAD, AIS-ISWAD and ISWAD techniques in
terms of throughput, E2E-D, jitter, PDR, PLR and DR. In this
simulation, the source and destination pairs are randomly
chosen and different bandwidths are assigned between the
node pairs to emphasize the effect of multirate environment.
After that, the malicious nodes are randomly located in the
network. For the different number of nodes, more than 100
simulations with different data rates are simulated between
node pairs. The considered simulation parameters are
mentioned in Table 2.
Comparison results of different metrics for MFLAIS-ISWAD,
FLAIS-ISWAD, AIS-ISWAD and ISWAD techniques are shown
TABLE 2
SIMULATION PARAMETERS

Algorithm for MFLAIS-ISWAD Technique
TABLE 1
SAMPLE FUZZY RULES FOR FUZZIFICATION

in Table 3.
4.1 Throughput
𝑆→ 𝑁 ;
//𝑆 broadcasts RREQ (Route Request)
𝑖𝑓 𝑁 ≠ 𝐷
𝑁 updates its routing table and transmits RREQ to its
neighboring nodes;
𝑁 𝑑𝑜𝑒𝑠 𝑛𝑜𝑡 𝑒𝑎𝑟 𝑅𝑅𝐸𝑄 𝑏𝑒𝑖𝑛𝑔
𝑖𝑓 (
)
𝑡𝑟𝑎𝑛𝑚𝑠𝑖𝑡𝑡𝑒𝑑 𝑏𝑦 𝑁
𝑤𝑖𝑡𝑖𝑛 𝑡𝑖𝑚𝑒 𝑡
𝑁 includes 𝑁 to wormhole list;
𝑒𝑙𝑠𝑒
𝐷 receives the RREQ;
𝑒𝑛𝑑 𝑖𝑓
𝐷 transmits RREP to 𝑆 through similar route;
𝑆 computes maximum E2E-D, path length, node
density, system/network overhead, network capacity, detection
time deviation measure, TT, PT and RTT after receiving RREP
from 𝐷;
Executes FLAIS by using the computed parameters
;
Choose the high-performance stable path for data
transmission;
Find out and prevent the wormhole links;
𝑒𝑛𝑑 𝑖𝑓

TABLE 3
COMPARATIVE ANALYSIS OF PROPOSED AND EXISTING
WORMHOLE ATTACK DETECTION TECHNIQUES

It defines the number of packets successfully received at the
destination node in a given time.
𝑇𝑟 =

4 SIMULATION RESULTS
In this section, the performance effectiveness of the proposed
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TABLE 4
COMPARISON OF E2E-DWITH DIFFERENT W ORMHOLE LENGTH

Fig. 3. Comparison of Throughput.

Fig.3 shows the throughput (in kbps) of MFLAIS-ISWAD,
FLAIS-ISWAD and AIS-ISWAD techniques. From this analysis,
it is identified that the throughput of MFLAIS-ISWAD is 4.97%
higher than FLAIS-ISWAD, 11.43% higher than AIS-ISWAD
and 17.71% higher than ISWAD techniques. Thus, the
proposed MFLIAS-ISWAD technique achieves higher
throughput than other wormhole attack detection techniques.
4.2 End-to-end Delay
It defines the time interval taken to transmit the packets from
the source to the destination node.
𝐸2𝐸_𝐷 =

In Fig.5, the E2E-D (in seconds) of MFLAIS-ISWAD, FLAISISWAD and AIS-ISWAD techniques are shown with different
length of wormhole links. When the wormhole link length is
considered as 8, the E2E-D of MFLAIS-ISWAD is 3.49%
minimized than FLAIS-ISWAD, 10.27% reduced than AISISWAD and 12.63% decreased than ISWAD techniques. From
this analysis, it is observed that the proposed MFLAIS-ISWAD
technique has less E2E-D compared to the other wormhole
attack detection techniques.
4.3 Jitter
It defines the delay variance to receive the packets at the
destination node. Fig.6 illustrates the jitter (in seconds) of AISISWAD, FLAIS-ISWAD and MFLAIS-ISWAD techniques. From
this analysis, it is observed that the jitter of MFLAIS-ISWAD is
81.43% less than FLAIS-ISWAD, 90% less than AIS-ISWAD
and 93.16% less than ISWAD techniques. Therefore, the
proposed MFLAIS-ISWAD technique achieves the minimum
jitter than the FLAIS-ISWAD and AIS-ISWAD techniques.

Fig. 4. Comparison of E2E-D
Fig. 6. Comparison of Jitter

Fig.4 shows the E2E-D (in seconds) of MFLAIS-ISWAD,
FLAIS-ISWAD and AIS-ISWAD techniques. Through this
analysis, it is observed that the E2E-D of MFLAIS-ISWAD is
46.15% less than FLAIS-ISWAD, 63.16% less than AISISWAD and 72% less than ISWAD techniques. As a result, the
proposed MFLAIS-ISWAD achieves the minimum E2E-D than
the FLAIS-ISWAD and AIS-ISWAD techniques.

4.4 Packet Delivery Ratio
It defines the percentage of the total number of packets
received at the destination to the total number of packets sent
by the source node.
𝑃𝐷𝑅 =
× 100%

Comparison result of E2E-D with varied wormhole length for
different wormhole attack detection techniques is given in
Table 4.
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attacks to the actual number of wormhole attacks in the
network.
𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑅𝑎𝑡𝑒 =
× 100%
Here, true positive is an outcome where MFLAIS-ISWAD
accurately detects the wormhole attacks as itself. On the
contrary, false negative is an outcome where MFLAIS-ISWAD
inaccurately detects the non-wormhole attacks as wormhole
attacks.

Fig. 7. Evaluation of PDR

Fig.6 demonstrates the PDR (in %) of MFLAIS-ISWAD, FLAISISWAD and AIS-ISWAD techniques. From this analysis, it is
noticed that the PDR of the MFLAIS-ISWAD technique is
1.13% increased than FLAIS-ISWAD, 2.28% increased than
AIS-ISWAD and 3.24% higher than ISWAD techniques. So,
the proposed MFLAIS-ISWAD technique achieves the
maximum PDR than the FLAIS-ISWAD and AIS-ISWAD
techniques.
4.5 Packet Loss Ratio
It defines the percentage of the total number of packets lost
during the data transmission to the total number of packets
sent by the source.
𝑃𝐿𝑅 =
× 100%

Fig. 9. Evaluation of DR

Fig.9 shows the DR (in %) of MFLAIS-ISWAD, FLAIS-ISWAD
and AIS-ISWAD techniques. From this analysis, it is observed
that the DR of MFLAIS-ISWAD is 1.67% higher than FLAISISWAD, 4.52% higher than AIS-ISWAD and 9.83% higher than
ISWAD techniques. Thus, the proposed MFLAIS-ISWAD
technique achieves the maximum DR compared to the other
wormhole attack detection techniques.

5 CONCLUSION

Fig. 8. Evaluation of PLR

Fig.8 shows the PLR (in %) of MFLAIS-ISWAD, FLAIS-ISWAD
and AIS-ISWAD techniques. Through this analysis, it is
recognized that the PLR of MFLAIS-ISWAD is 55.56% less
than FLAIS-ISWAD, 72.09% less than AIS-ISWAD and 77.5%
less than ISWAD techniques. Thus, the proposed MFLAISISWAD technique achieves the minimum PLR than the FLAISISWAD and AIS-ISWAD techniques.
4.6 Detection Ratio
It defines the fraction of the total number of detected wormhole

In this article, the MFLAIS-ISWAD technique is proposed for
wormhole attack detection in the multirate 802.11 wireless
networks to increase the detection accuracy and network
performance at multiple transmission rates. In the MFLAISISWAD technique, each node considers the per-hop baseband
rate of transmission and computes all the considered
parameters including RTT, processing delay, queuing delay
and channel access delays. Once these parameters are
computed, these are given to the FLAIS-ISWAD system to
choose the high-performance stable path to transmit the
packets from the source to the destination nodes and detect
the wormhole links through the network to avoid the packet
loss. Finally, the simulation results proved that the proposed
MFLAIS-ISWAD technique has superior performance than the
FLAIS-ISWAD and AIS-ISWAD techniques in terms of
throughput, E2E-D, jitter, PDR, PLR and DR.
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