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Abstract: Healthcare of citizens is the prime concern of all the countries. For this purpose, healthcare systems are used to provide timely access to the 
medical data of patients. Processing medical data poses many challenges at the technical, organizational and user levels such as interoperability, 
standardization, regulation, security, and usability which are the most critical issues. Many frameworks and platforms are being developed to provide 
error-free access to medical data ensuring security and legalization compliance. However, still the realization of technical interoperability in medical 
device regulation are not handled within the same architectural solutions. The proposed Healthcare Hub Platform presents an architectural solution to 
meet this challenge. We rely on the most recent cloud infrastructure for implementation of server-side systems and use web apps and mobile apps for 
organizations and individuals, respectively. The main objective is to involve the citizens in healthcare monitoring along with the healthcare professionals 
through the technical solution of well-established technological foundations. 
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——————————      —————————— 

1 INTRODUCTION                                                                     

Information and communication technologies (ICT) have 
evolved as the essential tool for achieving sustainable 
development focusing on various domains of human 
development. Healthcare is the basic need of humans, 
therefore many regional and international projects across the 
globe are investing huge amounts of budget to achieve 
sustainable healthcare and well-being solutions. Concurrently, 
vast awareness programs are organized to empower the 
citizens for monitoring and well-being of their health [1] [2]. 
People are getting familiar and used-to the ICT applications 
and systems such as smartphone apps and web-based 
information systems. There are plenty of such health 
monitoring apps included in most smartphone platforms [3] [4] 
[5]. However, such apps are vendor-based and do not provide 
sustainable integrated health information architecture for 
continuous personal health monitoring [6]. 
ICT systems and applications possess huge potential; 
however, their potential is underutilized in the healthcare 
systems [7]. The reasons are many. For example, integration 
and interoperability at business and technical levels pose the 
huge challenge to connect different healthcare organizations at 
the policy-level and homogeneous technical standards. 

Besides, we also found in our previous research that 
organizations rely on the proprietary technical standards and 
protocols produced by different vendors [8]. As a result, 
technical integration between different products (at hardware, 
communication, and application levels) brings a huge 
hindrance in integrating the healthcare data. Continua Health 
Platform (CHP) [9] copes with interoperability problems by 
using a homogeneous platform, where healthcare devices, 
systems and applications can be connected seamlessly. Many 
leading forums have joined hands with CHP including 
Integrated Health Enterprise (IHE) [10] and the Healthcare 
Information and Management Systems Society (HIMSS) [11]. 
Figure 1 shows how CHP integrates medical devices to the 
health information system. Continua uses different interfaces 
for communication including Zigbee, Bluetooth, and USB for 
connecting the personal health monitoring devices seamlessly 
with personal health gateway, which is a computer or 
smartphone. The personal health gateway captures the vital 
signs data from devices and transfers the same to the health 
information system through standard web interfaces. The entire 
communication is compatible with CHP protocols enabling a 
homogeneous seamless integration. The proposed Healthcare 
Hub Platform research goes further in this direction to achieve 
not only technical interoperability, but also meet healthcare 
standards and regulatory requirements applied to data, 
devices, documentation and procedures. In our previous 
research, we proposed an I

2
A architecture to achieve technical 

interoperability and validate the medical device software and 
eHealth system against regulatory requirements [12]. This 
paper presents a solution for sustainable healthcare 
information architecture for personal health monitoring. 

 
 

Figure 1: Continua System Architecture [9] 
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2 RELATED WORK 
Many recent standards and specifications are dealing with the 
interoperability and integration challenges in the medical 
record and health monitoring services. This includes the IEEE 
11073 Personal Health Device Standards [13], Integrating the 
Healthcare Enterprise (IHE) [10], Patient Care Device PCD-01 
Transaction using the Health Level Seven International (HL7) 
V2 specification, FHIR (Fast Healthcare Interoperability 
Resources) [14] and the HL7 V3 Personal Health Monitoring 
Report (PHMR) [15]. There have been immense developments 
on the technology side, which is conducive for developing 
electronic health record and systems and provide seamless 
integration among the personal apps, organizational systems 
and national healthcare information infrastructure. The 
opportunities are enormous and expectations equally high. 
The challenges are there as well at the social, economic and 
technical levels slowing down the process of unified 
approaches towards healthcare systems [16]. Technical 
interoperability is the leading challenge as medical data is very 
sensitive to accuracy and security. Therefore, errors and 
omissions in data are not affordable. Moreover, there is a lack 
of high-level engineering frameworks supporting the design of 
interoperable healthcare systems without getting lost into low-
level technical hitches. Due to this plenty of research in this 
direction never gets implemented [17]. Medical device 
regularization deals with high level standards for evaluating 
the medical device hardware and software for accuracy, 
safety, security and performances basis under the umbrella of 
regional and international legislation [18, 19]. In comparison to 
inoperability and legal challenges, the technological 
infrastructure for providing technical resources such as 
computing, storage, interfaces and client consoles are 
available for use in the healthcare system integration 
scenarios. The cloud technology infrastructure at the service 
provider side, web apps for computers and mobile apps for 
smartphones can be used without much technical difficulty. 
The proposed Healthcare Hub platform furthers the research 
in this direction for providing interoperability, integration, 
standardization and usability for different stakeholders 
involved in the eHealth scenarios. The following section 
continues the discussion. 
 

3 HEALTH CARE HUB PLATFORM: A SUSTAINABLE 

HEALTHCARE INFORMATION ARCHITECTURE FOR 

HEALTH MONITORING 
In our previous research, the I

2
A architecture takes 

interoperability and integration one step further then PCH 
Alliance. The I

2
A architecture is shown in Figure 2. The 

PCHAlliance does not consider the critical aspects of standard 
and regulation validation of medical device software, whereas 
I
2
A checks at any stage if the regulatory requirement 

applicable to development, operation and communication 
process and data formats are achieved. The Healthcare Hub 
research is a continuation of I

2
A architecture, where cloud 

computing platform tools are used to scale the architecture so 
that the huge amount of data. The I

2
A produces huge amount 

healthcare related data which includes personal health 
monitoring data e.g., vital signs, medical images, and videos. 
Such as data is required by the governments to frame future 
healthcare policies. Our current research focuses on the 
analysis of medical data produced by the personal health 
monitoring devices. The main research objective is to create a 
long-term medical record of citizens as Electronic Health 

Record (EHR), which could be used by health provider 
organizations for providing better health to the citizens. 
Additionally, the government bodies can use the cumulative 
EHR for analysis to see the trends of diseases and medicine 
usage for better formation of policies for long-term sustainable 
healthcare support to the citizens.  

 
Figure 2: The Sustainable Healthcare Information 

Architecture for Health Monitoring 
 

Healthcare Hub is cloud-technology based personal health 
monitoring platform, which is used by the doctors, hospitals, 
and citizens themselves for health monitoring supervised by 
the professional medical staff. The cloud technology platform 
adds strength to the platform in terms of availability, 
interoperability, and scalability. Different types of client devices 
such as computers, tabs or smartphones will install the client 
application to get access to the Healthcare Hub platform. The 
access control of different roles getting access to the 
Healthcare Hub is based on their profile depending upon the 
organization policies. For example, a citizen can only view 
his/her medical data with security-enabled client application 
such as a web-based system or an app installed on tab or 
smartphone. Whereas a doctor is able to add medical records 
of the citizens and add or modify different data elements such 
as prescriptions and diagnostic tests. The proposed solution 
consists of the following architectural components: 
 
3.1 Cloud Technology Infrastructure (CTI) 
CTI is the technological underpinning of the Healthcare Hub 
Platform. It is a composition of all the functional services 
required by the end user organizations and individuals. For 
example, the CTI provides Cloud Apps, which provide different 
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functionalities related to healthcare monitoring services. CTI 
also provides a platform for high performance computing 
required to process the medical data such as images, video 
and recording streams. 
 
3.2 Cloud Apps 
Apps are the core of functionality units required for health 
monitoring purposes. [apps]. Such apps essentially have the 
database storage for storing the medical data in the form of 
text, documents, images, and videos. These apps provide 
web-based interface to the users. However, users can also 
use other client apps such as smartphone apps and desktop 
applications. 
 
3.3 Healthcare organization (Clinic / Hospital) 
Healthcare organizations are responsible to create the medical 
data of the citizens and store the same at the cloud storage 
through cloud apps. 
 
3.4 Client Apps (for citizens) 
Client apps are the end-user apps including web-based 
applications, desktop applications and smartphone apps. We 
developed a prototype environment for implementation for 
healthcare hub in collaboration with a regional private hospital 
in Hyderabad, Pakistan. We provided personal healthcare 
devices and computers for collecting data from through 
Bluetooth enabled personal area network. The applications on 
computers were connected with the cloud services storing 
data at the Microsoft Azure cloud platform. As the client app 
we developed a web-based application for the doctor at 
hospital and a smartphone app for the citizen. 

 
4 METHODOLOGY 
We identified the requirements of a healthcare platform, which 
are needed for healthcare monitoring of citizens in the 
interorganizational business scenario. We found that technical 
interoperability, medical device standardization, regulatory 
validation, and user interaction are the key elements for such a 
platform. Based on these findings, we developed an 
architecture of Healthcare Hub Platform, which encompasses 
the technical components providing the services for the 
platform. The implementation of the platform is developed at 
MS Azure Cloud Technology Platform. The services offered by 
the Healthcare Hub are actually cloud services which are 
accessed by a user-friendly web application by the doctors 
and other medical staff at the clinic. The web-based interface 
was selected because most people today are familiar with web 
applications. The medical data is store at the data store on 
Azure. Multifactor authentication was enabled to authenticate 
and authorize the end-users for accessing the cloud services 
and medical data in a secure and reliable way. The 
authentication was based on digital certificates and mobile 
phone SMS verification. Besides the official emails were also 
used to verify the user for registration at the first time. We 
deployed a local storage server using MS SQL, so that the 
medical data is first stored locally and then synchronized with 
the cloud storage. For the citizens, we developed android apps 
and connected them with the blood pressure measuring 
device i.e., UA-767PBT-Ci Automatic Blood Pressure Monitor 
with Bluetooth Communication connected with android 
smartphone app as shown in Figure 3. 

 
 

 
Figure 3: UA-767PBT-Ci Blood Pressure Monitor connected 

with Android App vis Bluetooth 
 
As demonstrated in this document, the numbering for sections 
upper case Arabic numerals, then upper case Arabic 
numerals, separated by periods. Initial paragraphs after the 
section title are not indented. Only the initial, introductory 
paragraph has a drop cap. 

 
5 SUMMARY AND OUTLOOK 
We tested the Healthcare hub for six months in the private 
clinic. The doctors found it very convenient to use the web-
based user interface of the Healthcare Hub. The doctors 
experienced following benefits of the new cloud-based 
Healthcare Hub: 

 
- It is easy to create and enter medical data of the patients in 

the system 
- The medical history of patients is readily available, which 

helps in more accurate diagnosis and treatment of the 
patients 

- Access to the Healthcare Hub Platform is available from 
different locations due to web-based application 

- Only authorized users can access the system, which helps 
us keep the medical data secure and safe 
-  

The patients expressed their satisfaction of the system with 
following comments: 

 
- It is possible to see the health monitoring data and be 

aware of health to the greater extent than before. 
- Due to more IT literacy in youth, they are helping to monitor 

the health of elderly people using the Healthcare Hub 
Platform client apps installed on smartphones 
 

Besides the above results, the doctors and patients showed 
interest that telemedicine applications may be added to the 
platform, so that the doctor and patient may communicate 
remotely using the same infrastructure. This will help restrict 
the physical movement of the elderly population and 
economize the healthcare expenses at the same time. 
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