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 An Overview Of WLAN Security 
 

Rajeev Singh, T.P. Sharma 
 
Abstract: The notion of ubiquitous computing is possible mainly due to wireless communicating devices. Various types of wireless communication 
including WLAN communication among these devices are possible. WLAN is a short range but effective means of data communication. It is basically an 
extension of the wired LAN. For making the WLAN communication secure, various standard protocols like WEP, WPA and WPA2 exists. It is has been 
established that none among these standards provide total security and therefore a new standard i.e., WPA3 is now evolving. Under such transition 
state, it becomes essential to know the present status of the WLAN security environment. This paper provides an overview of the WLAN security 
covering the prominent areas of research under WLAN security. It also summarizes the outcomes of major research works in this domain. 
 
Index Terms: 802.11i, WEP, WLAN Security, WPA2, WPA3.   

——————————      —————————— 

 

1. INTRODUCTION 
IEEE 802.11 Wireless Local Area Networks (WLANs) provide 
easy access, speedy data transfer and ease of work it to the 
users while maintaining low cost and hence are getting 
popular these days. Due to inherent broadcast transmission, 
WLANs are not considered safe and are usually susceptible to 
several attacks and threats. The attacker chances are quite 
high as wireless channel is unprotected [1][2][3][4][5]. The 
most common WLAN attacks and threats are shown in Fig. 1. 
In wireless medium, it is very trivial for the attacker to 
eavesdrop and capture (snoop) the frames of the ongoing 
communication. The attacker can hence, perform statistical 
analysis (traffic analysis) on data collected or can even change 
(modify) the contents of the frames. He may befool the 
communicating peers by pretending someone else by spoofing 
the MAC frames (masquerading). The repetitive transmission 
of captured frames (replay) is also a possibility in WLANs and 
such activity may affect the ongoing WLAN transmission [1][6]. 
In Man-in-the-Middle (MITM) attacks, the attacker is able to 
intercept (and understand) the message or able to get the 
secret communication key(s) for decrypting the data between 
sender and receiver. Such attacks are not much successful in 
WLANs as they mainly involve installing a rogue Access Point 
(AP), whose main target is only dissociation and reassociation 
of the presently connected clients [7][8]. Denial of Service 
(DoS) attacks are getting researcher’s attention in the WLAN 
environment and are one of the increasing WLAN threats. In 
these attacks the main target of the attacker is to disrupt the 
services and ongoing communication between wireless station 
(STA) and AP [9][10][11][12][13]. 
Existence of attacks and threats in WLANs demands remedial 
measures for controlling them. A mapping between WLAN 
threats and remedial measures that protects against them is 
shown in Fig. 1. Among these remedial measures, 
authentication is one of the most important techniques which 
helps in protecting against threats like masquerading, 
replaying, MITM and DoS attacks. Thus, authenticated frames 
are not of much use to the attackers. In WLANs, lightweight 
authentication is more useful as it involves less 
verification/computation time. Encryption as the remedial 

measure protects against: snooping, traffic analysis and MITM 
threat whereas proper key management procedure along with 
encryption, time stamps and random nonce are used to 
counter replay and MITM threats. Appropriate access control 
strategy in WLANs permitting only the authorized user 
transmission, decreases MITM and DoS attacks. Placement of 
Message Integrity Code (MIC) in WLAN frame is very useful 
and prevents replay attacks. Making a resource available most 
of the time diminishes the DoS attack impact. The resource 
availability is increased by (i) over-provisioning the resource, 
(ii) utilization of proper authentication methods and, (iii) 
discarding of attack packets after identification. This paper is 
further divided into 4 sections. Section 2 presents the WLAN 
security solutions developed by standard bodies like IEEE. 
Section 3 covers security issues in 802.11i protocol. Section 4 
discusses about various entity authentication and access 
control mechanisms proposed by researchers. Finally, the 
conclusions are provided in section 5. 
 

2 WLAN STANDARD SECURITY SOLUTIONS 
Four standard solutions (Fig. 1) have been proposed by the 
standard bodies for enhancing the WLAN security. These are: 
(1) basic security (2) Wired Equivalent Privacy (WEP) (3) Wi-Fi 
Protected Access (WPA) and, (4) IEEE 802.11i [14] (WPA2). 
These standards utilize the remedial measures like 
authentication, confidentiality, key management, access 
control, integrity and availability enhancement. Basic security 
has SSID and shared key methods. In former, SSID (or MAC 
address) is matched for identifying the valid packets while in 
latter, a random number is sent as a challenge by the sender. 
The receiver encrypts using its shared key and returns back 
encrypted random number. On receipt, sender decrypts the 
random number and authenticates the receiver. Basic security 
provides only weak authentication while ignoring other security 
issues like confidentiality, key management, access control, 
integrity and availability. Hence, it is not of much use. WEP 
protocol considered authentication, confidentiality and integrity 
as the remedial measure for protection against attacks. The 
implicit authentication mechanism of WEP introduces 
problems. In this mechanism both encryption and  
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Figure 1. Existing WLAN threats and security overview 

 
authentication depends upon same single key i.e., meaningful 
decryption using his key proves sender’s authentication. On 
the other hand WEP’s failure does not clearly tell whether it is 
encryption or authentication failure. Use of XOR operations 
makes the protocol lightweight but with time the protocol has 
proved insufficient in meeting its goals [15][16][17]. The WEP 
security can be easily cracked within few minutes and 
therefore it is hardly used anymore now [17]. WPA was drafted 
soon due to failure of WEP and released as software 
improvement. It utilizes three remedial measures: access 
control, message integrity and message confidentiality. It 
concentrates on shared key based (Pre-Shared Key (PSK)) or 
port based (IEEE 802.1X [18]) access control. Frames in WPA 
are protected by Message Integrity Code (MIC) while Temporal 
Key Integrity Protocol (TKIP) is utilized for providing 
confidentiality. Both of these make protocol much stronger as 
compared to WEP. As it was only an interim arrangement, it 
soon paved the path to the full solution i.e., WPA2. In the year 
2004, the present WLAN security standard i.e., WPA2 (IEEE 
802.11i [14]) came into existence. The main objective of this 
standard is strengthening of the MAC layer security by 
authenticating the communicating entities and by encrypting 
the data frame using the key evolved during the authentication 
process. WPA2 continued with the previous WLAN legacies 
like 802.11 authentication/ association. Like WPA, WPA2 also 
follows 802.1X based authentication and access control 
process between wireless station (STA) and authentication 
server (AS). After 802.1X, 4-way handshake is performed for 
evolving shared secret key between STA and AP. The 
handshake also ascertains that both STA and AP are in 
possession of same shared secret key. The key evolved and 
verified in handshake is termed as Pairwise Transient Key 
(PTK). This key is further used to encrypt and decrypt the data 
frame during upcoming communication. For securing data 
sessions, either one among TKIP or AES in counter mode with 
CCMP (Cipher Block Chaining Message Authentication Code 
(CBC-MAC) Protocol) can be used. CCMP is preferred due to 
its security strength. 802.11i is complex protocol and has 
lengthy process. Use of other authentication mechanisms as 

Extensible Authentication Protocol (EAP) methods were 
supported for user authentication and for the sake of flexibility. 
Thus, major advancements in WPA2 were: use of 4-way 
handshake and AES based stronger encryption. It is worth 
mentioning that WPA2 has high communication and network 
overhead [19]. 
 

3 SECURITY ISSUES IN 802.11I 
IEEE 802.11i does not consider management frame security. 
As a result the management frames remains unprotected 
(unauthenticated and unencrypted) and hence are used by the 
attackers to cause eavesdropping, message interception, 
message deletion, masquerading, malicious AP association 
and DoS attacks. IEEE 802.11i protects data frames using 
encryption and MIC. But the encryption is done only after the 
successful completion of the four way handshake i.e., before 
handshake the frames are unprotected. It is pointed out in [8] 
that use of TKIP after 4-way handshake makes the system 
insecure. Singh and Sharma (2014) have shown that MIC 
used to protect the data frames can also cause computational 
DoS attacks [20]. To overcome this issue Singh and Sharma 
(2014) proposed to use lightweight authentication before 
verifying MIC of the frame for integrity purpose [21]. Singh and 
Sharma (2013) have also shown that even the field overhead 
of MIC can be reduced using frame sequence numbers [22]. It 
has been established that IEEE entity authentication process 
and 4-way handshake are not so robust and are major cause 
of concern. During EAP based authentication the EAPOL (EAP 
Over LAN) packets: EAPOL-start, EAPOL-success, EAPOL-
failure and EAPOL-logoff lack proper authentication and are 
used by attacker to meet his goals. In similar fashion, the 4-
way handshake process is also often disrupted by the DoS 
attacker resulting in failure of handshake. Attacker mainly uses 
first message of the handshake for causing the DoS attack. 
This message is used as it is unprotected i.e., neither 
authenticated for encrypted. As shown by Park et al. (2010), 
the flaws in handling MIC of handshake messages can also 
result in DoS attack [23]. He et al. (2005) pointed out that RSN 
IE (Robust Security Network - Information Element) 
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confirmation failure through third & fourth message of the 
handshake may result in protocol failure. Thus, researchers 
who intend to strengthen the WPA2 security protocol should 
concentrate towards protecting the management & EAPOL 
frames, securing the first message of the 4-way handshake 
and improvising the RSN IE check [8][19][24]. Bearing in mind 
the problems in the 4-handshake protocol, an improvement is 
proposed by Singh and Sharma (2013) [24]. Their work is 
motivated by the fact that 4-way handshake is used for key 
refreshing and if we can provide this key refreshing task by 
some other means then 4-way handshake can be removed. 
For removal of 4-way handshake, their work utilizes existing 
sequence number of MAC frame and hence WLAN frame 
remains intact with no change. As no extra bits or frames are 
required, the method is lightweight. It is secure also and it 
maintains the desired security properties like message 
integrity and key freshness. The removal of 4-way handshake 
reduces the major security concerns like DoS attacks in 
802.11i and also reduces the length of 802.11i. The proposed 
method moves one more step ahead and proposes to have a 
new key for encrypting every new frame. Thus, notion of 
refreshing key per frame is introduced instead of refreshing 
key per handshake. In October 2017, a new and major 
weakness was documented in WPA2 standard termed as Key 
Reinstallation AttaCK or KRACK [25]. It was noted that this 
affected all kinds of WLAN security and hence the reputation 
of WPA2 got decreased. The WPA2 standard also suffered 
under DoS attacks. Hence, Wi-Fi Alliance comes up with the 
improvement. The improvement is termed as WPA3. Its main 
features involve: (1) ease of use (2) natural password 
selection (3) an improved and robust handshake and, (4) 
forward secrecy. The WPA3 is backward compatible with 
WPA2 which means the upgraded devices can work in WPA2 
or WPA3 modes [26]. The adoption of this standard is now 
picking and it will take some more time for getting stabilized. 
Thus, this work on WLAN security considers the present 
widespread standard i.e., WPA2. 
 

4 OTHER ENTITY AUTHENTICATION AND 

ACCESS CONTROL MECHANISMS BY 

RESEARCHERS 
Li et al. (2014) proposed an initial entity authentication scheme 
termed as fast WLAN initial access authentication protocol 
(FLAP) [27]. FLAP is targeted towards making access 
authentication faster by reducing the number of initial 
authentication messages. Overall, this method involves 6 
messages (approx. two round trip times), proves STA 
authentication at the AS via shared key, has key hierarchy 
equivalent to 802.11i and protects the messages by MIC. As 
per the authors, use of FLAP is compatible with IEEE 802.11i. 

It is optional and can be selected via suite selector. FLAP 
involves computations/processing for MIC verification of data 
frames and hence as shown by Singh and Sharma (2014), a 
computational DoS attack is a possibility in FLAP. Thus, a DoS 
attacker may engage the recipient into continuous MIC 
verifications, depriving the genuine users of the service. The 
computational DoS attack is successful because MIC serves 
dual purpose of frame authentication and frame integrity [20]. 
For overcoming such kind of DoS attack based on MIC, Singh 
and Sharma (2013) proposed an improvement in the 802.11i 
standard wherein a novel sequence number based 
authentication token is used to reduce the MIC field overhead 
in the WLANs [22]. Inspired by the use of delegation concept 
in mobile environment, Singh and Sharma (2013) proposed 
Secure Wireless Authentication Scheme (SWAS) [29]. SWAS 
is an access control mechanism that provides strong 
authentication. In WLAN environment 3 parties namely, STA, 
AP and AS are involved. The SWAS is designed in such a 
manner that each among them authenticates the other before 
granting access and deriving the shared communication keys. 
Not only the user authentication but frame level authentication 
also exists wherein each frame has some authentication 
material (cryptographic values like MIC and encrypted data 
using keys) within frame to prove itself genuine. Thus, 
untrusted WLAN environment is converted to a trusted 
environment via use of SWAS. While ensuring security, SWAS 
also ensures that access and authentication process length 
also gets reduced as compared with 802.11i. The authors 
have also calculated the communication & computation costs 
and found that these are small in comparison to 802.11i 
standard. Hence, significant features of SWAS include: (1) 
secure and efficient authentication mechanism that evolves 
fresh communication keys, (2) resistance to DoS attacks in 
almost all the phases, (3) less communication and 
computation time as compared with IEEE 802.11i standard, (4) 
authentication of all the associated parties i.e., STA, AP and 
AS by each other and, (5) authentication of all the messages 
used during all the protocol communication phases. However, 
a complete practical demonstration/implementation of the 
protocol is still awaited. Authentication per frame and 
symmetric key based encryption is an implicit necessity for 
security in WLANs. Inspired by this statement, Singh and 
Sharma (2014) proposed a novel symmetric key based access 
control and per frame authentication scheme for WLANs 
termed as Key Hiding Communication (KHC) scheme [21]. 
The KHC scheme has two phases namely, initialization phase 
and communication phase. During initialization phase, 
common shared secret key between STA and AP is evolved. 
This shared secret key is  
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Figure 2. Entity authentication and access control mechanisms  

 
used to evolve per frame encryption key and Initial Vector (IV) 
to be used during communication phase. In communication 
phase first new per frame encryption key is generated then it 
is mixed with IV in such manner that only receiver is able to 
retrieve encryption key from it. The mixing of per frame 
encryption key and IV is termed as key hiding. The mixed per 
frame encryption key and IV together are termed as codeword. 
This codeword is embedded into the frame and sent to the 
receiver. The frame integrity is maintained using MIC whereas 
codeword verification at the receiver serves the purpose of 
frame authentication. At the receiver, first codeword is verified 
if it is OK then only frame integrity is checked. The codeword 
verification is lightweight as it involves only increment, XOR 
and modulus evaluations. As per the practical measurements 
done by the authors, FLAP enhances EAP/TLS efficiency by 
94.7 percent. The key hidden inside the codeword is required 
at the receiver side so as the receiver gets confirmed about 
the key possession by the sender. The verification of 
codeword in a lightweight manner ensures freedom from 
computational DoS attack conducted through MIC verification. 
The key retrieved from the verified codeword is used to 
encrypt the next frame. Thus, main contribution of KHC is to 
provide lightweight per frame authentication along with 
maintaining other security properties like key freshness for 
each data frame communicated. Initial messages exchanged 
for evolving symmetric key between two communicating 
parties are less in FLAP and SWAS in comparison to IEEE 
802.11i and KHC. Remedies utilized and issues addressed by 
the entity authentication and access control mechanisms 
proposed by researchers are shown in Figure 2. It is clearly 
evident that the FLAP mechanism does not protects against 
DoS attacks and hence hampers availability. FLAP also has 
concerns against replay attacks and MitM attacks. It is also 
visible that the SWAS and KHC scheme protects against most 
of the attacks and are also effective against DoS attacks. 
Thus, SWAS and KHC provide some hope against DoS 
attacks which are major concerns in IEEE 802.11i standard. 
But, these mechanisms have more memory requirements as 
compared to FLAP. Methodology of KHC is interesting as it 
does not involve authentication server (AS) and therefore 

requires less communication messages but, KHC has more 
communication overhead per frame (256 bits per frame) in 
comparison to IEEE 802.11i, SWAS and FLAP during data 
transmission phase.  
 

5 CONCLUSION 
The paper presents an overview of WLAN threats, remedies 
and solutions. Security solutions pertaining to entity 
authentication and access control are discussed. These are 
classified into: standard solutions and solutions proposed by 
the researchers. WPA2, the most prominent WLAN security 
standard, is prone to several attacks. Researchers have also 
pointed out regarding length and complexity of the WPA2. 
Thus, WPA2 is now on the verge of replacement by the 
upcoming standard i.e., WPA3. The major point of concern in 
WPA2 is 4-way handshake mechanism and therefore, 
upcoming WPA3 tries to strengthen the 4-way handshake. 
Even some researchers argued to completely reduce the 
handshake. It is expected that WPA2 will still be used in the 
existing devices whereas the new devices developed will 
follow the backward compatibility towards WPA2. Thus, 
presently researchers have three major options in the domain 
of WLAN security: (1) to strengthen the WPA2 standard by 
eliminating the processes of concern, (2) to develop new entity 
authentication and access control mechanism and, (3) to 
analyze and strengthen the upcoming WPA3 standard. 
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