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Abstract: Intrusion is the biggest problem in the world of digitalization. Everything is inter connected with each other makes it easier to use even for 
intruders. Intrusion detection system helps in detecting security breaches, so it can be prevented /handled.  In this paper, a hybrid approach i.e. negative 
selection based neural network (NS-ANN) approach is presented. The proposed algorithm is implemented using Java over KDD cup dataset. The result 
computation obtained using confusion matrix and computation parameters.  The performance is compared to existing techniques and it is seen the 
efficiency of proposed work is better over other traditional available solutions. 
 
Index Terms: Intrusion, Intrusion detection, Negative selection, Data processing, KDD cup dataset, Artificial neural network, Cyber security.   
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1. INTRODUCTION 
Today’s world known as digital world, electronic system and 

internet is involved in our life. In this age of digitalization, any 

work can be accomplished easily and with that, numbers of 

possible intrusions are also increasing. An intrusion detection 

system (IDS) is a device or software application that monitors 

a network or systems for malicious activity or policy 

violationsIntrusion is defined as a violation of the security 

policy of system. Intrusion detection is mainly focused on 

detecting possible events, maintain log information about 

them, attempt to prevent them, and then report them to 

security administrators. IDSs typically record information 

related to observed events, notify security administrators of 

important observed events, and produce reports. But still the 

requirement of less computation overhead with high accuracy 

is challenging over the increasing number of attacks. In our 

paper a negative selection based neural network (NS-ANN) 

approach in presented to achieve high accuracy with less 

computational overheads. Intrusion detection has three main 

categories on the basis of protected system: The first one is 

Host based IDS; it examine data held on individual computers 

that serve as hosts. The architecture of host-based is also 

known as agent-based, which means that a software agent 

resides on each of the hosts that will be governed by the 

system. The second one is Network based IDS; it is used to 

analyze network packets. This is distinct from host-based 

intrusion detection, which relates to processing data that 

originates on computers themselves, such as event and kernel 

logs. The third one is Application based IDS, it examine the 

specific application for any threat or malicious activities. The 

application based IDS is vulnerable as compare to other two in 

front of intruders. 

 

 

 

 

 

1.1 Functions of Intrusion Detection System 

 

TABLE 1 IDS Functions 

Data Collection 

Feature Selection 

Analysis 

Action 

 

1) Data Collection - This module passes the data as input to 

the IDS.  The  data  is  recorded  into  a  file  and  then  it  

is analyzed. Network based IDS (NIDS) assembles and 

alters the data packets and in host based IDS (HIDS) 

assemble details like utilization of the disk and processes 

of the system. 

2) Feature Selection – To select the specific feature huge 

amount of data is available in the network and they are 

usually estimated for intrusion. For example, the Internet 

Protocol (IP) address of the source and target system, 

protocol types, header length and size could be taken as a 

key for intrusion [1]. 

3) Analysis - To find correctness, analysis of data is done. 

Rule based IDS analyze the data where the incoming 

traffic is examined against predefined signature or pattern 

[1]. Another method is anomaly based IDS (AIDS) where 

the system behavior is monitored and mathematical 

models are employed to it. 

4) Action - This function is about the attack and reaction of 

the system.  It can either inform the system administrator 

with all the required data through email/alarm icons or it 

can play an active part in the system by dropping packets 

so that it does not enter the system or close the ports [1].   

 

1.2 Data Processing 

Data processing is defined as the collection and manipulation 

of data to gain meaningful information. Data mining is a 

process of discovering patterns in large amount of dataset. 

This process also involves methods at intersection of statics, 

database system and machine learning. Data mining is a step 

in analyzing the knowledge discovery in database. The 

classification is required in order to find intrusion detection by 

the algorithms which help to separate the outlier using the 

technique. Thus in this research we are working on 

classification for IDS application using different approach 

already been discussed in different literature. 

———————————————— 

 Divya Sharma SOIT Dept., RGPV, Bhopal India. E-mail: 
sharma6div@gmail.com 

 Sarita Singh Bhadauria SOIT Dept, RGPV, Bhopal India. E-mail: 
saritamits61@yahoo.co.in 
 



INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 8, ISSUE 11, NOVEMBER 2019       ISSN 2277-8616 

 

10 
IJSTR©2019 
www.ijstr.org 

2 LITERATURE SURVEY 
James P. Anderson previously proposed in 1980 that security 

review trails can assume an imperative job in the security 

program for a personal computer (PC) framework [2]. The 

motivation behind his examination was to enhance the PC 

security inspecting and observation capacity of the client's 

frameworks. Anderson hypothesized that it was conceivable to 

recognize an impostor and a real client by distinguishing 

deviation from truly followed framework utilization. Denning 

proposed a model that was viewed as guideline based 

example coordinating framework for review records [3]. The 

model incorporates profiles for speaking to the typical conduct 

as for articles regarding rules and any critical deviation from 

ordinary conduct named as irregular example. The created 

review records is coordinated with characterized leads and 

checked for irregular conduct. Bankovic et al. [4] proposed a 

misuse detection system based on genetic algorithm 

approach. In this work a Principal component analysis (PCA) 

used to extract most important features. After that a genetic 

algorithm used to generate quality rules with the highest 

fitness values in every generation. Generated rules were used 

for classification of the intrusions and the normal connections 

in the testing data. Kim et al. [5] proposed a way to use 

genetic algorithm to improve support vector machines (SVM) 

based Intrusion detection system (IDS). Integration of GA and 

SVM selects the optimal parameters as well as optimal feature 

set for dataset. They used KDD’99 dataset for evaluating 

results.  Siraj et al. [6] discuss an intelligent alert clustering 

model for network based intrusion detection system. In this 

proposed work, a novel integration of improved unit range 

(IUR), Principal component (PCA) and expectation 

maximization (EM) to detect intrusion alerts and filter out the 

unwanted alerts. To filter out unwanted or false positive alerts, 

they assigned a level of severity (high risk, medium risk, low 

risk) to each alerts. Hlaing [7] used fuzzy decision tree 

classifier to detect intrusion alerts in network traffic.  In this 

model, selected 10 best features by using mutual correlation 

feature selection algorithm and then applied fuzzy C4.5 

decision tree algorithm on the training dataset. Experimental 

result showed that her proposed system achieved 99% 

classification accuracy. Wl Al-Yaseen et al. [8] proposed a 

multi-leveled hybrid approach of support vector machine 

(SVM) and extreme learning machine based on modified K-

means. The aim of this work is to design a model that 

improves the efficiency of detecting known and unknown 

attacks. A modified K-means algorithm is also proposed to 

build a high-quality training dataset that contributes 

significantly to improving the performance of classifiers. The 

proposed approach shows the high efficiency in attack 

detection and high accuracy. U. Ravale [9]shows a hybrid 

algorithm combines K Means clustering algorithm and radial 

basis function (RBF) kernel function of support vector machine 

(SVM) as a classification module. The main purpose of 

proposed algorithm is to decrease the number of attributes 

associated with each data point and gets better performance 

in terms of Detection Rate and Accuracy. X Cao et al. [10] 

Used negative selection approach to improve immune 

optimization. The algorithm is based on biological immune 

system and it works according to that. The optimization of 

performace of algorithm is gain by selective key features. M. 

GonG et al. [11] Used negative selection algorithm with further 

taining to gain efficient detection of anomaly. In this proposed 

work the main focus applied on training so that self-detector 

generate and cover the self-region. The primary purpose for 

further training was to reduce computational cost and improve 

the self-region coverage. The proposed algorithm achieves the 

highest detection rate and the lowest false alarm rate in most 

cases. 

3 PROPOSED WORK 
In this Research Work analysis of various outlier detection 

techniques were used those algorithms are negative selection 

and followed by Neural network architecture. Hybrid Approach 

NS-ANN is presented in proposed work. The following are the 

phases taken in proposed work. 

Phase 1: Loading Data – In this phase, load kddcup 99 

dataset into the system and start processing the dataset. Pre-

process dataset by using weka tool. 

Phase 2: Classification – Negative selection applied on the 

processed dataset.  Negative protocol listing is for 

classification of negative (attacked or malicious) data. By 

listing the protocols it is convenient to recognize the negative 

data. After listing protocol, classification is done on the basis of 

attack classes.    ANN classification is further applied on the 

knowledge extraction is done from the negative selection 

algorithm. 
Finally a classified intrusion or Non-Intrusion data is 
given based on the final classification step. 

 

Fig 1 Two layered neural network shows that the output from 
the negative selection is further classification with neural 
network and provide final result with two outputs one for 

intrusion and other for non-intrusion. 

4 RESULT ANALYSIS  
The experimental results indicate that our IDS can detect 
anomalies with relative accuracy and detection rate. The 
experiment results compared with traditional approach find its 
optional result. Comparison with proposed approach shows 
the efficiency of proposed work. The computation parameters 
are discussed here along with the observed result. 
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TABLE 2 Result Analysis Algorithms 

Algorithms Accuracy 
Detection 

rate 
precision Recall 

K-Means 69.81 65.29 64.29 65.29 

NS-ANN 94.06 98.12 93.23 94.72 

GA-SVM 71.08 66.50 65.50 66.50 

Naïve 
Bayes 

75.06 81.52 80.52 81.52 

 
4.1 Accuracy 
When an intrusion is indicated correctly, then, ―True Positive" 
fact. If no attack has been find out by us a "True Negative". If 
IDS indicate an intrusion and this assertion is wrong a "False 
Positive" alarm is triggered. At the end non-intruder is find out 
and intruder is indeed in progress and "False Negative" (FN) 
incident. False Negative is the worst case the process of all 
detection situations causes wrong alarm. Given these terms, 
we evaluated our IDS using the accuracy value and the 
detection rate. Accuracy (ACC) is defined in the following 
equation total no. of outcomes divided by the no. of intruders. 

 
ACC= (TP+TN)/(TP+FP+TN+FN) 

4.2 Detection rate 

On the other hand, the detection rate (DR) is the possibility 
that finds out the real intrusions from the given alarm. 

DR= TP/(TP+FN) 

4.3 Statistical analysis 
According to the aforementioned definitions, the results of our 
experiments are summarized in Table 1 the experimental 
results indicate that our IDS can detect anomalies with relative 
accuracy and detection rate. 

Precision = TP/ (TP+FP) 

Recall = TP/ (TP+FN) 

4.4 Graphical comparison analysis 

In this section an analysis of result is presented, the section 
gives an understanding of statistical graphical analysis.  
Graphical representation of different parameters (Accuracy, 
Detection rate, precision and recall) for different algorithms (K-
means, NS-ANN, GA-SVM and Naïve Bayes). 
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Fig 2 Accuracy of different algorithm 
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Fig 3 Detection rate of all algorithms 
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Fig 5 Recall comparison for all algorithms 

5 CONCLUSION AND FUTURE WORK 

This paper presented a hybrid NS-ANN algorithm with high 
accuracy over other traditional methods. An overview of the 
necessity and utility of intrusion detection system. The main 
aim was to achieve high accuracy with reduce false alarm. 
The accuracy of proposed algorithm is greater than other 
traditional approaches show the efficiency of the proposed 
work and other parameters are also high.  The work in this 
paper deals with various issues in IDS and offers many 
possibilities for future research. Our future work will perform 
the better enhancement on outlier detection technique and 
comparing the result performance with the existing algorithms. 
Another efficient method or combination of different method 
that can further improve the proposed work. 
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