
INTERNATIONAL JOURNAL OF SCIENTIFIC & TECHNOLOGY RESEARCH VOLUME 7, ISSUE 9, SEPTEMBER 2018        ISSN 2277-8616 

42 
IJSTR©2018 
www.ijstr.org 

Survey On Data Security Issues Of Cloud 
Computing 

 
Raniah M. Alsahafi 

 
Abstract: The topic of cloud computing is becoming well known these days. It enables many services to be easily accessed in the internet in anywhere 

in the world. However, Data Security and privacy issues of cloud is still a great question as the security behavior of customer and service provider in 
cloud is yet to clearly define. In cloud services users store their important data in remote server since they trust these servers. However, storing user‘s 
data in cloud server has wide security issue that make user are very concern about their data. In this survey, we present some security issues that facing 
cloud computing system: privacy of data, data integrity and retrievability in existence of third party, and attack in cloud storage services, along with their 
suggested solutions. 
 
Index Terms: Cloud computing, Cloud storage provider, Data Confidentiality, Data integrity, Data privacy, security risks, social networking. 

———————————————————— 

 

1 INTRODUCTION 
Cloud computing is a technology that allows their users to 
store, access and utilize data in remote storage. Since cloud 
computing can store and maintain databases efficiently and 
organize information easily, it considers as a helpful tool for 
their users (especially business). Besides, cloud service is 
accessible from any device has an internet connection, and it‘s 
the great solution for backup information with affordable 
expanse. As we mentioned before, cloud computing provides 
an environment for users to save their sensitive information 
and data on it, therefore cloud providers must provide the ideal 
secure environment to protect their clients against intruders 
and information leakage. Some of the challenges facing 
clouds today are data confidentiality, data integrity and 
retrievability -which are the focus of this survey- trusting 
computation, accountability and other issues. However, there 
are many proposed solutions to overcome these issues to 
grantee a secure and save cloud for its clients. 
 

2 SECURITY ISSUES FACING CLOUD 
COMPUTING 
Data security concerns stand against users and prevent them 
from taking advantages of benefits of cloud computing system. 
Many researches papers have published in discussion of the 
security problems that could face cloud computing and violate 
user‘s data. In this section I presented and discussed some of 
these issues and some proposed techniques that can protect 
cloud data. 
 

2.1 Data Integrity and Retrievability 
Preserving integrity information is very important task in cloud 
computing. User‘s data must maintains and prevent it from any 
losing or modification by an unauthorized user. In cloud 
computing, there is a huge amount of information is being 
stored. Users want to ensure that their data is correctly stored 
in cloud server. Moreover, the concept of Data retrievability 
allows users to verify the integrity of data that return by server. 
Wang et al. [ 3] have addressed the problem of checking the 
integrity of remote data that begin sorted in cloud servers. The 
Idea of verifying data integrity involving Third party auditor to 
ensure the accurate of client‘s data in the cloud. This public 
verification allows any TPA he own public key to do the 
verification process. The authors have proposed a protocol 
design which is different from previous works in terms of 
achieving integrity of cloud data storage, and in the same time 
it enables the dynamic operation of remote data storage and 

he can perform operation on data files such as modification, 
inserting and deleting. In this section I will give a quick 
overview about the protocol design. 
 
System model 
The architecture for cloud data storage consists of three 
entities which as following: 
1. Clients: who their large data files have stored in cloud 
2. Cloud Server Provider (CSP) that is control the Cloud 

storage server (CSS) this storage server work to keep 
clients ‗data safe which has enough space. 

3. Third party auditor (TPA), it is a trusted auditor that client 
allow him for evaluation the security of cloud storage 
service. 

 

 
 

Fig. 1. cloud data storage architecture 
 

It is started by client when he stores a huge amount of data 
files on cloud server, and in this situation, client does not own 
its data locally. Therefore, wants to make sure that its data is 
indeed beginning stored and it is keeping maintain in that 
cloud server. Client gives the Third-party-auditor (TPA) the 
task to monitoring its data. The external party auditor monitors 
client‘s data but form the respective of data privacy the TPA 
can‘t see original users‘ data and it should keep encrypted. 
Also, clients can access and perform some operation on their 
data such as modification and updating new information by 
interacting with cloud sever provider. 
 
Security model 
The security of this constriction is based on concept of 
PROOF OF RETRIEVABILITY MODEL that allows a server to 
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ensure a client that its data can be correctly store and it can 
be retrievable. The verification process starts by client who 
asks a storage server to ensure the correctness of its data that 
being stored and server can return a valid response. The 
security issues of this is that attacker can cheat client that a 
server is storing its data. In addition to proof of retrievable, this 
construction supports dynamic operation on blocks of file. 
 
Model Construction 
It is summarized in two steps: 
1. Setup process: this process has done between all three 

entities: client, TPA and server. By manipulating some 
algorithms, client send block of files with its signature on it 
to server and delete local copy. 

2. Verification process: For verifying Integrity of messages 
that send by client and store in server, TPA performs that 
by challenge server and send him message. Server will 
respond verifier which is TPA with response if TRUE or 
FALUSE. 

 
2.2 Security analysis and performance evaluations 
The authors compare this protocol to other proposed schema 
and they have found that their schema has better performance 
in terms of supporting both public verification and dynamic 
data operation. For protect user‘s data privacy, the verifier 
should not see the Original data. Therefore, overcomes on this 
problem by authenticate block tags instead of original data. In 
addition, server can cheat during the update operation which 
can keep old data and show the update operation. 
 

3  SECURITY ISSUES FACING CLOUD 
COMPUTING 
Online Cloud Storage server such as Dropbox allow users 
uploading and sharing their files, but as the same time it face 
some attack which can gain an unauthorized access to user‘s 
files. In this section we will give an overview of some attacks 
type that violates Dropbox and the proposed solution to 
prevent such attacks [1]. 
 
Dropbox: As we Know Dropbox is popular online storage and 
it used the concept of chunks instead of file, where the file is 
divided into chunks, each chunk is up to 4 MB. It uses SSL on 
its connections be client and Dropbox servers. Dropbox 
calculates the hash values of these chunks using openSSL. 
Linux,and Mac OS X users are linked dynamically to hash 
libraries and do not verify their integrity before using them. 
When the client Dropbox request a chunk, the hash values are 
compared to the ones that are stored in the Dropbox and sent 
it to servers if it is not already stored. In some cases, the client 
is requested to upload the chunks again if the requested ones 
are not existing in their database. 

 
3.1 Unauthorized File Access 
Three types of attacks that make an adversary gain access to 
some files and they will describe in this section 
 
A. Hash Value Manipulation Attack: The main idea of this 

attack is to modify the publicly available source code of 
some openSSL libraries. Because of that modification the 
hash value that was calculated by openSSL will replace 
by new value. The Dropbox client doesn‘t detect this 
change and transmits files, the hash value will not match 
and that detected by the server and re-requests the file 

again. This attack is undetectable by both the client and 
the server if the attacker knows the hash values of the file 
that he wants to success. The Dropbox will believe that he 
owns files and add him to its folder. 

B. Stolen Host ID Attack: Unique host ID is created during 
installing Dropbox client application, which links between 
Dropbox owners and the device that the application was 
installed on. This host ID could be stolen by an attacker 
and replaces his host ID by the stolen one if that happen 
all files on that user account can be downloaded. 

C. Direct Download Attack: As it is known the transmission 
in Dropbox between client software and server is built on 
HTTPS. The host ID doesn‘t need to be linked to a 
Dropbox account that owns the matching file. To request a 
file chunk any valid host ID can be used while the file is in 
the Dropbox and the hash value of the requested file is 
known. 

 
Secure Dropbox 
To stop the clients from getting access to files by using known 
hash value of those files, a secure data possession protocol is 
required in this case. Therefore, if the client is not part of a 
trusted environment, every cloud storage operator should use 
such protocol. To keep away clients from having unlimited 
storage capacity, and to make online slack space on Dropbox 
infeasible, Dropbox should not allow the chunks to be 
uploading without linking them to users. 
 
Evaluation 
Is the Dropbox use to store files from file sharing network ? 
And if there is previously defined slack space how long the 
data will be stored there? 
 
These two Q‘s will discuss bellow: 
 
Stored files on Dropbox Evaluation 
There is a chance to test whether a given file is stored on 
Dropbox or not by using the hash manipulation attack and 
direct download attack that we mention previous. The Dropbox 
have been tested to see whether it is stored file sharing files 
like BitTorrent.Since BitTorrent is strong on hashes for file 
identification, the top 100 torrents have been downloaded from 
thepiratebay.org, but the information that found in the .torrent 
file it is not sufficient. Types of file that identifying by .torrent 
file: 

 Copyright protected content. 

 Identifying file. 

 Static files that is part of many .torrent file. 
 
Since the identifying file were found in the majority of .torrent 
file, the hash value of the first chunks were calculated for 
every .torrent file and every identifying file then checked if the 
files were stored on the Dropbox. After testing, the Dropbox 
knew the majority of the hashes that means the corresponding 
files were stored on it. Thus, the .torrent file is easily to retrieve 
from Dropbox if the hashes are known. 
 

4 CONCLUSIONS 
Besides the benefit that the cloud computing has provide to its 
client, it also brings some security issues. In this survey, we 
have discussed security risks of cloud computing services 
along with their suggested solutions. We focused on privacy of 
data that some researchers have provide mechanisms to 
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grantee privacy for the clients of cloud services and prevent 
client‘s data from leakage to third party application. Also, we 
discussed the issue of data Integrity in existence of third party 
to ensure the integrity of data that is being stored in cloud 
computing servers, also we present some attacks in cloud 
storage services such Dropbox and how to overcome on these 
attacks to keep Dropbox secure and maintain clients data. 
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